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1. Introduction

The Hybrid Security Gateway is an IP-based multi-functional RF, optional Z-Wave,and/or ZigBee
smart home security gateway with 4G/LTE and optional Wi-Fi capability, plus flexible hardwired
and wireless sensor zone options, providing comprehensive solutions, including remote
management, home security, live visual monitoring, home automation, environmental
emergency monitoring, and energy management and being designed to bring all-round

convenience, comfort and safety.

System Feature

® FEthernet / Wi-Fi / Cellular connection: Optional Wi-Fi connection provides backup to
Ethernet to extend system flexibility.

® Multiple Communication Paths: The Hybrid Security Gateway has built-in RF, Optional
Z-Wave, and/or ZigBee modules.

The Hybrid-Panel Series include the following models:

Name Reporting Path Modules

Hybrid-Panel-1-AC16/18V IP/IGPRS Reporting | IP Gateway supporting Sealed Lead-Acid
(SLA) rechargeable battery (battery not
included)

Hybrid-Panel-1-AC100/240 | IP/GPRS Reporting | IP Gateway supporting Sealed Lead-Acid
\% (SLA) rechargeable battery (battery not
included)

1.1 What’s in the Box

Your package includes the following items:

® Control Panel




® Open Frame Power Cord (Hybrid-Panel-1-AC100/240V Only)

® An Ethernet Cable

® Accessories:

Velcro tape x 4

U-shaped Grommet x 4

Jumper Connector x 2 I

5.6K Resistor (2 resistors for each zone, (111D
32 resistors for 16 zones in total)

Screw x 4

Wall Plug x 4




2. Panel Information

2.1. Identifying the parts

Top Cover (front view)
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Back Cover (internal view)
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12V, 4.0Ah

or 12V, 7.0Ah
lead-acid battery
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Cover Fixing Screw

LED 1 - Area 1 (Green/Red)

%~ Full Arm mode - Red lighting up

%~ Home/1/2/3 mode - Red flashing

& Learning mode - Green lighting up

%= Walk Test mode - Green flashing

LED 2 - Area 2 (Green/Red)

%~ Full Arm mode - Red lighting up

%~ Home/1/2/3 mode - Red flashing

&~ Learning mode - Green lighting up

%= Walk Test mode - Green flashing

LED 3 - Status (Orange/Red)

& System Fault - Orange lighting up

&~ Alarm Trigger — Red flashing

& Aarm in Memory — Red lighting up
Removable Protective Cover x 4 (at top and bottom of the back cover)
Removable cover to reveal or hide cable wiring hole.
Built-in Power Unit Connector

Mounting Holes x 4

Wiring Clip x 4

To be used for securing power cables.

EGND Terminal

Please refer to 3.3 Hardware Installation for detail.

LED Board Connector
The LED board connector is pre-installed onto the control panel.
J53 Jumper Switch

J53 Jumper Switch can be served as a terminating resistor, which can be turned to ON
when wiring different devices to the panel to enhance connection.

J24 Jumper Switch
Please refer to 3.3 Hardware Installation for detail.

Pluggable RS485 Terminal

Connect to a hardwired keypad (KPT-35-Combo), or wired expansion module
(WEZC-8/WEPC-1/WEZ Series).

Bell Terminal

Connect to a wired bell box for bell wiring.

PGM Port

To be used as a voltage output port or a dry contact relay output depending on J24 jumper
settings.

Alternative Hole for Wiring Management x 2
Built-in Power Unit
Input: 16 ~ 18VAC / 50VA ~ 70VA (refer to VA power selection table in 2.2 Power Supply)
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or 100-240VAC.

AC module built-in power unit or Open Frame built-in power unit is installed. Use the built-in
power unit to connect to the mains power.

& Ensure to turn off all power supplies including Built-in Power Unit and SLA
Battery before connecting or removing cables or wires.

18 Battery Switch
Switch to “ON” for the battery to be charged when AC power is connected and serve as a
backup power source when AC power is missing.
19 Zone Terminal & 13.5V Auxiliary Voltage Output Terminal & GND Terminal
Voltage output to zone 1-16 hardwired devices.
20 Ethernet Port
21 AG-LTE External Antenna Terminal
For connecting external antenna to the panel.
< Do not disconnect the internal antenna when connecting the external antenna.
To switch between the use of internal or external antenna, please configure
through software setting. See chapter 7.1, GSM for details.
22 Learn Button
To be used for local learning or local reset.
23 Internal Antenna PCBA
24 Tamper
25 USB Port (optional)
When connecting a USB dongle into the port, it is suggested to use a USB extension cable.
There is no USB Port for the panel if it is built in 4G and Wi-Fi.
26 Micro-SIM Card Socket (not hot swappable)
27 Room for SLA Battery
Room for installing 12V 7Ah or 12V 4Ah rechargeable battery.
28 Wire Saddle
29 Embedded Battery Cable (Power) (Red)
30 Embedded Battery Cable (GND) (Black)
31 Tube Fuse Holder
Please note:

& The tube fuse is pre-installed onto the battery cable; it is recommended not to
change or replace the cable on your own to avoid possible hazards.




2.2. Power Supply

Built-in Power Unit

® You can use the built-in power unit to connect to the mains power. AC module built-in power
unit or Open Frame built-in power unit is installed. Please refer to Using the built-in
Power Unit in 3.3 Hardware Installation for more details.

Please note:

& Ensure to turn off all power supplies including Built-in Power Unit and SLA
Battery before connecting or removing cables or wires.

Rechargeable Battery

A rechargeable battery can be installed inside the Control Panel to serve as a backup in
case of a power failure.

During normal operation, AC power is used to supply power to the Control Panel and at the
same time recharge the battery.

If the battery switch is set as OFF, the battery will not be charged when AC power is
connected and nor will it serve as a backup power source when AC power is missing. You
need to switch the battery to ON for it to be charged when AC power is connected and
serve as a backup power source when AC power is missing.

Power Output

@® The panel supports up to a maximum total of 13.5V/1.5 - 2A (typical) for the current derived
from VDD auxiliary voltage output terminals, Bell and PGM ports.

® The total current provided by Hybrid Panel for hardwired devices, bells, PGM,
KPT-35-COMBO and expansion modules should not exceed 2A. Otherwise, additional
power is required.

Please note:

& |f the total current exceeds 2A, components of Hybrid Panel could be damaged.

VA PowerSelection Table

Sealed-Lead-Acid Battery Quality (pcs) 0 0 1

Output Current (A) including Vaux+Bell+Wired+PGM 15 2 15

Suggested 16VAC Input (VA) 50 70 70




3. Getting Started

Read this section of the manual to learn how to set up your Control Panel.

3.1. Selecting Mounting Location

The Control Panel is designed to be wall mounted and protected against unauthorized case
opening or removal from its mounting surface, follow guidelines below when planning installation

location:

® The Control Panel requires the mains power and Ethernet connection.

® |f a Cellular Module is used, ensure that there is good cellular coverage (Advisable to have
a level of at least 4 out of 5).

® The Control Panel needs to have access to the routing of cables for the system to connect
with wired devices.

® A central location between all the devices is often the best place, making wiring to
expanders or devices easier, and preferably a place that is hidden from outside view.

® Avoid mounting the Control Panel in a damp location, close to a heat source, or near large
metal objects, which may affect wireless radio strength.

® The Control Panel should be protected by sensors so that no intruder can reach the Control
Panel without first activating a sensor.

® When using ZigBee/Z-Wave routers to improve ZigBee/Z-Wave network coverage,

remember to use only ZigBee/Z-Wave Router with backup batteries for security sensors. If
you use a Router without backup battery for security sensors, the Router will be powered
down in case of AC failure, and your security sensors will lose connection with the
ZigBee/Z-Wave network.



3.2. Mounting

Before installation or any maintenance work, make sure the power supply has
been disconnected, and the battery switch has been slid to OFF position.

Step 1. Use a flat-head screwdriver to loosen the cover fixing screw to open the top cover.

T I

Step 2. Use the 4 mounting holes as a template to mark and drill holes appropriately.

— Tamper Switch

_ Tamper Mounting Screw

Step 3. Use the provided wall plugs for plaster/brick installation. Make sure the wall plugs are



flush with the wall.

Step 4. Screw the Control Panel onto the wall. Make sure the Tamper Switch is fully
depressed against the wall
Step 5. Complete wiring following the instructions in later section 3.3. Hardware Installation.
Step 6. Arrange all wires along the wire clips and then route the wires to the two cable holes
on top or bottom. Use cable ties (not included ) to thread through the wire clips and
secure the wires. Use the U-shaped grommets around the cable holes to manage
wires.
Cable Holes
Cable Tie
Cable Clip
Cable Tie
Cable Tie
Cable Clip
Cable Glip | Cable Tie
Cable Holes
Step 7.

Take out 4 Velcro tape(s) (Loop side) from the package.

Step 8. Peel the release film of the tapes. Apply them to your battery and press firmly for

30 seconds to ensure good contact. Please avoid applying the tape on uneven
surface or re-apply it.

10



SLA Battery with 4 Velcro Tapes (Loop Side)

Step 9. Attach the battery to the hook side with Velcro Tape on the Hybrid Panel.

Step 10. Close the cover and tighten the cover fixing screw.

11



3.3. Hardware Installation

CAUTION:
® Before servicing, make sure the AC power has been disconnected, and the
battery switch has been slid to OFF position.

® Wiring of the Hybrid Alarm System should only be performed by certified technician with
proper knowledge and training in electric equipment.

Before installation or any maintenance work, make sure the power supply has been
disconnected, and the battery switch has been slid to OFF position.

Do not connect the devices to loads exceeding supported load current.

Do not connect the battery or the built-in power unit until all wiring is complete.
The control panel enclosure must be secured to the wall before operation.
Internal wiring must be routed in a manner that prevents:

- Wiring over circuit boards

- Excessive strain on wire and on terminal connections

- Loosening of terminal connections

- Damage of conductor insulation

® Incorrect connections will result in failure or improper operation. Inspect wiring and ensure
proper connections before applying power.

Step 1. For configuration and operation of the Control Panel via Ethernet, connect an
Ethernet cable to RJ-45 port.

Step 2. (Optional) Insert a Micro-SIM card with the gold (metal) side facing down, as
example shown below. Before inserting the SIM card, please make sure the pin
code is deactivated and SMS messages are removed first.

<NOTE>

%~ |Inserting the SIM Card when the Panel is powered off.
%~ Make sure to insert a SIM card with data plan.

RO00000OK000000 0] [@leTeTelaTeTals sIsTeTsTaToTaTe

Step 3. Complete wiring for Zone 1-16 terminals, GND terminals, AUX power terminals, PGM
12



terminals, Bell terminals, and Keypad terminals. (Please see the following sections for
details.)

Step 4. Connect the battery to the PCB board. See Battery Installation in the following
section for more details.

Step 5. Connect to the mains power using the built-in power unit.
Step 6. Slide the battery switch to ON position.

Zone Wiring (Zone 1 -16)

, ®
©

VAUX. VAUX. VAUX. VAUX. VAUX. VAUX. VAUX. VAUX.
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® The 16 zones can be wired by supervising NC (normally close) or NO (normally open)
devices, e.g. PIR sensor, door contact, smoke detector, water sensor, fire sensor, CO
sensor, gas detector, heat detector, and glass break detector, etc.

® Wire gauge: Minimum 20 AWG, maximum 18 AWG. Do not use shielded wire.

® The hardwired zones support Single-End-of-Line (SEOL),Double-End-of-Line (DEOL)loop

configuration, with a value from 1K, 2.2K, 3.74K, 4.7K, 5.6K, 6.8K, 8.2K,10K ohms, and

Triple end-of-line (TEOL) loop (only for 4.7K, 6.8K, 12K). Please install the resistor(s) at the

end of each zone loop far away from the Control Panel. The Panel will detect if the circuit is

secure, open, or short.

For an NO loop, please have an EOL resister in parallel (across) the loop.

For an NC loop, please have an EOL resistor in series with the loop.

If a zone wiring method is changed, be sure to turn the system power off and back on again

to avoid triggering the alarm.

Please refer to the following diagrams of loop 1 to 10 for wiring examples.

NO/NC Wiring
The panel can detect alarm for corresponding NO or NC devices via the open, secure or
shorted circuits.

<NOTE>

& There is no EOL resistor in loop 1 and loop 2

13



Single-End-of-Line (SEOL) Resistor Wiring

(2] Cs]

NO EOL

NO(Alarm)

o

NO EOL
I NC[Alarm)

The single-end-of-line (SEOL) resistor shall be installed near the wired device at the end of
a zone loop to supervise the wiring conditions for NO and NC devices, so the panel can
detect alarm and tamper for corresponding devices via the open, secure or shorted circuits.

3.

Double-End-of-Line (DEOL) Resistor Wiring

=)

NO(Alarm)

e

Ce]

NO(Tamper)

'

NC[Alarm)

v
R

(2]

I NC[Alarm)

(eJ

NO{Tamper-1)

)

L
NO{Tamper-2)

L
NC{Alarm-1)

NC(Alarm-2})

N
R

The double-end-of-line (DEOL) resistor shall be installed near the wired device at the end
of a zone loop to supervise the wiring conditions for NC devices, so the panel can detect
alarm and tamper for corresponding devices via the open, secure or shorted circuits.

14



(2] (] (2] CeJ

NC[.&Iarm]I % R NC(AIarm}I % R INClTamper]

S M
R R

Triple-End-of-Line (TEOL) Resistor Wiring

The triple-end-of-line (TEOL) resistor shall be installed near the wired device at the end of a
zone loop to supervise the wiring conditions for NC or NO devices, so the panel can detect
alarm, tamper and anti-masking for corresponding devices via the open, secure or shorted
circuits.

9.
(z] (s]
NO (Alarm) NO (Anti-mask)
NC (Tamper) | ._I | .—l
—-0—\/\/ NN\ NN\
4.7K 6.8K 12K
10.

(2] L)

NC (Alarm)  NC (Anti-mask)

NC (Tamper) | | | |
———" N NN NN

4.7K 6.8K 12K
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AUX Power Wiring

-

® The Control Panel can provide a maximum total of 2A current for hardwired zones,
auxiliary output, keypad (KPT-35-COMBO), wired expansion module (WEZC-8, WEZ

©

VAUX. VAL, VAUX. VAL, VAUX. VALUX. VAL, VALUX.
ra | I2 I3 ZI-I-ZS b Zl'.l' ZIB il leﬂi'.'ll 2:%2213 Z14Z15 leﬁ
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0000 [s] [] al
—

Series), output expander (WEPC-1), and PGM/Bell ports.
® Min/Max operating voltages for devices/detectors is 10 VDC -14VDC.

® Please note that the total current should not exceed 2A, otherwise, an additional power

supply is required.

PGM Wiring

-

® The PGM port can be a voltage output port or a dry contact relay output depending on J24

©
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sl=
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> g

jumper settings.

® When J24 Jumper Switch is disconnected, PGM port will operate as a dry contact relay

output.
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00Q00lee 00Q00lee
N.O: N.C. N.O. N.C.
com ‘ com
short @ pgm-out:0 short @ pgm-out:1

® When the J24 jumper link is inserted connecting the 1% and 2™ pins, the PGM port will
provide 12V output.

® When the J24 jumper link is inserted connecting the 2™ and 3" pins, the PGM port will
provide OV output.

® Min/Max operating voltages for devices / detectors is 10VDC -14VDC.

® The total current derived from auxiliary output, bells, and PGM ports should not exceed
2Ah.

12V ov

Wired Zone Expansion

® Hybrid Security Alarm System is compatible with HWC-1 Wireless Converter. One HWC-1
can add 9 wired zones to the Control Panel.

ATHHEHT )
HWC-1
,)) .................... (((
@ \
OleiiisicossobbosOD
?\E e Y. I_.jT 7 E %EOLRESJ'SW
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Bell Wiring
® Be sure to observe polarity when connecting polarized sirens or bells.

® Min/Max operating voltages for devices / detectors is 10VDC -14VDC.
® The total current derived from auxiliary output, bells, and PGM ports should not exceed 2A.

f ®
©

U

Connecting Keypad/Expansion Module via RS485 terminals
Compatible keypad (KPT-35-Combo) and expansion modules (WEZC-8/WEPC-1/WEZ Series)

can be wired to the panel in series.

Connection between Panel and Keypad/Expansion Board:

® The keypad or expansion module’s terminal can be hardwired to the Control Panel.

® To do so, connect the keypad or expansion module’s four terminals to the corresponding
terminals on the hybrid panel.

- For KPT-35-COMBO, connect the “V*, “G”, “A”, “B” terminals to the corresponding
“VDD”, “GND”, “485A”, “485B” terminals on the hybrid panel.

-  For WEZC-8/WEPC-1/WEZ Series, connect the “VDD”, “GND”, “485A”, “485B”
terminals to the corresponding “VDD”, “GND”, “485A”, “485B” terminals on the hybrid
panel.

Daisy Chain Connection between Keypad/Expansion Board:

® You can add more expansion modules/keypads by connecting one to another to form Daisy
Chain Connection.

® To do so, connect the keypad/expansion module’s four terminals to the corresponding
terminals on the next keypad/expansion module.

- For connection between keypads, connect the “V”, “G”, “A”, “B” terminals to the
corresponding “V”, “G”, “A”, “B” terminals on the next keypad.

- For connection between Expansion Boards, connect the “VDD”, “GND”, “485A”, “485B”
terminals to the corresponding VDD”, “GND”, “485A”, “485B” terminals on the next
Expansion Board.

- For connection between Keypad and Expansion Board, connect the keypad’s “V”, “G”,
“‘A”, “B” terminals to the corresponding “VDD”, “GND”, “485A”, “485B” terminals on the
next Expansion Board.

18



Wiring Guideline

The total length of wiring shall not exceed 1000 feet.

A maximum of 128 keypads/expansion boards (including  WEZC-8,
WEZ-12/24/36/48-RS485, WEPC-1, KPT-35-COMBO) can be connected to the panel.

Out of the 128 keypads/expansion boards mentioned above, a maximum of 4
KPT-35-COMBO can be connected to the panel.

Wiring Example

(This section is TBA and will be updated soon)

KPT-35-COMBO-A is wired correctly as it is within 500’ / 152m of the panel, in wire
distance.

WEZC-8 (A) is wired correctly as it is within 800’ / 244m of the panel, in wire distance.
Since it has the furthest distance from the Control Panel, ensure its jumper switch is set to
ON to serve as a terminating resistor before tightening the cover fixing screw.

WEZC-8 (B) is NOT wired correctly as it is farther than 1300’ / 396m from the panel, which
makes it exceed the total length of wiring of 1000 feet.

Ensure the furthest keypad or expansion module’s Jumper Switch and Control Panel’'s J53
Jumper Switch are set to ON to serve as a terminating resistor.

Hybrid Panel

Eccccoococoocond [Eooccoodfococcoed

J53 —

500"

KP-35-COMBO-A

WEZC-8 (A) WEZC-&(B)

External Power Supply Guideline

As the Hybrid Panel may be connected to multiple external devices, be sure to ensure the
power supply is adequate for all connected devices.

Be noted that the external power supply can be used with expansion board WEZC-8 and
WEPC-1, but it cannot connect to the WEZ Series.

19



External Power Supply Usage Example

® |f the 13.5V power supply from the main control panel is only enough for the first connected
device, please prepare an external power supply to ensure the rest of the connected

devices receive enough power.

13.5V by Panel

! RS485

Hybrid-Panel

Ground Wiring

WEZC-2'WEPC-1/WEZ Sories

R5485

#

External

Supply

#2

WEZC-8'WEFC-1 Series

914V

L

R5485

WEZC-2'WEPC-1/MEZ Series
#2

©

EGND Terminal —

00000

=

U
0000 I?l[]l?l

® EGND ground wiring is implemented to protect the panel from electricity leakage.

® Prepare grounding wire (insulated green wire, minimum 22 AWG), and connect it to the
building’s electrical outlet. Then, secure the grounding wire onto Hybrid Panel’ EGND
Terminal using a ground screw and nut.

PCB_\ =

Earth ground connection

Ground wire from building electrical installation

SCREW

Note:

] JE'I | LGROUND WIRE
NUT

& The ground wire, nut and screw are not included in the product’s package.
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Battery Installation

® The Control Panel can support a rechargeable battery to serve as a backup power source.
® Battery options include:

1) 12V/7Ah SLA battery

2) 12V/4Ah SLA battery
® To Install the battery, follow the steps below:

1) Connect the GND cable (Black) to the negative pole (-) of battery.

2) Connect the power cable (Red) to the positive pole (+) of battery

3) Use the Velcro Tape to fix the backup battery to the Control Panel.

4) Attach the battery to the hook side with Velcro Tape on the Hybrid Panel.

3=5 =
N
\ \
L
A
v N
A '
N J! )
f'f::T _____ \l_\;‘r\
Positive pole (+) '

Negative pole (-)

12V, 4.0Ah

|

|

|

' or 12V, 7.0Ah

' lead-acid battery
|

|

|

|

—_— e e e e

Using the built-in Power Unit

® AC Module built-in Power Unit or Open Frame built-in Power Unit is installed. For AC
module, connect 2 wires of the AC Transformer to 2 terminals of the built-in Power Unit. For
Open Frame, connect BROWN wire of the power cord to Terminal L of the built-in Power
Unit, and connect BLUE wire to Terminal N. Please refer to two figures below.

Note:

& Ensure to turn off all power supplies including Built-in Power Unit and Battery
before connecting or removing cables or wires.
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® AC Module built-in Power Unit:

(& @)

| S e — ®

izooooooohoonooog  [Eooocoogjonoconon]

| @ﬁ% 0000 Iu_IDITILIj I i_i

2

P

10 - 240 VAT —
S0ME0 HZ  mm—
Primary 16 - 18 VAC 40VA

— —  Secondary

AC Transformer

AC Module Built-in Power Unit:
Connecting 2 wires of AC Transformer to
2 terminals of the Built-in Power Unit

22



® Open Frame built-in Power Unit:

@)

— Blue wire

Brown wire

110 - 240 VAC =

Open Frame Power Cord

Open Frame Built-in Power Unit:
Connecting BROWN wire to Terminal L
Connecting BLUE wire to Terminal N
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3.4. Software Installation

% THIS INSTALLATION IS ONLY REQUIRED FOR FIRST TIME USER 3%
1. RUNNING THE FINDER SOFTWARE
The Finder software is required for your computer to identify the control panel on the LAN.

Step 1. To download Finder software, open your browser and type below URL in the address
bar: http://www.climax.com.tw/climax-download-finder.html.

Support Documentation

File Download

# Finderexe

Step 2. After download, install the software and follow on-screen instructions to complete
installation.

i'.g.!-' Finder Setup

Installation Folder
Belect an instellation folder and click Next to continve.

The softwane will be installed in the folder listed below . To install to & different folder,
either type in a new path, or click Change to browse for an existing folder.

Install Finder to:
Space required on drive: 88 MB
Space avadable on slected dive: ariei MB
[ < Back ][ Mext = ] [ Cancel

Step 3. Follow on screen instruction to complete installation.

Step 4. Once complete, the Finder icon will be displayed on your desktop. |£|:L

Step 5. Execute the Finder software. Finder will automatically search for control panel on the
LAN and display its information. If available, the panel's LAN IP address, Firmware
version and MAC address will be displayed
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http://www.climax.com.tw/climax-download-finder.html

[ Finder\2.3 — O >

MO P Yersion Mac -
sgarch | 1 10.16.4.17 HYERID 0.0.2.23 00:10:94:0B:E3:D:

Open Web Page |

Configure Setting |

f* index.htm
i~ mac.htm

" testhtm
|~ Quick Search

Exit

hd

Step 6. If the panel information is not displayed, check panel power and Ethernet connection
and click on “Search” to update the panel information.

[ Finder\/2.3 — O >

MO P Yersion Mac -
L Sgarch | 1 10.16.4.17 HYERID 0.0.2.23 00:10:94:0B8:E3:DA
Open Web Page |

Caonfigure Setting |

f* index.htm
i~ mac.htm

" testhtm
|~ Quick Search

Exit

hd

Step 7. (Optional)You can choose to edit the panel’s network setting by clicking on the panel
column, then click “Configure Setting”
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NO IP | version Mac j

Search 1 10.16.4.17 HYBRID 0.0.2.23 00:1D:94:0B:E3:DA
| Openiiy B3 Configure Setting - O X
Configu
+ indg Mame: ||
" mal
~ test Passwaord: | ™ MD5
[ Qui MAC: [00:1D:94:0B:E3:DA
= LanType: |dhcp j
IP: 10.16.4.17 =

Netmask:  |255.255.255.0

Gw. 10.16.4.254
DNS1: [10.1.1.1
DNS2: 3858

OK |

Step 8.

The LanType is default to DHCP and does not require manual input of
IP/Netmask/Gateawy/DNS setting. If you wish to configure these setting manually,
change LanType to Static.

After finish changing network setting, enter the user name (default: admin) and
password (default: cX+HsA*7F1) then click OK to confirm. The user name and
password can be changed later in panel configuration webpage

Click the panel information column and click on “Open Web Page”, or double click on
the panel column to link to the panel configuration webpage. Your default browser will
start automatically to connect to the LAN IP displayed in Finder.
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4. Connection to Panel Webpage

For first time setup, webpage connection is only available within 1 hour after the panel is
powered on; if the panel has been powered on for more than 1 hour. Webpage access will
be disabled. Reboot the panel to enable webpage function again.

Step 1.

Step 2.

Step 3.

Select the Control Panel in the Finder software and click on “Open Webpage” to
connect to panel webpage.

Alternatively, enter the Control Panel IP address displayed in Finder into your
browser’s address section and proceed.

Enter the User name & Password to proceed
User name: admin
Password: cX+HsA*7F1

(If wrong user name and password are entered for 5 times, the local webpage login
will be disabled for 5 minutes.)

You will enter panel Welcome page. The Control Panel’s information will be displayed.
Click on the pages and folders on the left to access the Control Panel's various
functions

e

oo

——
Climax

Cooo)

|
|
|
0
|
=

b

T

om
ang
History Records
vent Log

)

T

m

Panel Setting
PIN Code
Captured Events
Reported Events
Device History

Device Management
[ Learning / Inclusion
[ 1Add RF Device

[ Learn Rule

[ Walk Test

[ 1PSS Control

[ ] Surveillance

[ 1 Sound/Siren Setting
[ Wired Sensors

Network Setting

System Setting

[ Change Password
[ 1Home Automation
[} 5cene

L1 Report

[ SMS Report

[} Code Setting

] SMTP

[ Media Upload

[ Paliing

[ XMPP

[ 1Date & Time

[ 1 Dynamic DNS

[ TestIP

[ Firmware

[ Firmware/RF

[ Firmware/lOMCU
| | Factory Reset

| 1Backup & Restore

[ 3 Systern Log

Logout

Welcome to Alarm Panel!

Firmware revision:

Firmwara/RF revision:

Firmwara/IOMCU revision:

ZigBee revision
Z-wave revision:
GSM revision:
Public IP Address:
Internal IP Address:

MAC Address:

HYBRID 0.0.2.23 BG_U-ITR-F1-BD_BL.A30.20190726
BG_U-ITR-F1-BD_BL.A30.20190726

U-10_BL.A01.2020.04.10

Z-\Wave 6.02

Quectel EC21AFARDSAIEMAG
59.124.240.72

10.16.4.17

@@:10:94:96:E3:DA

® 2011-2020 Climax Tech. Co., Lid.

The Welcome page displays current control panel firmware version information

according to different panel model and MAC address.
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5. Device Management

The Device Management section allows you to learn in, edit, control and view all available
accessory devices that can be included in the Panel.

5.1. Learning of Devices
Use this function to add new devices into the Control Panel.

The following types of accessory devices are supported:

® RF device: All Climax RF devices are supported. (For ZigBee only model, RF devices are
not supported.)

® ZigBee device: All ZigBee device with ZigBee Home Automation 1.2 profile are supported.
<IMPORTANT NOTE>

%~ The Control Panel built-in ZigBee module supports up to 40 ZigBee devices by itself. If
you wish to include more than 40 ZigBee devices into the Control Panel, you must add
extra ZigBee Routers into the Control Panel’s ZigBee network to increase the network’s
maximum device capacity.

® |P Cameras: The Control Panel is compatible with Climax VST-1818 Series IP Camera. Up
to 6 IP Cameras are supported.

5.1.1. Add Sensor

Step 1. Click on “Learning” to enter learn page.

[JHome
[ jPanel
| History Records
[Event Log
[} Panel Setting
[JPIN Code
[ Captured Events
D Reported Events
[ Device History.
=3 Deyica Manageman
p e
[ Add RF Device
[]Leamn Rule
[ Walk Test
[ Exclusion
[} 2-wave Tool
[ 1PSS Contral
[ JUPIC Control
[ ] Surveillance
[ Group Control
[} Sound/Siren Setting
[} Wired Sensors
+ [CNetwork Setting
+[_18ystem Setting
[ Logout

.
Learning Device

[=#]lLearned Device

Status Device ID

[=lDetected Device
Time Type RSSI Device 1D
Mo items found

Step 2. Click on “Start” to enter learning mode.

Step 3. Press the test or learn button on the each device or any button on the Remote
Controller. (Please refer to each sensor’s user manual for test or learn button position).

<NOTE>

%~ For ZigBee sensors, press and hold the learn button for 10~12 seconds to transmit a
learn code.

%~ For IP Camera VST-1818 Series, press and hold the Privacy button for 10 seconds.

Step 4. When the system received the signal transmitted from device, the screen will display its
information for selection.
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<NQOTE>

%~ |t takes 5-10 seconds for the Control Panel to receive a learn code from ZigBee or
Shutter Control Sensor.

Step 5. Click “Add” to include selected device into panel. If the sensor you wish to learn into
already exists in the system, the sensor information will be displayed in the Learned
Device section. If not, the sensor information will be displayed in the Detected Device
section.

<NOTE>

%" For VST-862 F1 devices, press and hold the learn button for 3 seconds for the Control
Panel to receive a learn code, and then click “Add” within 30 seconds.

Q
[Pansl Learning Device

% History Records

Event Log

[} Panel Setting Stop

[JPIN Code

[} Captured Events [=llLearned Device

[} Reported Events

| ] Device History. Area Zone Type Name Status Device 1D
=143 Device Management
[ Learning / Inclusion

OMVIF IPCam Discove: a
%Ww. [=lDetected Device

[]Learn Rule - .
(] Walk Test Time Type RSSI Device 1D
[ ] Exclusion 02:31:49 Door Contact 8 RF:dZ91=110
[ Z-wave Tool
[ PSS Control
[ JUPIC Centrol
[ Surveillance
[ ] Group Control
[ ] Sound/Siren Setting
[ Wired Sensors
+ [_1Network Setting
+[_1System Setting
[ Logout

Mo items found

=
=9
o

22014 Climsx Tech. Co., Ld.

Step 6. If the device is successfully learnt into the system, the added device will be displayed in
the “Learned Device” section.

Ristory Records Learning Device

[JEventLog

[]Panel Setling Stop

[ 1PIN Code e
Captured Event .

Eiﬂ;ﬂgd Foonte [=]lLearned Device

[ Device History. A Z Typ N Stat BavioalD

= =3 Device Management
[ Leaming / Inclusion 1 1 Door Contact EF:dz291ali0
[} ONVIF IPCam Discovery =
[ Add RF Device [=]Ipetected Device
%VL%:IL"TZ;:E Time Type RSSI Device ID
[ Exclusion Mo items found
[} Z-wave Toal
PSS Control
[JUPIC Contral
[ Surveillance
[ Group Control
[} Sound/Siren Setting
| Jwired Sensors
+1Network Setting
+(]System Setting
[ Logout

@2014 Climax Tech. Co., Lid.

Step 7. Repeat Step 3~5 to learn in all device, click Stop to exit learn mode when complete.
The system will automatically exit Learn mode if left idle for 5 minutes.

5.1.2. Local Learning

Instead of learning devices via configuration webpage, you can also learn in devices by using

the learn button of the Control Panel.

Step 1. Press and hold the learn button of the Control Panel for 10 seconds, release when the
Control Panel emits one short beep. LED 1 & 2 (Green) will turn ON to indicate the
Control Panel is now in learning mode.
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Step 2. Press the test or learn button on each device to transmit signal, refer to device manual
for detail.

Step 3. When the Control Panel receives signal from device, it will emit 2 beeps to confirm. The
device will be included in the panel automatically.

Step 4. After finishing learning all devices, press the button once. The Control Panel will emit 2
short beeps to indicate it has returned to normal operation mode. LED 1 & 2 will dim. If
the user does not press the button within 5-6 minutes, the system will automatically
return to normal operation mode.

<NOTE>

%~ The Control Panel cannot enter learning mode when under Away Arm/Home Arm or
Walk Test mode. The Control Panel will emit 5 beeps to indicate error.

5.1.3. Edit Devices
After finish learning devices, proceed to edit the device setting.

Step 1. Click Panel to enter Panel webpage. All learnt in devices will be displayed under
Device List section.

[—
Climax
Panel Control
History Records Area 1

D%%t Current made: Disarm
Epm%udz = Disarm Full Arrn Harme A 1 Horme A 2 Home Arm 3
Captured Events OK | | Resat
[ Reported Events
[ Device History Area 2
+ ) Device Management
+ [ hetwork Satting
+ C1Gystem Setting Dizarm Full Arm Home Arm 1 Home Arm 2 Home Arm 3
[ Logout 0K | | Reset

i

Current mode: Disarrm

[=1Panel Status

Battery Tamper Interference AC activation Signal GSM Background RSSI
) Marmal | iy | Mormal | Mormal | IS 0

Test System: | OK
System in maintenance

Fault Status

Fault Setting
Clear
Clear

St Mot Inserted
GEM Mo Signal

0K | | Reset

Reload

[=#]IDevice List
Area Zone Type Name Condition Battery Tamper Bypass RSSI Status
1 1 Daor Contact | | 1 Mo HAA, Edit Delste

[=]INote
Type Description

m
=

m
2=

IR
il

m
=3

Reset Panel

Step 2. To edit the device setting or information, click “Edit” at end of device entry.

[=lDevice List
Area Zone Type Name Condition Battery Tamper Bypass RSSI Status

1 1 Door Contact i 1 | Mo s |m |De|ete

Step 3. You will enter Device Edit webpage
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Home Device Edit

B

=

j‘]Hlstom Records Door Contact
B

Event Log
Panel Setting ID: RF:03d6b110
[ JPIN Code
| ] Captured Events Version:
_1Reported Events Capability:
|_]Device History ’
(" ]Device Management

- : Name:
(] Network Setting Areal 1 v
+ (] System Setting -
[ Logout Zone: (1 v
Attribute: ] Permanently Bypass

Attribute: @I | atch report
Attribute: Set/Unset: | Normal Close v
Attribute: 24 HR: | Burglar Alarm v |

Disarm Response: | Chime v

Full Arm Response: | Start Entry Delay 1

Home Arm 1 Response: | Start Entry Delay 1

Home Arm 2 Response: | Start Entry Delay 1

Home Arm 3 Response: | Start Entry Delay 1

Trigger Response: | No Response v

Restore Response: | No Response v
Exit: ¥ No Response

| OK | | Default | | Reset | Or Cancel

<« «

<

Step 4. Edit your device setting and information according to instruction below. Click “OK” to
save your new changes when finished. Alternatively, click “Default” to reset all
parameters to default values or click “Reset” to re-enter all the information.

® Name: Enter a name for the device.
® Area: Select the area which the device belongs to.
® Zone: Select the Device zone number.

®  Attribute List:
The attribute list determines panel behaviour when the panel receives trigger signal from
the device. There are
General Attribute:

& Permanently Bypass

This function allows user to permanently deactivate (bypass) the selected device.

® [f bypassed, then the Control Panel will not respond at all when the sensor is
triggered.

® |f bypassed, the system can be armed directly regardless the device’s fault
situation. However, its fault situation will still be monitored, logged and displayed
in the webpage.

%~ Latch report
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This function ONLY applies to Remote Control or Door Contact with Set/Unset attribute
enabled.

® Latch Report ON: When the device is used to change systm arm mode, the
Control Panel will report the arm/disarm action by the particular device.

® Latch Report OFF: When the device is used to change systm arm mode, the
Control Panel will not report the arm/disarm action by the particular device.

& Set/Unset

This function is for Door Contact only. This function allows Door Contact to control
system mode.

® Normal Close: The system will be armed when the Door Contact is opened, and
disarmed when Door Contact is closed.

® Normal Open: The system will be armed when the Door Contact is closed, and
disarmed when Door Contact is open.

& 24HR

This function enables the device to activated selected alarm event whenever it is
triggered regardless of system mode. System mode response will be disabled if 24HR
attribute is enabled.

System Mode Attributes:

The System Mode Attributes determines system behavior under particular arming mode
when the sensor is triggered.

%~ No Response

® When a sensor with No Response is triggered, the Control Panel will not
respond.

& Start Entry Delay 1/ Start Entry Delay 2

® When the system is under Full Arm or Home Arm mode, if a sensor with Start
Entry Delay 1/2 attribute is triggered, Control Panel will start an entry countdown
period to give enough time to disarm the system.

® \When the Control Panel is in the Disarm mode, if a sensor with Start Entry Delay
1/2 attribute is triggered, the Control Panel will immediately report a burglar
interior alarm (CID code: 132).

® When the Control Panel is in the Full Arm mode, if a sensor with Start Entry
Delay 1/2 attribute is triggered, the Entry Delay 1/2 timer starts counting down.
If no correct pin code is entered during the entry delay timer to disarm the system,
the Control Panel will report a burglar perimeter alarm (CID code:131)
immediately after entry delay timer 1/2 expires.

® When the Control Panel is in the Home Arm 1/2/3 mode, if a sensor with Start
Entry Delay 1/2 attribute is triggered, the Entry Delay 1/2 timer starts counting
down. If no correct pin code is entered during the entry delay period to disam
the system, the Control Panel will report a burglar interior alarm (CID code: 132)
immediately after entry delay timer 1/2 expires.

& Chime

®  When the system is in Arm/ Home Arm 1/ Home Arm 2/ Home Arm 3 mode, if a
sensor set to Chime is triggered, the Control Panel will sound a Door Chime
(Ding-Dong Sound).

& Burglar Follow
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® When the system is in Full Arm or Home Arm mode mode, if a sensor set to
Burglar Follow is triggered, the Control Panel will report a burglar alarm
immediately.

® \When a Start Entry sensor is triggered and the system is under Entry Delay Timer
countdown, if a sensor set to Burglar Follow is triggered, the Control Panel will
wait until the Entry Delay Timer expires before activating a burglar alarm. If the
system is disarmed before the timer expires, the Control Panel will not activate
alarm.

&~ Burglar Instant

[ When the system is under Full arm or Home Arm / Disarm / Entry Time mode, if a
sensor set to Burglar Instant is triggered, the Control Panel will report a burglar
alarm immediately.

&=  Burglar Outdoor

® \When the system is in Full Arm or Home Arm / Disarm / Entry Time mode, if a
sensor set to Burglar Outdoor is triggered, the Control Panel will report a burglar
outdoor event immediately.

%~ Cross Zone

® See 10.3 Appendix — Cross Zone Verification for detail.

%= Apply Scene
This function is only avaiable for Remote Keypad and Remote Control.

o
® Select a Home Automation Scene number for a Remote Keypad or Remote
Control button. When the button is pressed, the Control Panel will execute the
actions programming in the Scene accordingly. For more information, please
refer to 8.3. Scene.

Home Automation Attributes:
The Home Automation Attributes allows a device to control Home Automation function.

&~ Trigger Response

® When the device is triggered, the Control Panel will activated selected Home
Automation Scene number. Please refer to 8.3. Scene webpage for detail.

& Restore Response

® When the device transmits restore signal after trigger, the Control Panel will
activate selected Home Automation Scene number.

Other Attributes:

&~ Permanent Bypass

® When checked, the panel will completely ignore all signal received from this
device. A bypassed device will be unable to trigger any response, including alarm
or fault from the Control Panel. All other attribute settings will be also be ignored.

& Exit (No Response)

® [f checked, the panel will ignore trigger signal from this sensor during Exit Time
countdown. If deselected, the panel will activated burglar alarm and report
immediately when the sensor triggered during Exit Delay Timer.

& 24HR
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® A sensor set to 24HR attribute will ignore Disarm, Full Arm, Home are and Exit
response setting. The panel will activate selected alarm when this sensor is
triggered regardless of system mode under any time.

<NQOTE>

%~ Some devices have their own unique functions and will have its own attribute setting
which is not listed in this section. Please refer to the device manual for its setting detail.

5.1.4. Delete Devices

Step 1. To delete a sensor, click “Delete” under “Device List”

[=lDevice List
Area Zone Type Name Condition Battery Tamper Bypass RSSI Status
1 1 Door Contact Mo T, Edif Delete

Step 2. A message “Delete success” is displayed and the sensor you choose is deleted
successfully.

5.1.5. Identify ZigBee Device

The Identify function is available for ZigBee device only, it can be used to locate ZigBee devices
after learning.

For battery powered ZigBee devices, the identify fuction should be used within 1 minute after
pressing device button, or 3 minute after learning in the device. Otherwise due to ZigBee
network mechanisms, the device may not be able to receive signal successfullly from panel.

AC powered ZigBee devices do not have such limits and you can use Identify function anytime.

Step 1. Click “Identify” under the Device List after the device column entry.

[=lIDevice List
Area Zone Type Name  Condition Battery Tamper | Bypass RSSI Status

1 1 Repeater Mo [Nl Edit Delete |ldentify

Step 2. If the ZigBee device receives signal successfully, the webpage will display a success
message and the ZigBee device LED indicator will flash 10 times to confirm.

<NOTE>

® If a timeout message is displayed on webpage, it means the device did not receive
signal from Control Panel, please check ZigBee device range from panel and make
sure to follow instruction above about Identifying battery powered ZigBee devices.

5.1.6 Learning of Expansion Boards (WEZC-8, WEZ Series and WEPC-1)

Step 1. Connect the expansion board to the Control Panel. Then, power on the Control Panel.

Step 2. Click on “Learning” to enter learn page.
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ANz s

-
Learning Device

[=lLearned Device

Status

[=llpetected Device

Time

RSSI
Mo items found

Type Device 1D

Step 3. Click on “Start” to enter learning mode.

AN

[1PIN Code
[} Captured Events
[1Reported Events
[ Device History,
-3 Device Management
[ Learning/ Inclusion
[ ) ONVIF IPCam Discovery
[ Add RF Device

[ Surveillance
[ ] Group Control
[ Sound/Siren Setting
[ Wired Sensors
+ [ 1Network Setting
+ [C1System Setting
[ Logout

[=]Learned Device
Time [ Area [ Zone Type [ Name RSSI Device ID
No items found
[=]l Detected Device
Time [ Type [ RsSI [ Device ID I
sery |02:23:28 |Expander | |IN:6020bbae I Add I

Learning Device

©2011-2021 Climax Tech. Co., Ltd.

Step 4. Click “Add” to include expansion board into panel.

Step 5. If expansion board is successfully learnt into the system, the added device will be
displayed in the “Learned Device” section. The Device Type will be shown as
“Expander”.

A Neeners

[ Home

[ Panel

[ History Records

[)Event Log

[ Panel Setting

[PIN Code

3 Captured Events
R d Events

Learning Device

[=]lLearned Device

[ Device History
= 3 Device Management
[ Learning / Inclusion
1 ONVIF IPCam Discovery
(1 Add RF Device
[ Learn Rule
[ Walk Test
[ Exclusion
[ Z-wave Tool
[1PSS Control
[ UPIC Control
[ Surveillance
[ Group Control
[ Sound/Siren Setting
[ Wired Sensors
+ (C]Network Setting
+ (] System Setting
[Logout

3

Ass— Peiasib

eaid " T

0230:43 | 1

I
I
‘Expander ‘ IN:e22abbeo

[=]IDetected Device

Time [ Type [ RSSI I Device ID I

No items found

©2011-2021 Climax Tech. Co., Lid

<NOTE>

® For details on how to program

wired zones, please refer to 5.13. Wired Zones

Programming.
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5.2. ONVIF IP Camera Discovery

You can learn-in the ONVIF IP Camera into you alarm system by connecting the IP Camera to
the same local LAN of the Control Panel.

<NOTE>

%~ This function is only available for integrating specific ONVIF IP Cameras.

%~ The server and the platform of the camera must support this function.

%~ See Dahua and Hikvision Learn-in Setting Quick Guide for detailed information.

Step 1. Connect IP Camera to the same LAN of Control Panel.

Step 2. Make sure the panel is properly installed, and open its webpage, and click on “ONVIF

IPCam Discovery” under Device Management.

[1Home

[ Panel

[ }History Records

[ 1Event Log

[} Panel Setting

[JPIN Code

[} Captured Events

[ 1Reported Events

[} Device History
-5 Device Management
Learning / Inclusion

[ 3 Add RF Davice
[ JLearn Rule

[ ] Walk Test

[ ] Exclusion

[ ] Z-wave Toal

| PSS Contral

[ JUPIC Contral
[ Surveillance

| ] Group Contral
| Sound/Siren Setting
[ Wired Sensors
+[C31Network Setting
++[C7] System Setting

[ Logout

Step 3. Set the Control Panel into learning mode.

Step 4. Enter the Camera’s User ID and Password under the Detected Device section.

+ UserlD: admin

» Password is printed on the label attached to the camera’s box.

Step 5. Once the learning is successful, the information will be shown in Learned Device.

[)Home

[ Panel

[ History Records
[ Event Log

[ Panel Setting
[JEIN Code

[} Reported Events
Device Histor
-3 Device Management

[ Stop |

[ Captured Events Discoverying IPCam

[=]lLearned Device

[ Learning / Inclusion
[ ONVIF IPCam Discovery Time

Area Zone Type

3 UPIC Control
[ Surveillance
[ Group Contral
[ Sound/Siren Setting
[ Wired Sensors

+ [CJNetwork Setting

+ 1System Setting

[ Logout

Name RSSI Device ID
[ Add RF Device 11:16:51 1 1 IP Camera HIKVISION HWI-B141H HV:F22785303

% Leamn Buis [=]l Detected Device

[ Exclusion Time Type Name Device ID User Password

[ Z-wave Tool 11:17:00 IP Camera HIKVISION HWI-B141H HV:192.168.1.150

[1PSS Control

(B
=
=

® 2011-2021 Climax Tech. Co., Ltd
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5.3. Add RF Device

You can add RF devices into the system by entering its RF code into the system with Add RF
Device function.

Step 1. Click Add RF Device.

_
Climax

[ 1Home
] Panel Add RF Device
| ]History Records
_]Event Log Area: [1 v
| ] Panel Setting P2
[ 1PIN Code Zone: |5 (¥
| ] Captured Events BFcode: ]
| 1Reported Events -
| ] Device History, Name:
-5 Device Managemeant :
[ Learning / Inclusion Or Cancel

| JONVIF IPCam Discovery
Il 1Add evice
|_]Learn Rule

[ Walk Test

| ] Exclusion

[ ] Z-wave Tool

| 1PSS Contral

[ JUPIC Contral

[ Surveillance

| ] Group Contral

| 1Sound/Siren Setting
[ ] Wired Sensors

+[C ] Network Setting

+ ] System Seiting

[ Logout

©2017 Climax Tech. Co_, Ltd.

Step 2. Select Area and Zone number for the device you wish to add into system.
Step 3. Enter the device RF code, and preferred device name (up to 31 characters)
Step 4. Press “OK” to save

Step 5. If the RF code you entered is valid, the device will be added into the system according
to the Area and Zone number. You do not need to learn the device as instructed in
5.1.1. Add Sensor.
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5.4. Learn Rule

You can enter the sensor RF code or ZigBee MAC address manually to assign area and zone
number to this sensor. Sensors learned with pre-assigned rule will be put under the area and
zone number you specified. This function does not work with Shutter Control devices and DECT
device.

Step 1. Click Learn Rule.

0
() Panel Device Learn Rule
[} History Records
E%ﬁling Area Zone Type Name
[1PIN Code Mo items found
[] Captured Events
[ 1 Reported Events
[ Device History, Add Learn Rule. ..
-5 Device Management Backup Device List to Learn Rule
[ Learning / Inclusion
[ 1 ONVIF IPCam Discovery
Add RF Device
Learn Rule

E2014 Climaz Tech. Co., Ltd.

[ 1 Exclusion

[ Z-wave Tool

[ 1PSS Control

[ 1UPIC Control

[ Surveillance

| 1 Group Contral

[ ] Sound/Siren Setting

[ Wired Sensors

+ 1 MNetwork Setting

+ ] System Setting
[ Logout

Step 2. You will see the Add Learn Rule menu.

Add Learn Rule

Arear |1 W
fone: |1 w
Systern: ORF @ ZigBee
FHF code:
LigBee MAL:

ZigBee Device Type: | IR w

Marme:

Or Cancel

Step 3. Select Area and Zone number for this device.

Step 4. Select RF or ZigBee.

Step 5. Key in the RF code or ZigBee MAC info

Step 6. For ZigBee device, select a ZigBee Device Type

Step 7. Enter a preferred name for sensor (up to 31 letters or numbers).

Step 8. Press “OK” to save.

Step 9. If the process is successful, the screen will display “Updated Successfully.” You can
then check, edit or delete the rule under the Learn Rule menu.

Step 10 Repeat the steps to add more rules.
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Step 11. Learn in the sensors you have entered rules for according to 5.1.1 Add Sensor.
<NQTE>

® [earn rule function is only used to pre-assign area and zone number to sensors before
learning. To add senor to control panel, you still need to follow the instruction in 5.1.1
Add Sensor to complete the learning process.

Backup Device Listto Learn Rule
You can choose to import learn rule from current learnt in ZigBee devices
Step 1. Click “Backup Device List to Learn Rule”.
Step 2. Click OK to confirm.

Step 3. The Learn Rule page will be updated with new rules according to current ZigBee device
list information. Shutter Control device and IP Camera will not be included.

39



5.5. Walk Test

This is to test the sensor operation range for installation purpose.
Step 1. Click “Start” to enter Walk Test mode.

. —
Climax

[1Home
[ Banel Walk Test

|1 History Records

[1Event Log
[ Panel Setting

[JPIN Code

E%Piﬂlreg Events Time Area Zone Type Name RSSI Device 1D
Reported Events -

[] Device History Mo items found

- {_yDevice Management
[} Leamning / Inclusion
[ ] ONVIF IPCam Discovery
[ ) Add RF Device
%—E.EL”TE::E @20114 Climen: Tech. Co_, Lid.
W .
[ Exclusion
[} Z-wave Tool
[ PSS Control
[ UPIC Control
[} Surveillance
[ Group Contral
[} Sound/Siren Setting
[ Wired Sensors
+ 1 Network Satting
+ ] System Setting
[ Logout

Step 2. Press the test button on the sensor(s) or any button on the Remote Controller or
triggering the sensor.

Step 3. When the Control Panel receives a signal, it will show as below and a 2-tone beep will
be heard to indicate that it is safe to install the particular sensor in the location.

Time: time informaiton
Area: operation area
Zone: device zone
Type: device type

Name: device name

RSSI: the RF signal strength between Control Panel and sensor. The RSSI value here
must be higher than the RSSI value of Panel’s background noise (please refer to 6.1
Panel Condition section for details). If not, you may still learn in the sensor; however,
please relocate the sensor and use Walk test to find a more suitable location.

® DevicelD: device’s unique identification code.

Step 4. Once all sensors are tested, click on “Stop” to exit Walk Test mode. The system will
automatically exit Walk Test mode if left idle for 5 minutes.
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5.6. Exclusion

This feature is only available for Shutter Control modules only, or when a Shutter Control dongle
is inserted into the Control Panel. This feature is for you to remove Shutter Control device only.

Step 1. Click on “Exclusion” and click on “Start” to start the procedure. Then the Panel will
enter the removing mode.

Q
|

|
|
|

——
Climax

Home
Panel

[ History Records

Event Log
Panel Setting
PIN Code

[ Captured Events
[ Reported Events
[ 1 Device History

=

=3
=0
|

Device Management
[ Learning / Inclusion
| ) ONVIF |PCam Discovery
[ Add RF Device
[ Learn Rule
I

Exclusion

-wave 100
(PSS Control
[ UPIC Control
[ 3 Surveillance
[ Group Control
[ Sound/Siren Setting
[ Wired Sensors
Network Setting
Systern Setting
Logout

Remove Z-wave device

Start |

Time Device ID
Mo iterns found

@2011 Climax Tech. Ca,, Lid.

Step 2. Refer to the Shutter Control device manual to transmit signal.

Step 3. Select the desired Shutter Control and click delete to remove it from the Shutter
Control list under Device List section (Panel). Then the Control Panel will remove the
Shutter Control device.

&CH max

Harn

Fanel

Event Log

Panel Setting

FIN Code

Captured Events

Reparted Events

Device History

Device hanagement
etwork Setting

Systern Setting

Logout

i

B0 | I 0

TestSystermn: 0K

System in maintenance
[=IIFault Status
Fault Setting
Mo iterns found

ﬁl Resetl

Reload
[=lDevice List
Area Zone Type Hame Condition = Battery Tamper Bypass RSSI Status

1 1 |Remaote Cantraoller RC-16 | | 1 Ma i, Edit Delete
1 2 |Rernote Controller RC-8 1 1 1 Mo A Edit Delete
1 3 |Remote Cantraller RC Flus [ | [ | [ | Mo i Edit Delate
1 4 |Remote Cantroller RC-18 ] ] 1 Ma 1A, Edit Delete
1 5 |Door Contact DC-5 1 1 1 o Strong, 8 |DC Close  |Edit_Delets
1 £ |Door Contact 1 1 1 Mo Strong, 8
1 7 [Thermostat ] ] 1 Mo i, Edif=fr

1 g IR IR-9 [ | [ | 1 Mo Strong, 8 Edit Delete
1 9 IR IR-18 [ | [ | [ | Mo Strong, 8 Edit Delete
1 10 |Qutdoar IR EIR 1 1 1 Ma Strong, 8 Edit Delete
1 11 IR PIR-23 ] ] 1 Mo Strong, 8 Edit Delete
1 12 |kevpad 1P-9 1 1 1 MO i, Edit LCielste
1| 13 |Keypad KP-23 i i ] Mo 1A, Edit Delete
1 14 |Keypad KP-16 1 1 1 Mo [ Edit Delete
1 15 |kevpad PEREE A | 1 ] MO i, Edit Delete
1 16 |Emoke Detector HD-4 [ | [ | 1 Mo Strong, 8 Edit Delete
1| 17 |Might Switch LB I I 1 Mo 1A, Edit Delete
1 18 |co [s] 1 1 1 MO Strong, 8 Edit CDielete
1| 13 |wTR WTRQ I I 1 Ha s, Edit Delete
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5.7. Shutter Control Tool

The Shutter Control Tool is used to reset Shutter Control module to factory default and remove
all Shutter Control devices, or change routing setting.

o —
Climax

[ Home

[ ] Panel Z-wave Tool

%—Eféﬁt"’—g‘:cords Your current Home 1D is: b4 1eafd

[ 1 Panel Setting

| JPIN Code Z-wave Factory Reset

| ] Captured Events

j&p__oﬁedl Events Network Update Node || Remove Fail Node || ZW-:00000000

1 Device History Assign Return Route || Association Add || Association Remove

-3 Device Management
[ Learning/ Inclusion ZW-00000000 ZW-00000001 1

| JONVIF IPCam Discovery Set Configuration || Set Configuration (Queue) | Z\W-00000001 1 01
| JAdd RF Device

| JLearn Rule

| Walk Test

[ ) Z-wave Tool ®2017 Climax Tech. Co., Ltd.

| JUPIC Contral

| 9 Surveillance

| ] Group Control

| ] Sound/Siren Setting
| Wired Sensors

+ 1 Network Setting

+ 1 8ystem Setting

(1 Logout

Step 1. Click "Shutter Control Factory Reset”, the Shutter Control module is reset to factory
default and all Shutter Control devices will be removed automatically. The Control
Panel Home ID will also be changed automatically for a newly added Shutter Control
device to recognize.

Step 2. The list of Shutter Control devices is still displayed in the Panel webpage. Please go to
panel webpage and remove all Shutter Control devices.

® Change Shutter Control Routing Setting

Use the other functions to configure your Shutter Control routing settings.
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5.8. PSS Control

This feature is designed to control/edit/delete Power Switches included in the panel.

—e—
Climax

Home
anel

Q
[ Pane
B}
Q

History Records Power Switch Sensor

Event Log
[ Panel Setting Area Zone Type Name Status
PIN Cod . . . . .
%Ep,u;ﬂe Events 1 1 |Power Switch Meter Off, 0.0W |Edit Delete Switch On  Switch Off Switch Toggle
[ ] Reported Events
[} Device History,
=i Device Management
[} Learning { Inclusion

%gg#:g:F\FE’]Cgm Discovery ©2011 Climax Tech. Co., Ltd.
evice

[ Learn Rule

[ ] Walk Test

[ ] Exclusion

[ PSS Control

[]Surveillance
| ] Group Control
[ Sound/Siren Setting
[ Wired Sensors
+ (] Network Setting
+[_]System Sefting

[ Logout

®  Click Edit to edit attributes of power switches.

®  Click Delete to remove power switch from panel.

® Click Switch On/Switch Off to turn on/off power switches. Or click Switch Toggle to
toggle between on/off status. For Power Switch Dimmer, you can also set its power output
level with the slide down menu.
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5.9. UPIC Control

UPIC Control webpage allows you to control UPIC IR Transmitter included in Control Panel.

?
Climax

Eg:m UPIC Control
Eg\iiﬁﬁﬁﬁ Area Zone Type Name
[ Panel Setting Off v || Setup UPIC
[ PIN Code 1] 1 jupic _ : :
Air Conditioner] 1 v | Tv[1 ¥ |Home Audio[1 v | Set-top Box| 1 v | Others|1 v || Setup LEDs

[ Captured Events
[} Reported Events
[] Device History,
-3 Device Management
[} Leaming { Inclusion
[ . ONVIF IPCam Discovery
[ 1Add RF Device 2

UPICES LEDS:

[ Z-wave Tool ) 4

[JUPIC Control
Trventance

[ Group Control
[ ] Sound/Siren Setting >
[ Wired Sensors "
+ (] Network Setting
+ [_]System Setting

[ Logout

® Transmit IR Signal

Depending on the UPIC model number, select the function to be performed in the drop down

menu, then click “Setup UPIC” for the UPIC to transmit IR Signal.

®  UPIC5 LED Setup (UPIC5 only)

UPICS5 has 6 IR LEDs, a central one and 5 surrounding ones. The central LED will always

transmit IR signal when activated; besides the central LED, one of the 5 surrounding LEDs can

be selected to activate upon IR signal transmission to increase the IR signal coverage.

Step 1. Refer to the diagram on the webpage and UPIC5 manual to determine which LED
should be used for signal transmission to each particular home appliance.

Step 2: Select the LED number from the drop down menu for each appliance type, then click
“Setup LED” to confirm. Please refer to UPIC5 manual for more information.

<EXAMPLE>

® If “Air Conditioner” is set to LED 1, UPIC5 will transmit all Air Condition functions with
both Central LED and LED1.

® |If“TV”is setto LED 5, UPIC5 will transmit all Air Condition functions with both Central
LED and LEDS.
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5.10. Surveillance

The PIR Camera/Video Cameras and IP Cameras are listed under Surveillance for separate

control.

[Logout

Captured Events
E&Eor‘fed Events 1 9 |IP Camera
[ Device History
-3 Device Managemeant
[ Learning { Inclusion
[ ] ONVIF IPCam Discovery
j Add BF Device 220135 Climax Tech. Co., Lid.
| JLearn Rule
| ] Walk Test
| ] Exclusion
[ ] Z-wave Tool
| PSS Caontral

UPIC Control
Surveillance

[ ] Sound/Siren Setting
| ] Wired Sensors

+ [ Metwork Setting
+-(Z]8ystem Setting

—e—
Climax

[IHome
(] Panel Surveillance
[ History Records
Event L
EPaiZI S?e%ting Area Zone Type Name
[1PIN Code 1 2 |IR Camera Edit Delete Feguest Media Request Media (No Flash)

m
=g

Delete Reguest Media Wiew Setting

[ ) Click Edit to edit camera attributes.

®  Click Delete to remove device from panel.

® Click Request Media to capture a picture or video

>
>
>

PIR camera: A picture will be captured upon request

PIR Video Camera: A 10-second video will be recorded upon request

IP Camera: The IP Camera will record a video according to its video length setting
(Please refer to IP Camera manual for detail.)

For PIR Camera/Video Camera, you can choose to take the picture/video without
activating the camera’s flash.

Picture and video captured by PIR Camera and PIR Video Camera will be stored under the

Captured Event webpage. Video Recorded by IP Camera will be stored in the IP Camera,

please refer to IP Camera manual to view the video

®  For IP Camera, click “View” or “Setting” to access IP Camera webpage for video streaming

or setting configuration. A new webpage will open and you will be required to enter the

username and password for the IP Camera to access streaming or setting.
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5.11. Group Control

This feature is designed for you to edit a name of group, switch on or off a group of Power
Switches. You can also assign Power Switches to groups you desire.

5.11.1. Group Control/Edit

Step 1. Specify a new name for a group.

ey —
&Climax

[JHome

3 Pansl Group List
[ History Records
[Event Log Group Huine
[ Panel Setiing P Switch Off
[JPIN Code
[[] Captured Events itch i
e e 2. Switch On  Switch Off
ported Events
[ Device History 3 Switch On  Switch Off
— {4 Device Management —_— ——
[ Learning / Inclusion 4 Switch On  Switch Off
[ ] ONVIF IPCam Discovery s
[ 1Add RF Device 5 | Switch On  Switch Off
[ ]Learn Rule !
[} Walk Test g Switch On  Switch Off
[ Exclusion
[} Z-wave Tool i i
(1535 Contre 7 | Switch On  Switch Off
- witch On witc
[ ]UPIC Control 3 Switch On  Switch Off
[j Group Control
[ ]Wired Sensors

+ (1 Network Setting
+ [_18ystem Setting
[ Logout

Device List
Area Zone Type Name Group1 Group2  Group3  Group4  Group5  Group6  Group7 = Group 8
1 4 |Power Switch Meter O O O F O O O O Edit Delete

Step 2. Click Switch On or Switch Off to turn on or off one group of power switches.

5.11.2 Device Edit/Delete

Step 1. Check on the groups you wish to assign the Power Switch. This is a multiple-choice field
and you can assign one Power Switch to multiple groups. Whenever one of the
assigned groups receives request to turn on/off, all Power Switches belonging to the
group will be activated accordingly.

Device List

Area Zone Type Name Group 1 Group 2 Group 3 Group 4 Group 5 Group 6 Group 7 Group 8
O O O O O O O Edit Delete

1 1 Power Switch Meter

Step 2. Click Edit to edit attributes of an added power switch or power switch meter or Delete to
delete this device.
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5.12. Sound/Siren Setting

The Sound/Siren Setting page includes setting Siren configuration function.

——
Climax

[1Home . N
[ Panel Sound/Siren Setting

[ History Records

[ 1Event Log Area Zone Type Name

[} Panel Setting 1 4 Siren Edit Delete
[JPIN Code

Captured Events .

% &Emed Events RF Siren Setup
[1 Device History Tamper On || Tamper Off

-3 Device Management

[ Learning / Inclusion

[ ONVIF IPCam Discovery

[ 1Add RF Device

%Learn Rule ©2017 Climax Tech. Co., Lid.
Walk Test

| ] Exclusion

[ ] Z-wave Tool

| PSS Control

[ JUPIC Contral

[ Surveillance

[ 1 Sound/Siren Setting

+ [ 1MNetwork Setting
+(]Systemn Setting
[ Logout

5.12.1. Device Edit/Delete

Click Edit to edit the Siren’s attribute, volume and voice settings, or Delete to delete the Siren.

Sound/Siren Setting

Area Zone Type Name
1 4 [siren [[EGT] Delete
RF Siren Setup

Tamper On || Tamper Off

After clicking Edit, you will be directed to the Device Edit page:
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JEN——
Climax

[ Home Device Edit
[1Panel
[ JHistory Records Siren
[ 1Event Log
[ 1Panel Setting 1D: RF:0ddecab0
[ ]PIN Code .
[ Captured Events Version.
[ 1Reported Events Capability:
[} Device History,
-3 Device Management Name:
[ Learning / Inclusion Area 1Y
[_] ONVIF IPCam Discovery Zone: |4 ¥
[1Add RF Device Adtribute: Permanently Bypass
jw Attribute: Whole area
%% “volume: Alarm sound: | High
[} Z-wave Tool “olume: Full arm confirm beep: | Middle *
jw wolume: Home arm confirm beep: | Middle v
[ 1UPIC Centrol Volume: Disarm confirm beep: | Middle ¥
j Surveillance “olume: Exit beeps of full arm: | Middle *
jmp .C.Dmml . wolume: Exit beeps of home arm: | Middle »
%Wg volume: Entry beeps of full arm: | Middle ~
+- [0 Network Setting “olume: Entry beeps of home arm: | Middle *
+ (] System Setting volume: Door chime: | Middle ¥
[1Logout Volume: Doorbell: [ Middle ¥

volume: Fault beep: | Middle »

“olume: Pre-alarm (outdoor IR warning beeps): | Middle ¥
#| Burglar trigger in home arm

Burglar trigger in full arm

Strobe activation

Confirm flash

Exit flash

Entry flash

Trigger flash

Alarm-in-memory sound

Fault sound

OK Default Reset | Or Cancel

LYYV VRV Y

<NOTE>

® The Device Edit page is only available for the newest BX/Siren series and BX series
without DIP Switch.

Edit your Siren setting and information accordingly to instruction below. Click “OK” to save your
new changes when finished. Alternatively, click “Default” to reset all parameters to default
values or click “Reset” to re-enter all the information.

) Name: Enter a name for the Siren.
® Area: Select the area which the Siren belongs to.
) Zone: Select the Siren zone number.

& Attribute:

® Permanently Bypass: If checked, the Control Panel will completely ignore all signal
received from the Siren. A bypassed Siren will not be able to trigger any response,
including alarm or fault from the Control Panel. All other attribute settings will also be
ignored.

® Whole Area: if checked, all the Volume, Voice and Behavior functions will be
simultaneously enabled in all areas.

& Volume:

® Alarm Sound: set the volume of the alarm sound of the Siren when alarming.
® Full arm confirm beep: set the volume of the confirm beep sound of the Siren when

Control Panel is put into Full Arm Mode.
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Home arm confirm beep: set the volume of the confirm beep sound of the Siren when
Control Panel is put into Home Arm Mode.

Disarm confirm beep: set the volume of the confirm beep sound of the Siren when
Control Panel is put into Disarm Mode.

Exit beeps of full arm: set exit countdown beep volume under Full Arm Mode.

Exit beeps of home arm: set exit countdown beep volume under Home Arm Mode.
Entry beeps of full arm: set entry countdown beep volume under Full Arm Mode.

Entry beeps of home arm: set entry countdown beep volume under Home Arm Mode.
Door Chime: set the volume of the Door Chime sound (Ding-Dong Sound).

&~ \oice:

(The following functions are only available for SRV devices):

Doorbell: set the volume of the ring tone when pressing the button on the Video Door
Phone (VDP).

Fault beep: set the volume of the voice played when system is force armed under fault
conditions.

Pre-alarm (outdoor IR warning beeps): set the volume of the voice played when an
outdoor burglar sensor(Door Contact, IR) is triggered.

& Behavior

(The following functions are only available for RE modules):

Burglar trigger in home arm: Enable or Disable whether Siren is activated when an
alarm is triggered under Home Arm.

Burglar trigger in full arm: Enable or Disable whether Siren is activated when an alarm is
triggered under Full Arm.

Strobe activation: Enable or Disable Siren LED strobe activation.

Confirm flash: Enable or Disable Siren LED flash when system Armed/Disarmed.

Exit flash: Enable or Disable Siren LED flash during an exit countdown period.

Entry flash: Enable or Disable Siren LED flash during an entry countdown period.
Trigger flash: Enable or Disable the flashing from the Siren LED when alarming.
Alarm-in-memory sound: Enable or Disable Alarm in Memory sound.

Fault sound: Enable or Disable system fault sounds.
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5.12.2. RF Siren Setup

y
Climax
[1Home
[ jPanel
[ History Records
, rea one 3 ame
[ 1Event Log A Z Typ N

[} Panel Setting 1 4 Siren Edit Delete
[JPIN Code
[ Captured Events .
[ Reported Events RF Siren Setup
[ 1Device History Tamper On || Tamper Off
-3 Device Management ' B )
[ Learning / Inclusion
| ONVIF IPCam Discovery
[ 1Add RF Device
%Learn Rule ©2017 Climax Tech. Co., Ltd.
Walk Test
| ] Exclusion
[ ] Z-wave Tool
| PSS Control
[ JUPIC Caontral
[ Surveillance
[ ] Group Contral
| ] Sound/Siren Setting
| ] Wired Sensors
+ [ ]Metwork Setting
+(]8ystemn Setting
[ Logout

Sound/Siren Setting

»  Tamper On/Off
You can enable/disable all RF Sirens tamper protection with this function. Select to

turn on or off the sirens tamper function.

<NOTE>

® \When turned off, if siren tamper will be enabled again automatically after one hour if not
turn on manually during the one hour period.
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5.13. Wired Zones Programming

5.13.1. 16 On-board Zones and Zone Expanders (WEZC-8, WEZ Series)

Step 1. Click on “Wired Sensors” to enter this page. The 16 on-board zone setting page is
displayed as below.

Y
Climax
%E:{’:ﬁ Wired Sensors
[ 1 History Records Zone Type Loop Resistor Status
[ 1Event Log i - R
[} Pansl Selting (Disabled) v 1Konm v estore
%PIN Code 2 (Disabled) ~ 1Kohm v Restore
o e [Korm ]
[ Reported Events 3 (Disabled) - 1Kohm v Restore
[ Device History 4 (Disabled) ~ 1Kohm v Restore
- ‘Device Management 5 Disabled) v Kohm v Restore
[) Learning / Inclusion
[ ONVIF IPCam Discovery [ (Disabled) - 1Kohm v Restore
%% 7 Disabied) v TKohm v Restore
eamn Rule
[ Walk Test 8 (Disabled) - 1Kohm v Restore
[ Exclusion 9 (Disabled) v 1Konm v Restore
%%‘m 10 (Disabled) v 1Kohm v Restore
CUPIC Convl 1 Restors
%%m 12 (Disabled) v 1Kohm  w Restore
S Emaas Smyting 13 (Disabled) - 1Kohm  w Restore
. 14 (Disabled) v iKohm v Restore
) ey e
+ (" ]1System Setting 15 (Disabled) hd Restare
[ 1Logout 16 (Disabled) - iKohm v Restore

Step 2. If an expander module (WEC-8 or WEZ series) is added, you will see Expanders at the
bottom of the page. Click “Edit” at the end of the expander’s entry to access wire zone
programming.

Area Zone Name Condition Battery Tamper Maximum Zones

1 1 i | | Tamper 8 Delete

Step 3. Edit the type of the wired sensor, zone wiring, and the EOL resistance for each zone.
® Type: Select the type of the wired sensor for each zone from the drop down menu.

Wired Sensors
Zone Type
1 Door Contact v
2
3 Smoke Detector
4 IR
Water Sensor
5 Glass Sensor
B Heat Detector
7
a (Disahled) v
9 (Disabled) v

® Loop: Select the number of loop corresponding to the zone wiring for each zone from the
drop down menu. On this web page, there are wiring diagrams below for your reference.
Please refer to 3.3 Hardwire Installation — Zone Wiring for zone wiring instructions.
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Loop
1 w
| 2 |
3
4
5
]
| 7
3
9
10
1 2 3. 4
2] =
NO (Al
NO EOL NO EOL (Alarm)
<
NC {Alarm) NC (Alarm)
NO (Alarm)
N av,
R
5 6. 7. 8.
£ G Z
=] = (2
NO (Tamper) e
o NO (Tamper-2)
4
NC (Alarm) NC (Alarm-1) NC (Alarm) NC (Tamper)
NC (Alarm-2)
\Va ¥ eV,
R R R
9 10.
NO (Alarm) NO (Anti-mask) NC (Alarm)  NC {Anti-mask)
( ( Z : Wired Zone Input
| | G :GND
NC (T NC
! al‘n\p/e:") \A.’—‘ (Tar‘n\p/e:r] A NO : Normal Open Contact
A4.7K 6.8K 12K 4.7K 6.8K 12K NC : Normal Close Contact

® Resistor: Select the resistance for the zone wiring.

Resistor

2.2k ohm
374K ohm
4. 7K ohm

5 6K ohm
6.8k ohm
8.2K ohm
10K ohm

1K ohm v

1K ohm r
® Status: The status of each zone—Restore, Tamper, or Trigger—will be shown in this field.

Step 4. Click “OK” to save changes when finished. Alternatively, click “Reset” to re-enter all the
information.
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Step 5. If the process is successful, the screen will display “Updated Successfully.” The
sensor will be assigned to specific area and zone. To edit the device setting or
information, click “Edit” at the end of device entry.

Wired Sensors

Zone Type Resistor Status

1 Door Contact
(Disabled)

(Disabled)
(Disabled)
(Disabled)
(Disabled)

@ | s w i~

10K ohm
1K ohm

1K ohm
1K ohm

v
v
1K ohm v
v
v
1K ohm v

Restore
Restore
Restore
Restore
Restore
Restore

ArealZoned Edit

Step 6. You will enter Device Edit webpage.

———
Climax

[1Heme . )
[ Pansl Device Edit
[ History Records i -
[ JEvent Log Door Contact
[ 1Pansl Setting .
[JPIN Code ID: IN:01
[} Captured Events .
[ 1Reported Events Versll{lzn.
[ 1 Device History Capability:
-y Device Management
[ Learning/ Inclusion Nama:
[ ] ONVIF IPCam Discovery Tag:
| ] Add RF Device Areal 1w
[ ]Learn Rule _
[ Walk Test Zone: |5 ¥
[} Exclusion Attribute: [ Permanently Bypass
[ 1Z-wave Tool Attribute: 1 Latch report
%%m| Attribute: [ Set/Unset: [ Normal Close ¥
[ Surveillance Attribute: [ 24 HR: | Burglar Alarm v
| ] Group Contral
jwwg Disarm Response: | Chime v
| ] Wired Sensors
+ (C1Network Setting Full Arm Response: | Start Entry Delay 1 v
+ (] System Setting Home Arm 1 Response: | Start Entry Delay 1 v
[ Logout Home Arm 2 Response: | Start Entry Delay 1 v
Home Arm 3 Response: | Start Entry Delay 1 v
Trigger Response: | No Response v
Restore Response: | No Response v
Exit: ¥ No Response
OK | | Default | | Reset | Or Cancel
. . . . . . . . . « "
Step 7. Edit your device setting and information according to instruction below. Click “OK” to

save changes when finished. Alternatively, click “Default” to reset all parameters to
default values or click “Reset” to re-enter all the information.

® Name: Enter a name for the device.
® Area: Select the area which the device belongs to.
® Zone: Select the Device zone number.

Attribute List:

The attribute list determines panel behavior when the panel receives trigger signal from
the device. There are

General Attribute:

& Permanentlyt Bypass

This function allows user to permanently deactivate (bypass) the selected device.

® [f bypassed, then the Control Panel will not respond at all when the sensor is
triggered.
® |f bypassed, the system can be armed directly regardless the device’s fault
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situation. However, its fault situation will still be monitored, logged and displayed
in the webpage.
%~ Latch report

This function ONLY applies to Remote Control or Door Contact with Set/Unset attribute
enabled.

® |atch Report ON: When the device is used to change systm arm mode, the
Control Panel will report the arm/disarm action by the particular device.

® |Latch Report OFF: When the device is used to change systm arm mode, the
Control Panel will not report the arm/disarm action by the particular device.

& Set/Unset

This function is for Door Contact only. This function allows Door Contact to control
system mode.

® Normal Close: The system will be armed when the Door Contact is opened, and
disarmed when Door Contact is closed.

® Normal Open: The system will be armed when the Door Contact is closed, and
disarmed when Door Contact is open.

T 24HR

This function enables the device to activated selected alarm event whenever it is
triggered regardless of system mode. System mode response will be disabled if 24HR
attribute is enabled.

System Mode Attributes:

The System Mode Attributes determines system behavior under particular arming mode
when the sensor is triggered.

%~ No Response

® When a sensor with No Response is triggered, the Control Panel will not
respond.

&~ Start Entry Delay 1/ Start Entry Delay 2

® When the system is under Full Arm or Home Arm mode, if a sensor with Start
Entry Delay 1/2 attribute is triggered, Control Panel will start an entry countdown
period to give enough time to disarm the system.

® When the Control Panel is in the Disarm mode, if a sensor with Start Entry Delay
1/2 attribute is triggered, the Control Panel will immediately report a burglar
interior alarm (CID code: 132).

® When the Control Panel is in the Full Arm mode, if a sensor with Start Entry
Delay 1/2 attribute is triggered, the Entry Delay 1/2 timer starts counting down.
If no correct pin code is entered during the entry delay timer to disarm the system,
the Control Panel will report a burglar perimeter alarm (CID code:131)
immediately after entry delay timer 1/2 expires.

[ ] When the Control Panel is in the Home Arm 1/2/3 mode, if a sensor with Start
Entry Delay 1/2 attribute is triggered, the Entry Delay 1/2 timer starts counting
down. If no correct pin code is entered during the entry delay period to disam
the system, the Control Panel will report a burglar interior alarm (CID code: 132)
immediately after entry delay timer 1/2 expires.

& Chime

[ ] When the system is in Arm/ Home Arm 1/ Home Arm 2/ Home Arm 3 mode, if a
sensor set to Chime is triggered, the Control Panel will sound a Door Chime
(Ding-Dong Sound).
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&= Burglar Follow

® When the system is in Full Arm or Home Arm mode mode, if a sensor set to
Burglar Follow is triggered, the Control Panel will report a burglar alarm
immediately.

® \When a Start Entry sensor is triggered and the system is under Entry Delay Timer
countdown, if a sensor set to Burglar Follow is triggered, the Control Panel will
wait until the Entry Delay Timer expires before activating a burglar alarm. If the
system is disarmed before the timer expires, the Control Panel will not activate
alarm.

&~ Burglar Instant

® When the system is under Full arm or Home Arm/ Disarm / Entry Time mode, if a
sensor set to Burglar Instant is triggered, the Control Panel will report a burglar
alarm immediately.

&~ Burglar Outdoor

® \When the system is in Full Arm or Home Arm/ Disarm // Entry Time mode, if a
sensor set to Burglar Outdoor is triggered, the Control Panel will report a burglar
outdoor event immediately.

%~ Cross Zone

® See 10.3 Appendix — Cross Zone Verification for detail.

%~ Apply Scene
This function is only avaiable for Remote Keypad and Remote Control.

o
® Select a Home Automation Scene number for a Remote Keypad or Remote
Control button. When the button is pressed, the Control Panel will execute the
actions programming in the Scene accordingly. For more information, please
refer to 8.3. Scene.

Home Automation Attributes:
The Home Automation Attributes allows a device to control Home Automation function.

&~ Trigger Response

® When the device is triggered, the Control Panel will activated selected Home
Automation Scene number. Please refer to 8.3. Scene webpage for detail.

& Restore Response

® When the device transmits restore signal after trigger, the Control Panel will
activate selected Home Automation Scene number.

Other Attributes:

&~ Permanent Bypass

® When checked, the panel will completely ignore all signal received from this
device. A bypassed device will be unable to trigger any response, including alarm
or fault from the Control Panel. All other attribute settings will be also be ignored.

& Exit (No Response)

® If checked, the panel will ignore trigger signal from this sensor during Exit Time
countdown. If deselected, the panel will activated burglar alarm and report
immediately when the sensor triggered during Exit Delay Timer.

& 24HR
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® A sensor set to 24HR attribute will ignore Disarm, Full Arm, Home are and Exit
response setting. The panel will activate selected alarm when this sensor is
triggered regardless of system mode under any time.

<NOTE>

& Some devices have their own unique functions and will have its own attribute setting which is
not listed in this section. Please refer to the device manual for its setting detail.

Step 7. If you want to delete the sensor, refer to step 2 and select “Disabled” from the drop
down menu of Type to delete it. If the process is successful, the screen will display
“‘Updated Successfully.”

5.13.2. Output Expander (WEPC-1)
Step 1. Click on “Wired Sensors” to enter this webpage.

_—
Climax
(4 Home Wired Sensors
[ Panel
E Elsloﬁ_ﬁ.ec& Zone Type Loop Resistor Status
vent Lo
[ Panel Se%ting 1 (Disabled) A Restore
[JPIN Code 2 (Disabled) v Restore
E%m 3 (Disabled) ~ 1Kohm Restore
[ Device History 4 (Disabled) ~ 1Kohm Restore
- amgm 5 (Disabled) v 1K ohm  w Restore
[ Learning / Inclusion
[ ONVIF IPCam Discovery 6 (Disabled) v 1Kohm v Restore
%w 7 (Disabled) v 1Kohm Restore
earn Rule
[ Walk Test 8 (Disabled) ~ 1Kohm Restore
j% | 9 (Disabled) v 1Kohm  w Restore
% ﬁl 10 (Disabled) v Restore
[ JUPIC Control 1 (Disabled) ™ Restore
Surveillance - -
% mol 12 (Disabled) ' Restore
() Sound/Siren Setting 13 (Disabled) ~ Restore
[ 1Wired Sensors 14 (Disabled) - Restore
+CJNetwork Setting = -
+ (1 System Setting 15 (Disabled) hd Restore
[ Legout 16 (Disabled) 1Kohm Restore
| OK | | Reset |

Step 2. If an expander module (WEPC-1) is added, you will see “WEP” in the Expanders
section at the bottom of the page. Click “Edit” at the end of the expander’s entry to
access wire zone programming.

Expanders
Area  Zone Name Condition Battery Tamper Model Maximum Zones
1 1 i | J Tamper WEP 4 Delete

Step 3. Select and assign the output switch for each zone.

® Type: Select to activate the power switch for each zone from the Type drown down menu.
The default setting is “Disabled” and you can choose to assign the dry contact relay output
power switch to a zone by selecting “Power Switch”.

56



E S;Te? Wired Zones
E Eism s—'LREC"“jS ID: IN:02448d00
vent Log
[ Panel Setting
[JPIN Code Zone : Type Status
[} Captured Events 1 (Dizabled) Off
[ Reported Events 2 Power Switch o
[ Device History
- {3 Device Management 3 e V] off
[ Learning / Inclusion 4 off

[ ] ONVIF IPCam Discovery
| ] Add RF Device
[ ]Learn Rule
[ Walk Test
[ 3 Exclusion
[ Z-wave Tool
[ 1PSS Control
[ 1UPIC Control @ 2011-2022 Climax Tech. Co., Ltd.
[ Surveillance
[ 3 Group Control
[ ] Sound/Siren Setting
[ Wired Sensors
+ ] MNetwork Setting
+(Z]System Setting
[ Logout

| OK | | Reset | Or Cancel

Step 4. Click “OK” to save changes when finished. Alternatively, click “Reset” to re-enter all the
information.

Step 5. If the process is successful, the screen will display “Updated Successfully.” The power
switch will be assigned to specific area and zone.

——
Climax

%E::;? %|Updated successfully.
[ JHistory Records .
() Event Log Wired Zones
%7?'{]‘% Sefting D IN:02448d00
ode
[} Captured Events
[} Reported Events Zone Type Status
[ 1Device History, 1 Off ArealZone2 Edit
T P eaming i 2 of reatzons et
earning / Inclusion
[ ] ONVIF IPCam Discovery 3 Power Switch » Off ArealZoned Edit
[ #dd BE Device 4 of AreaiZonesEd
earn Rule
[ Walk Test N
| ] Exclusion | OK | | Reset | Or Cancel
[ Z-wave Tool

[ PSS Control
[ 1 UPIC Control
[ ] Surveillance
[ 1Group Control ©2011-2022 Climax Tech. Co., Ltd.
[ ] SoundiSiren Setting
[ ] Wired Sensors
+ CJNetwork Setting
+ [_]System Setting
[Logout

Step 7. You may edit your device setting and information. Click “Edit” at the end of device entry
and click “OK” to save changes when finished.
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Climax

%% Device Edit

%_Eism if_LR&COTUS Power Switch

vent Log

% Panel Setting |0 IN:02448d01
PIN Code

| Captured Events Version:

B &P—P”eq Events Capability:

[ Device History,

- i3 Device Management

[ Learning / Inclusion _

[ ONVIF IPCam Discovery Tag| |

| 1Add RF Device Area|1w

| Learn Rule Fone:

%Eﬂt;ﬁi Attribute: (] Permanently Bypass
jz_'wa\‘re Tool Attribute: D Ah,\;ays On

| 1PSS Contral Aftribute; Switch on via APP: | Don't switch off v|

[ JUPIC Control | OK | | Dsfault | | Resset |Or Cancsl
[ Surveillance

| Group Contral

| Sound/Siren Setting
| Wired Sensors

+ [ Metwork Setting

+ (] 8ystem Setting

D Logout @ 2011-2022 Climax Tech. Co., Ltd.

Name:| |

Step 6. Click on “PSS Control” under Device Management, and you will enter Power Switch Sensor
webpage. Under this page, you may switch on or off the power switch of each zone.

_
&Climax

%E;’E Power Switch Sensor
[ Histary Records Area Zone Type Name Status
[ Event Log Edit Dslete
[ Panel Setting . [Switchon | %)
CJPIN Code 1 2 Power Switch W. Erdh) . ~
[T Captured Events Switch Off || Switch Toggle |
DEp_orted_ Events Edit Delete
i DiDe“r!ce History 1 3 Power Switch Switch On ~
@Djeir::r::ﬁ”??:—gjgtm Switch Off || Switch Toggle |
am Discove Edit Delste
[ ONVIF IPCam Di v Edit Delet
[ 1Add RF Device 1 4 Power Switch Switch On v
[Learn Rule Switch Off |[ Switch Toggle |
[ Walk Test -
[ ] Exclusion Edt - Delete
[ Z-wave Tool 1 5 Power Switch Switch On ~
[ PSS Contrl Switch Off || Switch Toggle |
[ JUPIC Contral
[ Surveillance
[ Group Control . .
[ Sound/Siren Setting Device Tag List
[ Wired Sensors Tag Device

+ ] Network Setting
+ () System Setting
[ Logout

Mo items found

@ 2011-2022 Climax Tech. Co., Ltd.
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6. System Settings

After the initial set-up, you can then program your system by clicking on the left menu to set
them individually.

6.1. Panel Condition

In the Panel Section, user can arm, disarm or partially arm the system. Besides, it displays the
current Panel Status & Device Information.

Panel Control =

e Area1
Panel Settin
DWE Current mode: Disarm
E%‘% C Disarm € Full Arm € Home Arm 1 € Home Arm 2 € Home Arm 3
Repored Events
DDewce History &IM
+ [1Device Management Area 2
+_JMetwork Setting
+ [—_"ISMstem Setting Current mode: Disarm
D Logout
© Disarm € Full Arm " Home Arm 1 7 Home Arm 2 € Home Arm 3
(0):4 | Reset
[=]Panel Status
Battery Tamper Interference AC activation Signal GSM Background RSSI
IMNormal | Normal | | Mormal | Mormal I9 1
Test System: | OE

System in maintenance

[=IFault Status

Fault Setting
ArealZoneb Tamper W Clear
_OK | _pee |
Reload

[=lDevice List
Area Zone Type Name Condition Battery Tamper Bypass RSSI Status

1 1 |Keypad | 1 1 Mo Strang Edit Delete

1 2 |Remote Controller | 1 1 No Strong Edit Delete b

1 3 |WTRV | 1 (] Mo /A Edit Delete

1 | 4 |IRCamera 1 1 i No Good Edit Delete

1 5 |809 | 1 1 Mo Strong Edit Delste

1 6 |Door Contact | 1 | Tamper |MNo Strong |DC Open |Edit  Delete -

Panel Control

Select a choice to arm, disarm or partially arm the system.

Panel Status

The Control Panel will update the panel status periodically. However, in order to show the
current status, you must reload the screen to refresh the display.

® Battery: When battery is running low, a “low battery” message will be displayed to
inform you to recharge the battery.

® Tamper: (reserved)

® Interference: This is for you to check whether the Control Panel is purposely interfered.
The jamming period detected will be accumulated, and when the total period exceeds
30 seconds within 1 minute, a “Jamming” message will be shown and reported to the

Central Monitoring Station accordingly.
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AC activation: To check whether AC power is connected. If not, it will show “AC
Failure”.

Background RSSI: RSSI value is for you to check the RF environment around the
Control Panel. It ranges from 0 to 9, where 0 refers to the weakest and 9 refers to the
strongest background noise. Therefore, the lower the RSSI value, the better the
environment.

Test System
The function is designed to send a command to sever over the polling or XMPP protocol.

Fault Status

[=[IFault Status

Fault Setting

ArealZonet Tamper W Clear

_OR | _Reset |

The fault events that exist in the alarm system are displayed under this section. When fault

event exists in system, the control panel Fault LED will light up to indicate fault status under

Disarm or Home Arm mode (The Fault LED will not light up under Arm mode).

When fault event exists, and you attempt to arm the system, the arming action will be prohibited

and the panel will display fault information on the webpage. If you still want to arm the system,

perform the arming action again to force arm.

You can check the “Clear” box in the setting column then click “OK” to ignore the fault event.

Cleared fault event will not cause the Fault LED to light up, nor prohibit arming.

Device List

1. The Control Panel will update the device information periodically. However, in order to show
the current status, you must reload the screen to refresh the display.

»  Area: operation area

Zone: device zone
Type: device type
Name: device title

Status: device’s current status, such as tamper status, battery status, out of order
condition or DC open. If PSM is added into the svystem. the data of PSM, such as
On/Off status, voltage, electric current and watt, will be displayed.

2. Under Device, you could further edit or delete an added device (please refer to 5.1.3 and
5.1.4 for details). Beside, you can reset Panel settings or clear the system faults by pressing

Reset Panel.
[=llDevice List
Area  Zone Type Name = Condition Battery = Tamper  Bypass RSSI Status
1 2 UPIC Mo Strang, 7 Edit Delete
1 3 IR Mo Strong, B Edit Delete
1 B Keypad Mo Strong, B Edit Delete

- After pressing Reset Panel, the Control Panel will restart in 60 seconds and all configured
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values will be kept without any change.
Note

[=»[INote

Type Description
Edit
Edit
Edit
Edit
Edit

S EIEIEELS

The function is designed for installer to make a note for each control panel. The note you make
here can be delivered to a server over XMPP or polling protocol.

61




6.2. Panel Settings

Program the Panel, Time and Sound Settings at your discretion.

_
&CIimﬂx

[ 1Home
[} Panel

) History Records AC Fail Report[5min_ v |
oo Seuis AC Fail Suspend[5sec_]
ode Jamming Report| 1 min »
] Captured Events Auto Check-in Interval[12hr v
1 Reported Events Auto Check-in Offset Period
) Device History IR. Camera Resolution of Alarm Images | 320x240x3 images W

+ [ Device Management :
+ [ Metwork Setting Outdoor IR Camera in Grayscale | Disable »

+[]8ystem Setting Bypass Ethemet
DlLogou

Area Setting

Panel Setting

Area

Final Door| Off s

Arm Fault Type

Tamper Alarm | Full Arm

Supervision Check
Supervision Timer

Entry Delay 1 for Full Arm | Disable «
Entry Delay 2 for Full Arm | Disable «
Exit Delay for Full Arm | Disable »
Entry Delay 1 for Home Arm | Disable
Entry Delay 2 for Home Arm | Disable
Exit Delay for Home Arm | Disable »
Alarm Length

Cross Zone Timer | Disable »

Fire Verification Timer| Disable »

Time Setting

Sound Setting

Door Chime Setting
Entry Delay Sound for Full Arm
Exit Delay Sound for Full Arm
Entry Delay Sound for Home Am O 0Of ® Low O High
Exit Delay Sound for Home Arm O Off ® Low O High
Confirm Sound O Off ® Low O High
Warning beep O Off @ Low O High

Entry/Exit Only Final Beeps | Disable »

)Off @ Low O High
)Off @ Low O High
)Off @ Low O High

Panel Setting

® AC Fail Report: When an AC power failure is detected, your Control Panel will report
to the Central Monitoring Station according to the duration set under AC Fail Report. If
5 minutes is set, the event will be automatically reported to the CMS after 5 minutes.
Your Control Panel will start to use its battery power instead of the mains power until
the fault even is cleared.

® AC Fail Suspend: After an AC power failure event is reported, the Control Panel will
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convert to sleep mode to conserve battery power. During this period, both GSM and
Ethernet port will be powered off, while the RF and ZigBee modules will keep
working. If 5 seconds is set, both GSM and Ethernet port will be powered off after 5
seconds. In order to send messages to the CMS, the Control Panel will power on its
GSM and Ethernet temporarily.

Jamming Report: Jamming period is specified as background RSSI level detected
exceeding the threshold for a period.of time. The jamming period detected will be
accumulated.

3 options: Disable, 1 minute and 2 minutes are provided . If 1 minute is set, once the
total jamming period exceeds 30 seconds within 1 minute, a “Jamming” message will
be reported to the Central Monitoring Station . If 2 minutes is set, once the total
jamming period exceeds 60 seconds within 2 minutes, a Jamming message will be
reported to the Central Monitoring Station. If Diable is set, the control panel will not
send a jamming report to the Central Monitoring Station if a jamming fault is detected.

Auto Check-in: this is to select whether the Control Panel needs to send check-in
reporting to the Central Station automatically and to select the period of time between
check-in reports. Options available are Disable, 1 hour, 2 hours, 3 hours... up to 4
Weeks.

Auto Check-in Offset Period: This is to set the time delay before the first Auto
Check-In report is made. After power is supplied or re-supplied to the Control Panel, a
test report will be sent to the Central Monitoring Station (CMS) based on the Offset
Period. This is used to test whether the CMS is able to receive the report from the
Panel accurately.

After this test report is sent, the Control Panel will then send reports at regular interval
based on the setting of the Auto Check-in Report.

For example, if Offset Period is set to 2 Hours, and Auto Check-in Report is setto 12
hours, the Control Panel will transmit an event code 602 to the CMS after 2 hours, and
then report 602 event code periodically at a regular intervals of 12 hours.

IR Camera Resolution of Alarm Images: This is to select the resolution and number
of pictures taken by PIR Camera when the camera detects a movement in armed
mode.

Options available are 320x240x3 images (Default), 320x240x6 images and
640x320x3 images.

Outdoor IR Camera in Grayscale: This is to select whether pictures from Outdoor PIR
Camera should be taken in grayscale instead of color pictures.

Options available are: Disable (Color Picture) and Enable (Greyscale picture)

Bypass Ethernet: Select to enable or disable Bypass Ethernet function. When YES is
selected, the Control Panel will bypass connection fault when Ethernet cable
unplugged status is detected.

Area Setting

Area: Select operation area to apply setting.

Final Door: If set to On: When the system is Away Armed and under exit timer
countdown, if a opened Door Contact set to Entry attribute is closed, the system will
automatically arm the system even if the exit delay timer has not expired yet.

Arm Fault Type: Select how the system should respond when it is being armed under
fault condition.

v' Confirm: The panel will first display a “Mode Change Fault” message and emit 2
beeps. Arming again within 10 seconds will force arm the system.

v' Direct Confirm: The system will be force armed directly without displaying fault
message and report an event.
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Tamper Alarm: Select whether the siren should sound alarm when the tamper is
triggered.

v" Full Arm: when tamper is triggered under Full arm mode, Control Panel raises a
local alarm and sends report to the monitoring center. While under Home Arm or
Disarm modes no alarm will be activated, nor report sent.

v' Always: Control Panel raises a local alarm and send report for tamper-trigger in all
modes.

Supervision Check: Select to enable or disable system supervision function. When
ON is selected, the Control Panel will monitor the accessory devices according to the
supervision signal received.

Time Setting

Supervision Timer: The Control Panel monitors accessory devices according to the
supervision signal transmitted regularly from the device. User this option to set a time
period for receiving supervision signals. If the Control Panel fails to receive supervision
signal from a device within this duration, it will consider the device out of order and
report the event accordingly.

Entry Delay 1 for Full Arm: Set Entry Delay Timer 1 for full arm mode. When a sensor
set to Start Entry Delay 1 is triggered under Full Arm mode, the control panel will begin
Entry Delay Timer countdown according to duration set with this option

If the Control Panel is disarmed before the Entry Delay Timer expires, the panel returns
to Disarm mode and no alarm is activated. If the Control Panel is not disarmed before
the Entry Delay Timer expires, the alarm will be activated and the panel will send
report.

Entry Delay 2 for Full Arm: Set Entry Delay Timer 2 for full arm mode. When a sensor
set to Start Entry Delay 2 is triggered under Full Arm mode, the control panel will begin
Entry Delay Timer countdown according to duration set with this option

If the Control Panel is disarmed before the Entry Delay Timer expires, the panel returns
to Disarm mode and no alarm is activated. If the Control Panel is not disarmed before
the Entry Delay Timer expires, the alarm will be activated and the panel will send
report.

Exit Delay for Full Arm: Set the Exit Delay Timer when entering Full Arm mode. When
the user changes system mode to Full Arm, the panel will begin Exit Delay Timer
Countdown and enter Full Arm mode when the timer expires. The user must leave area
protected by sensors before the timer expires, otherwise an alarm will be activated with
the sensor is triggered.

Entry Delay 1 for Home Arm: Set Entry Delay Timer 1 for Home Arm mode. When a
sensor set to Start Entry Delay 1 is triggered under Home Arm mode, the control panel
will begin Entry Delay Timer countdown according to duration set with this option

If the Control Panel is disarmed before the Entry Delay Timer expires, the panel returns
to Disarm mode and no alarm is activated. If the Control Panel is not disarmed before
the Entry Delay Timer expires, the alarm will be activated and the panel will send
report.

Entry Delay 2 for Home Arm: Set Entry Delay Timer 2 for Home Arm mode. When a
sensor set to Start Entry Delay 2 is triggered under Home Arm mode, the control panel
will begin Entry Delay Timer countdown according to duration set with this option

If the Control Panel is disarmed before the Entry Delay Timer expires, the panel returns
to Disarm mode and no alarm is activated. If the Control Panel is not disarmed before
the Entry Delay Timer expires, the alarm will be activated and the panel will send
report.

Exit Delay for Home Arm: Set Exit Delay Timer for Home Arm mode. When the user
changes system mode to Home Arm, the panel will begin Exit Delay Timer Countdown
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and enter Home Arm mode when the timer expires. The user must leave area protected
by sensors before the timer expires, otherwise an alarm will be activated with the
sensor is triggered (Default as 10 seconds).

Alarm Length: Set the duration the external siren should sound when an alarm is
activated.

Cross Zone Timer: Please refer to 10.3 Cross Zone Timer for details

Fire Verification Time: Please refer to 10.4 Fire Verification Timer below for details.

Sound Setting

Door Chime Setting: this function is available only when the attribute of Door Contact
(DC) and/or PIR detector (IR) is set as Door Chime.

The Control Panel sounds a Door Chime (Ding-Dong Sound) while the DC and/or IR is
activated in Disarm / Full / Home / Entry mode.

Entry Delay Sound for Full Arm: this is for you to decide whether the Control Panel
sounds count-down beeps and volume of beep during the entry delay time in the full
arm mode.

Exit Delay Sound for Full Arm: this is for you to decide whether the Control Panel
sounds count-down beeps and volume of beep during the exit delay timer in the full arm
mode.

Entry Delay Sound for Home Arm: this is for you to decide whether the Control Panel
sounds count-down beeps and volume of beep during the entry delay time in the home
arm mode.

Exit Delay Sound for Home Arm: this is for you to decide whether the Control Panel
sounds count-down beeps and volume of beep during the exit delay timer in the home
arm mode.

Confirm Sound: this is for you to decide whether to turn off/or adjust Control Panel
beeping sounds when changing Arm/Home Arm/Disarm mode.

Warning beep: this is for you to decide whether the Control Panel will sound a warning
beep whenever a fault condition has been detected and displayed. The warning beep
will be silenced after the Fault message has been read by the user. When a new fault
condition is detected, it will then again emit a warning beep every 30 sec.

Entry/ Exit Only Final Beeps: This is for you to determine when the Control Panel
should start warning beep during Entry or Exit countdown timer. For example, if the
setting is set to 5 seconds, the Control Panel will only stat warning beep during the last
5 seconds of Entry or Exit countdown timer. When set to Disable, the Control Panel will
sound warning beep during the entire Entry or Exit countdown timer.
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6.3. PIN Code

The User PIN Codes are used by Remote Keypad accessory to control system mode remotely.
You may set up the PIN Codes available for the areas in the control panel. Each consists of 4-6
digits (numeric number 0~9), no disallowed PIN code. User PIN code #1 for each Area is always
activated factory default.

User PIN #1 in Area 1 User PIN #1 in Area 2
Password: 1234 Password: 4321

;"\ﬂclimnx

PIN Code
Area

0
(E]
0
(B)] area(1r
[ [=1User Code Setting
™ No. | UserCode
0
0
Qi
Qi
[ }
Q

Area
Area: Select the area for setting User PIN Code.
User Code Setting
® User Code: Enter the 4-digit code in the field.

® User Name: Enter a user name for easy recognition of system events. Up to 17
alphanumerical characters are allow for each user name.

® Latch:

Latch & Latch Report ON = Whenever the User PIN Code is used to change
system mode, the panel will report the event.

O] Latch > Latch Report OFF = When the User PIN Code is used to change system
mode, the panel will not report the event.

® Delete: Check the box if you want to delete selected user. User#l in each area cannot
be deleted

After finish all setting, click OK to confirm change.
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7. Network Settings
7.1. GSM

v
Climax
[ JHome
[ Panel SEL
| ]History Records Status: Insert SIM, IMEI: 861412042028550, IMSI:
_1Event Log
] Panel Setting Check SIM
_1PIN Code Test present of SIM card ONo @ Yes
| ] Captured Events Antenna
| ] Reported Events
) Device History Choose GSM antenna @ Internal O External
+ ] Device Management
-y Netwaork Setting
[ [1esm GPRS
i Nelwnri
[ ] Wireless APN|
[ JUPnP User|
- @%'—5&?“ SEth”Q | Password|
ange Passwor
| ] Home Automation M Iﬁl
[ 1Scene
[ 1Report MMS
[ ] Code Setting |
[ SMTP User|
] Media Upload Password|
] Paliing URL |
%% Time Proxy .&.ddress|
jms Proxy Port | 8080
st P
| Firmware
| Firmware/RF SMS
| Firmware/IOMCU
[ Eactory Reset SMS Keyword|
% Backup & Restore SMS P-word | PROG
System Log OK | | Reset
[ Logout | OK | [ Reset |
Two-Way Setting
Speaker
Microphone
Send SMS..
GSM Reset
Check SIM

This is designed for the system to check if the SIM card is inserted or not. (If users do not
please tick “NO”to ensure the system will not check if
the SIM card is inserted or not and it will not display the GSM fault by LED flashing.)

intend to use the GSM funciton,

Antenna

This option is for the user to choose between using the internal or external antenna.

GPRS

In order to allow GPRS to serve as a back-up IP Reporting method, this section will need to
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be programmed before reporting.
® APN (Access Point) Name

It is the name of an access point for GPRS. Please inquire your service provider for an
APN. When APN is set, the system becomes valid for internet connection.

® User (GPRS)

It is the Log-in name to input before accessing the GPRS feature. Please inquire your
service provider.

® Password (GPRS)

It is the User Password to input before accessing the GPRS feature. Please inquire
your service provider.

<NQOTE>

® All values will be applied to all Areas.
MMS

The MMS settings are offered by your telecom service provider. Before configuring this
function, contact your service provider for correct MMS setting information of the inserted SIM
card.

® APN (Access Point) Name
Enter a MMS APN name provided by your service provider.
® User

Enter the Log-in name for accessing the MMS feature provided by your telecom
service provider.

® Password

Enter the password for accessing the MMS feature provided by your telecom service
provider.

® URL
Enter the MMS APN URL provided by your telecom service provider.
® Proxy Address
Enter the MMS Proxy Address provided by your telecom service provider.

Proxy Port
Enter the MMS Proxy Port provided by your telecom service provider.

n
E
e |

SMS Keyword

For sending remote commands to system via SMS message, a personalized password
is required for the Control Panel to recognize your authority.

® SMS P-Word

Program Keyword is used to recognize the identity of a valid user; and to give authority
for Remote Installing (through SMS Text) or Remote Upgrading purposes (through
GPRS). This keyword will need to be inserted whenever the Remote Setting or Remote
Upgrading is required. A maximum of 15 characters is allowed.

Two Way Setting

The two-way setting is designed to adjust speaker volume and microphone sensitivity on
DECT device for two-way communication.

68


http://en.wikipedia.org/wiki/GPRS
http://en.wikipedia.org/wiki/GPRS
http://en.wikipedia.org/wiki/GPRS

Two-Way Setting

Speakerlﬂ
Micrnphonel?_zl
ﬁl Reset'
Send SMS...
GSM Reset

Send SMS Message
This feature is designed for you to send a SMS message on this web configuration page.

Step 1. Click Send SMS.
Two-Way Setting

Speakerl 4 vI
MicrnphnnelT 'I

M Hese

ﬁl Reset|

Step 2. Enter a desired phone number and text message.

Send SM$S

Phone |
Mumber.

Teut:

0K| Reset|

Reset GSM
This feature is designed for you to reset GSM module.

Step 1. Click GSM Reset.

Two-Way Setting
SpeakerlEl *I
Micrnphnnel? vI

[GE Resel]

Step 2. A pop-out message “Are you sure?” is displayed. Click Yes to confirm resetting.

ﬁl Reset|
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7.2. Network

This is for you to program the Network for IP connection.

=,
Climax

%gf;—:‘e‘f Network

] History Records @ Obtain an IP address automatically (DHCP)
|]1Event Log

[ 1Panel Setting

[JPIN Code IP Address|192 168 0 .

%%ﬁ%&e":s Subnet Mask 255 255 |. (255 0

eported Events e —~ ~

[ Device History Default Gateway [192 168 0 .

+C3IP Camera | Default DNS 1192 168 0 100

+ (] Device Management Default DNS 2192 168 D . 1101

HE Njeﬁivirk Ske ting DNS Flush Period | Disable v
etwor
[ ] Wireless LK | et
[IUPnP
+ [ System Setting
[ Logout

Use the following IP address

©2016 Climax Tech. Co

T
a

® Obtain an IP address automatically (DHCP)

If DHCP is selected, the Network will obtain an IP address automatically with a valid

Network DHCP Server. Therefore, manual settings are not required.

This is only to be chosen if your Network environment supports DHCP. It will automatically

generate all information.

® Use following IP address

You can also enter the Network information manually for IP_Address, Subnet Mask,

Default Gateway, Default DNS 1 and Default DNS 2.

Please make sure that you have obtained all required values according to your Network
environment. Please contact your network administrator and/or internet service provider

for more information.

) DNS Flush Period

You can set the system to clear current DNS resolution records for all entered URL
settings (Reporting, Upload, XMPP...etc.) after a set time period. The system will then
resolve the Domain Name again and acquire new IP address for the URL settings. This

function is disabled by default.
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7.3. Wireless

Use “Wireless” webpage to setup the panel’s WiFi setting

_
Climax

Panel
| ] History Records SSID:

ﬂg;?:] ;ce)tgting Authentication Mede: ;."',VPA pre-shared key v |
[ 1PIN Code Pre-shared Key: | |

[ ] Captured Events Encryption Type: | None v |

| ]Reported Events

| Device History [ Scan WiFi AP

+ _J1P Camera o T

+ (]Device Management

- i3 Network Setting

%Home Wireless Setting

e Obtain an IP address automatically (DHCP)

Use the following IP address

+ (]System Setting IP Address [192 168 . [2 - B
[ Logout Subnet Mask 255 . 255 . 255 o
Default Gateway 192 68 |. 2 | (254
Default DNS1(192 |. [168 |. |2 . [100
Default DNS 2 (192 168 |. [2 |. o1
| OK | | Reset |

There are 3 ways you can connect to the wireless network.

1. Search for WiFi AP: Click “Scan WiFi AP” to search for available wireless network Select the
available Wireless APs from the list by clicking “Set” after AP info column and enter the
required information (pre-shared key, etc.) and click the “OK” button.

Wireless Setting

=5I0:
Authentication Mode; | WPA pre-shared key ¥
Pre-shared key:

Encryption Type: | Mone v
| Scan WiFi AP |
WIFI AFs X
SSI1D MAC Authentication Encryption Signal Level Channel
Clirmax_Office_ASUS [40:16:7E:B3:836:40 WRAZPSK AES F2i0a B Set
TRLIME FE1AB7FD:FEZA |OFPEN MOMNE BE/100 ) Set

2. Enter the Wireless information manually and click “OK” to connect.
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7.4. UPnP

UPNP is Universal Plug and Play, which opens networking architecture that leverages TCP/IP
and the Web technologies to enable seamless proximity networking in addition to control and
data transfer among networked devices in the home, office, and public spaces.

_
Climax

om

Panel UPnP
H

L]

] History Records Enable UPnP Device

L ]Event Log

[ ) Panel Setting Enable UPnP Port Redirect

L] PIN Code Port Forwarding

JM Application Web Server

| 1Reported Events : :

[} Device History Local Port |80

+(]IP Camera External Port 8080

+ () Device Management Protocol TCP

S| Network Setting oK
L] Network

[ ] Wireless
E JUPnP
+ (] System Setting

[ Logout ©2016 Climax Tech. Co., Ltd

L)
T

{4¥]

Reset

® Enable UPnP Device:
When enabled, you will be able to see this device via any UPnP discovery tool
® Enable UPnP Port Redirect:

The device will try to find an UPnP-supported router and set up the port to redirect to the
router.

® Port Forwarding:

Port forwarding function allows you to configure specific communication ports to be routed
to your system over the Internet for users to access their IP camera(s) remotely.

1. Local Port: type 80.
2. External Port: type 8080.
3. Protocol: type TCP.

After port forwarding has been set up, the router will forward incoming requests on port
that your IP Camera users. To set up port forwarding on your router, please refer to your
router’s instruction manuals for detail.
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8. System Settings
8.1. Administrator Setting

For setting new Administrator Log-in Name and Password. Please note both User Name and
Password are case sensitive.
Step 1. Enter the preferred User Name.

Step 2. Enter the preferred Password in the “New Password” field and repeat the same
Password in the Repeat Password field.

q—
Climax

History Records User Name: admin
Eventloag
Panel Settin

T
=]
=
T

Change Password

=
Y
=
@

New Name:

CoooD

L
<
=
]
(=]
(=9
7]

_)Captured Events New Password’

_]Reported Events R ted P d

1\ Device Histo epeated Password:
+ [ )Device Management

+ [ ]Network Setting
= Svystem Setting
='|Char|ue Password

OK | | Reset

Code Setting
SMTP

ledia Upload
llin
PP

ate & Time

Dynamic DNS

=

KE
= D

355
i
— |
o |3
I}
]
=
[¥3]

irmware
irmware/RE
actory Reset
ackup & Restore

vstem Log
out

o | T[T T

c LD DLooooooo)
o

|
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8.2. Home Automation
It is used to set Home Automation rules to control sensors and home appliances. You can set up

to 100 rules.

Step 1. Click on Edit.

Step 2. Select an operation area.
Step 3. Set a rule condition.
Step 4. Set a rule schedule.

Step 5. Select the corresponding action rules in the Execution field.

P
\

Home Home Automation

# Area Rule Condition Rule Schedule Execution

Panel Setting ! Empty Always Empty

2 Ermpty Always Empty | Edit |

CoooD
.
F

2
=
e
[}
=%
&

Captured Events
_Reported Evenls 3 Empty Always Ernpty Edit
|_]Device History - -
+ _1Device Management 4 Ernpty Alwrays Ermpty Edit
+ __INetwork Setting : .
- ‘2System Sefting g Ernpty Alweays Empty | Edit |
Change Password

|1 Home Automatio B Empty Aways Empty | Edit |

7 Ermpty Always Ermpty | Edit |

Code Setting g Ermpty Always Empty | Edit |

LU

Ermpty Always Empty | Edit |

XMPP 10 Ermpty Always Empty | Edit |

D
Dynamic DNS 11 Ernpty Alveay s Ernpty | Edit |

T
=
=
=
]
o
©
]

|
pel

Ermpty Always Empty | Edit |

L)
an
3
=
o
@
)
T

rv Reset 13 Ermpty Always Empty | Edit |
Backup & Restore
|_1System Log
[JLogout

B

nal
fah]
=]
=+
(=]

oo

14 Ermpty Always Ermpty | Edit |

J

Empty Always Empty | Edit |

® Area
Select an opeartion area.

° Rule Condition
The rule condition determines under which circumstances the rule should be activated.

%" Empty : When set as Empty, the system will follow the schedule time and execution
rule to respond accordingly.

%" Trigger Alarm : When set as Trigger Alarm, if the specified alarm event
(Burglar/Smoke/Medical/Water/Silent Panic/Panic/Emergency/Fire/CO Alarm/Gas/Heat)
or any alarm is triggered, the rule will be activated according to rule schedule and
execution setting.

Trigger Alanm -
Burglar Alanm w

%~ Mode Change : When set as Mode Change, when the system enters specified mode,
the rule will be activated according to rule schedule and execution setting.
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Mode Change w
Dizarm W

Mode Change and Exit Timer Stopped : When set as Mode Change and Exit Timer
Stopped, when the system changes mode to and Exit Delay Timer expires, , the rule
will be activated according to rule schedule and execution setting.

 Mode Change And Exit Timer Stopped § v
Full &rm w

Mode Start Entry Timer : When set as Mode Start Entry Timer, when the system
begins to countdown Entry Delay, the rule will be activated according to rule schedule
and execution setting.

i Mode Start Entrr Timer Y
Foll Arm A

Temperature Below : When set as Temperature Below, if the temperature detected
by specified temperature sensor drops below set threshold, the rule will be activated
according to rule schedule and execution setting.

| Temperature Below =)

[Fone1 =28 =|°C

Temperature Above : When set as Temperature Above, if the temperature detected
by specified temperature sensor exceeds set threshold, the rule will be activated
according to rule schedule and execution setting.

[Temperature Above = |

[Zorne1 x|:|26 x|°cC

Temperature Between : When set as Temperature Between, if the temperature
detected by specified temperature sensor falls within the range specified, the rule will
be activated according to rule schedule and execution setting.

| Temperature Between j

[Zone1 =|:]25 =|c-[28 =|C

High Power Consumption : When set as Power Consumption Above, if the power
output watt from a specific Power Switch exceeds, the rule will be activated according
to rule schedule and execution setting.

Power Consumption Abowve v
Zone1l ¥ 1000wy ¥

Humidity Above : When set as Humidity Above,if the humidity reading from specified
room sensor rises above the level specified, the rule will be activated according to rule
schedule and execution setting.

Humidity Abowve r
Zonel ¥ 0% v

Humidity Below : When set as Humidity Below,if the humidity reading from specified
room sensor falls below the level specified, the rule will be activated according to rule
schedule and execution setting.

Humidity Below v
fonel ¥ [ | 0% v
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&=

LUX Between : When set as LUX Between, if the lux reading from specified light
sensor falls below the level specified, the rule will be activated according to rule
schedule and execution setting.

LLI Between r
Zone (/g v ~0 ¥

Random : The Random condition must be used along with Rule Schedule setting. Set
a percentace from 1 to 10%. When the panel time reaches programmed Rule Schedule
time. The Panel will activate rule according to set chance.

Example: If set as 10%, whenever the panel reaches programmed Rule Schedule time,
there will be a 10% chance the rule is activated.

Fandom v
1% r

Rule Schedule

&

&

Always : When set as Always, the rule can be activated anytime.

Once : When set as Once, the system will follow the rule condition and execute rule
according to the exact date and time specifed..

Cnce -
120108 w2 w|[10 v |[10+]

Every Month : When set as Every Month, the system will follow the rule condition and
execute rule according to date and time specified every month.

Every Month

10w |[12 v [[10 ]

Every Week : When set as Every Week, the system will follow the rule condition and
execute rule according to day of the week and time specified every week.

Every Week

(J sunday [ Monday [ Tuesday (] Wednesday [ Thursday [ Friday (] Saturday

6 vl1ov|~[10v|(E_v]

Every Day : When set as Every Day, the system will follow the the rule condition and
execute rule according to time specified every day

Every Day

(9 v [[5 w|~[11 v[[11~]

Execution

Execution is the actual action performed by Control Panel when both Rule Condition and

Rule Schedule requirements are met

&

&

Zone Switch Off: Turn on the Power Switch at specified zone.

[ Zone Switch Off =]

|Z|:|ne1 vI

Zone Swich On : Turn on the Power Switch at specified zone.
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[Zone Switch on =]

|Z|:|ne1 vI

Zone Swich On For : Turn on the Power Switch at specified zone for a set duration.

Zone Switch On for r
fone1l ¥ | 4sec ¥

Zone Switch Level:: Change the power output level for Dimmer at specified zone.

Zone Switch Level v |
Zone1 v |0% |

Zone Swich Toggle : Toggle on/off the Power Switch at specified zone.

' Zone Switch fc_i_g_glé v
(Zone 1_v|

Group Switch Off : Turn off all Power Switches assigned to specified group.

| Group Switch Off = |

|Gr|:|up1 vI

Group Switch On : Turn on all Power Switches assigned to specified group.

[ Group Switch On = |

|Grnup1 'I

Group Switch On For : Turn on all Power Switches assigned to specified group for a
set duration.

| Graup Switch On for v

Group 1 ¥ | aminutes ¥

Group Switch Level : Change the power output level for Dimmer at specified group.

Group Switch Level v |
Group 1 w [0% ]

Group Switch Toggle : Toggle on/off the Power Switch at specified group.

| Group Switch Toggle ]

Group 1 »

Mode Change : The system will change to the mode as you specified.

[Mode Change =]

[Fullarm =]

Request Image : The PIR Camera in specified zone will take a picture.

[Requestimage |

|Znne1 vI

Request Image (All) : All PIR Cameras in the system will take a picture.

[Requestimage (& =]
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Request Image (No Flash): The PIR Camera in specified zone will take a
picture.without activating its LED flash.

Request Image (Mo Flash) w

Zone 1l w

Request Image (All, No Flash) : All PIR Cameras in the system will take a picture
without activating LED Flash.

Request Imadge (All, Mo Flash) [

Request Video : The PIR Video Camera or IP Camera in specified zone will record a
video.

v Request Vi.c_!ero v

(Zone 1 &

Request Video (All) : All PIR Video Cameras and IP Cameras in the system will
record a video.

ﬁfRequresrtr\.V/ideo (All) v/

Setup UPIC:: The UPIC and specified zone will transmit Off/Heat/Cool command to the
air conditioner as programmed.

Setup UPIC r
fone1l ¥ | Off v

Hue Control:: Adjust the hue and saturation of the Philips Hue at sepecified zone as
programmed.

Hue Caontral v
Fanel ¥ || 0 |0 v
Al
Hue Saturation

Trigger Alarm: Choose to activate one of the following alarms: High Temperature
Alarm, Low Temperature Alarm, High Power Consumption Alarm, High Humidity Alarm
and Low Humidity Alarm

| Trigger Alarm v

Zone1 || High Temperature Alarm v |

Apply Scene:: the system will execute preprogrammed Scene number. Please refer to
8.3. Scene for detail.

Apply Scene L

Scene 1 W
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8.3. Scene

The Scene setting allows you to customize a series of actions with your devices, such as Power
Switch control, image/video request, mode change and trigger alarm. The programmed scene
can be set to activated when a device is triggered. (See 5.1.3. Edit Devices), or when a Home
Automation Rule is excecuted. (See 8.2. Home Automation) For example, you can set a scene
to control multiple lightings, then set your Remote Controller to activate the scene when the
button is pressed, or set a Home Automation Rule to activate the scene.

——
Climax
[ 1Home Scene
L] Panel
|| History Records # Name
|_]EventLog - -
:}Panel Setting #| Area Execution
DJPIN Code 11 |[Empty LEd]
|| Captured Events 1 Empty 21 Ernpty Delete
L] Reported Events 39 Ermpty
|_1Device History 41 Em
- - pty
+|_1Device Management [ Emnt
+ _Network Sefting mpty
= ‘_!g)(stem Setting s A E -
L] Change Password = rea xecution Edit
Home Automation L Ernpty ——
| ]1Scene 2 |Empty 21 Ermpty Delete
| Report an Ernpty
L] Code Setting 41 Erpty
L1smTP 50 Empty
L] Media Upload
=1P0”m #| Area Execution
JXMPP . 11 Empty ﬁ
|_]Date & Time
L] Dynamic DNS 3 Empty 21 Empty | Delete |
| ]TestIP 3N Empty
L] Firmware 41 Ernpty
|_]Firmware/RF 51 Ermpty
L] Factory Reset
JBaCKU & Restore #| Area Execution .
| 1System Log 1 [ Edit
|_1Logout
21 Ernpty Delete
4 Ernpty F = e
Step 1. Click on Edit.
& Name
# Area Execution
11 Empty r
201 = Ermpty ¥
1 Oone
I Empty ¥
411 Ermpty ¥
a1 Ermpty v

Step 2. Enter a name for the scene.
Step 3. Select an Area

Step 4. Select an action to be executed when the scene is activated. Refer to the Rule
Execution section in 8.2. Home Automation for detail.

Step 5. Repeat Step 2-3 to setup the execution you wanted. As many as 5 executions can be
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included in one scene.
Step 6. Click “Done”.

Step 7. Click “OK” at bottom of webpage to confirm the new scene setting..
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8.4. Reporting

This is used for installer to program/ set all requirements for reporting purposes.

—e—
Climax
[ Home Report
i% E?s?c?‘ Records # Reporting URL Level Group 1 Group 2 Group 3 Group 4 Group 5
History Records
;]m 1 All events .
___]—gPane\ Sellin 2 All events .
L_]PIN Code
L] Captured Events 3 Al evenits .
|_]Reported Events
| Device Histo 4 All events O
+ [Device Management 5 Al events o
+ _INetwork Setting
- -_iS_,[stem Semng B All events .
|_]Change Password Al avents e
|_]Home Automation
ene 8 Al events .
Report =] All events .
|_TCode Setting
___] SMTP 10 Al events .
|_]Media Upload
jPOHiﬂ " All evenis O
;] XMPP 12 All events C
|_]Date & Time
;] Dynamic DNS 13 All events O
-_—] Test|P 14 All events O
|| Fimmware
L] Fimmware/RF 18 All events .
“—‘] Faciory Reset 16 All events .
|| Backup & Restore
| ]System Log 17 All events 0
Logout
J 18 All events O
19 All events O
20 All events .

Ezsential Essential ¥ ||| Essential ¥ | |Essential ¥ |  Essential ¥

SRety ¥ | |S5Retry ¥ 5Retry ¥ fRetry T SRetry ¥

Reporting URL
This is used for installer to program report destinations.

1 Climax CID protocol via IP
ip://(Account Number)@(server ip):(port)/CID
Example: ip://1234@54.183.182.247:8080/CID
2 SIA DC-09 protocol via IP
ip://(Account Number)@(server ip):(port)/SIA
Example: ip://1234@54.183.182.247:8080/SIA
3 SIA DC-09 protocol via IP with AES encryption
ip//(Account Number)@(server ip):(port)/SIA/KEY/(128,196 or 256 bits Key)

Format:

Format:

Format:

Example:

ip://1234@54.183.182.247:8080/SIA/KEY/ 4A46321737F890F654D632103F86B4F3
4 SIA DC-09 protocol using CID event code via IP
ip://(Account Number)@(server ip):(port)/CID_SIA

Example: ip://1234@54.183.182.247:8080/CID_SIA
5 SIA DC-09 protocol using CID event code via IP, with HEX encryption.
ip//(Account Number)@(server ip):(port)/CID_SIA/KEY/(HEX)

Format:

Format:

Example:

81




ip://1234@54.183.182.247:8080/CID_SIA/KEY/4A46321737F890F654D632103F86B4
F3
6 CSV protocol vialP
Format: ip//(Account Number)@(server ip):(port)/ CSV
Example: ip://1234@54.183.182.247:8080/CSV
7 CSV protocol via IP including username and password
Format: ip//(Account Number)@(server ip):(port)/CSV/User/Pasword
Example: ip://1234@54.183.182.247:8080/CSV/abcd/1357
8 Email
Format: mailto:user@example.com
Example: mailto:;john@gmail.com
Level
Select a reporting condition:
All events: The system will report all events to this destination.
Alarm events: The system will only report alarm event to this destination.
Status _events: The system will only report status event(non-alarm events) to this
destination.
Group
Select a group for your report destination The system will make report according to the
following principle:
&~ Group with higher priority will be reported first: Ex: Group 1 - Group 2 = Group 3....

%~ |f reporting to the first destination in a group fails, the system will move on to the next
report destination in the group.

%~ |If reporting to one of the report destinations in a group is successful, the system will
consider reporting to this group successful and stop reporting to rest of the destinations
in the group. It will then move on to report to the next group.

%~ If reporting to all destinations in a group fails, the system will retry report to group
according to retry times set below. If reporting is still unsuccessful after retries, the
system will move on to report the the next group according to Essential/Optional setting
below.

& After completing a round of reporting (From Group 1 = Group 2 ..... ->Groupb), If there
is any group set as Essential which has not received report successfully, the system
will restart the reporting cycle to retry reporting until every group set as Essential is
reported successfully.

Essential/Optional

Essential: the system will report to all groups set as Essential. The system will never give
up trying to report to any group set as Essential until at least one of the
destinations in every Essential group successfully receives the report. Group 1
is always set as Essential and cannot be changed.

Optional: The system will only report to group set as Optional when reporting to its
previous group fails. For example: if Group 3 is set is optional, the Control Panel
will only report to Group 3 if reporting to Group 2 fails.

1 Retry/ 3 Retry/ 5 Retry/ 10 Retry/ 99 Retry:
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If reporting to all destinations in a group fails, the system will retry reporting to the group
according to the retries times set here.

<NQTE>

® \When the panel is registered into Climax’s Home Portal Server, URL1 will be filled in
with Home Portal Server report information. Do not change the information once
registration is complete or reporting to Home Portal Server may encounter error.

® After registering the panel in Home Portal Server, if you wish to set more reporting
destination, the new report destination should be set to different group than URL1
otherwise it may not be able to receive report successfully.
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8.5. Code Settings

The Duress Code, Master Code & Temporary Code adds the flexibility of different security level
for operation in Code Settings menu.

Step 1. Key in your preferred 4-6 digit Installer Code, Duress Code, Master Code, and/or
Temporary Code.

———
Climax

%E:;nj Code Setting

%—Eismﬁ—%mms Installer Code [7982
vent Log ' "

[ | Panel Setting Master Code 1

_1PIN Code Master Code 2

_1Captured Events Area

1 Reported Events Duress Code

] Device History

+_]Device Management Guard Code B
+- [ Network Setting Temporary Code :\_U Latch
- {3 System Sefting | OK | | Reset |

[ Change Password —
[ Home Automation
[ 1Scene
_1Report

SMS Repaort

Code Setting
—

1 Media Upload

_ 1 Polling

I XMPP

[ JDate & Time

[ ) Dynamic DNS

[ TestIP

[ ) Firmware

| ) Firmware/RF

[ ) Firmware/IOMCU
| Factory Reset

| 1Backup & Restaore
[ ) System Log

[ Logout

Step 2. You can also choose to have Latch Option On / Off for Temporary Code by tick the
Latch Option box and press OK to confirm the settings.

® Installer Code

The Installer Code is used for SMS Remote Programming, when sending a remote
programming message, the user needs to enter Installer Code in the message to be able
to program the system. The default Installer code is: 7982.

® Master Code
The default Master Code for Area 1 and Area 2 are: 1111 and 2222 respectively.
® Area

Each Area has different Duress Code, Master Code, and Temporary Code. Select the Area
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to program the code setting in this area.
Duress Code

The Duress Code is designed for transmitting a secret & silence alarm.

When Duress Code is used for accessing the system, the Control Panel will report a
secret alarm message without sounding the siren to the Central Monitoring Station to
indicate of a Duress Situation in Progress.

The Duress Code consists of 4-6 digits and is not activated as default by the factory.
Guard Code

The Guard Code is designed for security patrol personnel to arm/disarm the system. It can
be set the same as a User PIN Code.

The Guard Code consists of 4-6 digits and is not activated as default by the factory.
Temporary Code

Temporary Code is also used to arm/disarm the system, but it is for a temporary user. The
temporary Code is ONLY valid for one-access per arming and disarming. Afterwards, the
Temporary Code will be automatically erased and needs to be reset for a new Temporary
user.

The Temporary Code consists of 4-6 digits and is not activated as default by the factory.
Latch Option

This is to program the Latch Key Reporting feature for Temporary Code. Please click the
box to select the options.

M Latch & Latch Report ON = Whenever the system is armed, home/ day home/ night
home armed or disarmed, the Panel will transmitt Contact ID code / SMS message /
GPRS reporting (according to pre-setting) to notify the Central Monitoring Station.

Ll Latch & Latch Reprot OFF = Whenever the system is armed, home/ day home/ night
home armed or disarmed, the Panel will NOT transmit reporting(s) to notify the Central
Monitoring Station.

Delete

Except Master Code which can’t be disabled in any way, Temporary and Duress Code can
be disabled by cleaning the code box and leaving the box as blank.
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8.6. SMTP Setting

Program the mail server related settings. The email account you set here would be used to send
report for events or picture and video clip captured by PIR Camera and PIR Video Camera.

Climax

2
|

T
[e]
=
[4+]

SMTP Setting

—
o
=
T

istory Records

vent Lo Serer:

E

Fuaort: 25

DO
T

2|7
= |5
o2
58
T =
—

) Captured Events User:

;]RGDOI‘TEG Events Passwiord:
__1Device History
+ _:lDevice Management
+ _INetwork Setting Using TLS/SSL encrypted channels (Secure SMTP)
- {3 System Setting Ol
L] Change Password —

Frorm:

Heseat

_Scene Test E-Mail

de Setting Receaiver:

Tedia Upload 8]4 Reset

2 2
=
o
bes]
=1
=
o

vnamic DNS

o
1
%

irmware
irmware/RF
actory Reset

ackup & Restore

vstem Log
out

T | T T

c LD
[EpRleel

™

Step 1. Enter the following settings:
® Server: set the mail server (max. 60 digits/alphabets).

®  Port: set the port number (max. 5 digits/alphabets).

® User: set the mail account name (max. 30 digits/alphabets).

® Password: set the password corresponding to the mail account name (max. 30
digits/alphabets).

® From: set the email address according to your mail sever and account name. If your mail
server supports other email address, you can enter the email address here. (max. 30
digits/alphabets).

® Using TLS/SSL encrypted channels (Secure SMTP):If your mail server uses TLS or

SSL encryption method for secure transfer, please click the box to enable the setting
Step 2. Click OK to confirm the setting.
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8.7. Media Upload

The system can deliver captured images and video clips captured by PIR Cameras and PIR
Video Camera to cell phone, email or FTP.

_
&Climax

[)Home ;
3 Panel Media Upload
1 History Records URL 1: |xher:ﬁt\f.f.\.reslasmarthome.com:BUBDFup—post.js |
| 1Event Log URL 2-
| Panel Setting : |
PIN Code URL 3: |
| ] Captured Events URL 4| |
| 1 Reported Events URL 5 |
| Davice History,

4 (3 Device Managament Prefix: | 127037858778

+ [C1Network Setting [] Delete events after uploaded.

- {3 System Setting Mote: 1. Upload via IP (Ethernet or GPRS) in FTP protocaol, ex: fip:/luser.password@server/path

[ ] Change Password
| Home Automation

1

2 Upload via IP {Ethernet or GPRS) in HTTP protocol, ex: http://server/path
| ] Scene 3. Mail via IP (Ethernet or GPRS), ex: mailto: user@server

4

[ 1 Report 4. Manitou via IP (Ethernet or GPRS), ex: manitou://user@server.port
%%ﬁ 5. Send MMS e-mail via GPRS, ex: mms: user@mail server

SMTP ¢ 6. Send MMS via GPRS, ex: mms: telephone

Media Upload

olling

L} XMPP
| ] Date & Time
| ] Dynamic DNS
[ JTestIP
| Firmware

| ] Firmware/RF

| Firmware/IOMCU
| ]Factory Reset

| ] Backup & Restore
| System Log

[ Logout

FTP: ftp://user.password@server/path
HTTP: http://ip:port/path
Email: mailto:user@server (transmitting an alarm image over Ethernet)

Manitou: manitou://user@server:port

MMS via Telephone: mms: telephone number

MMS via GPRS: mms: user@mail.server (transmitting an alarm image over MMS)

<NOTE>

® If “Deleted events after uploaded” is checked, the system will automatically clear all
captured images which are displayed in the Captured Events menu after it successfully
sends out those captured images to preset reporting destinations.
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ftp://user.password@server/path
http://ip:port/path
mailto:user@server
mailto:user@mail.server

8.8. Palling

The polling function enables the Control Panel to query the destiation you set (URL1 or URL2) in
turn as to whether it has any data to transmit.

b
|

Climax

T
=]
3
[

Polling

'U
o
=
o3

History Records URL 1:
Eventlog
Panel Setting URL =

o
=
]
=}
=
o

Interval: |0 (gec, 0~99999)

/™ ™ ..

Captured Events
__JReported Events Ex: ip:#fzerverpart/path (via Ethernet or GPRE)

') Device History Ewents: O
+ [(1Device Management

+ [_INetwork Settin | OK | | Reset
/{2 System Setting
L] Change Password

ate & Time
vnamic DNS

=y
o
ﬁ

Firmware

irmware/RF

™ N . ™.

|
28
o
r”
:D
=]
-2
0 oo
(15 ]
U e
e
=
=]
[

[ )systemLog
_1Logout

® URL/URLZ2: ip://server:port/path
® Interval : interval time of polling
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8.9. XMPP

XMPP setting enables the Control Panel to query the set destination. This setting is required for
the Control Panel to connect to Climax’s Home Portal Server for remote control. If the panel is
disconnected from the server, it will retry connection every 3 minutes.

_
Climax

[)Home

[ JPanel XMPP

) History Records Server: |t.f.r.vestasmarthome.com |
| 1Event Log .

| ] Panel Setting Backup Server: | |
_]PIN Code Port:[5222

| 1 Captured Events User: | |
j Reported Events Password: | |
| 1Device History

p Domain: | climax-home-portal
+ ] Device Management | P |

+ [ Network Setting Buddy List: | security_admin |
-+ System Sefting Ping Interval: | 40 sec v

] Change Password Connected. Events: 0

Home Automation

) Seane
1 Report
] SMS Report
| ] Code Setting
[} SMTP
" Madia Upload
Pallin
) XMPP

ale & Time
[ ] Dynamic DNS
[ JTestIP
| ] Firmware
| ] Firmware/RF
| ] Firmware/IOMCU
| ]Factory Reset
_1Backup & Restore
| ]System Lag

[ Logout

®  Server: server address (dependent upon default firmware)
US server: us.vestasmarthome.com

EU server: eu.vestasmarthome.com

Taiwan server: tw.vestasmarthome.com

Port: server’s port number

User: authorized user account name

Password: authorized user password

Domain: domain address

Buddy List: contact destination

Ping Interval: server connection test interval

89



8.10. Date & Time

Program the current Date & Time and set automatic synchronization with internet time server.

Climax

b
|

T
=]
=
D

Date & Time

History Records Dt —
Eventlog ate 20140508 | BB (yyyy/Miardd)

Panel Setting Time |11 - |43 {hh:mirm) | Row
PIN Code —
Captured Events
Reported Events

_\]Device History Time Zone
+|_1Device Management
+ |_INetwork Setting Time Zone | (GMT+00:00) Greenwich Mean Time: Dublin, Edinburgh, Lisbon, London ¥

- {2 System Setting
]Change Password | OK | | Reset |

| JHome Automation

alne!
pus)
=
T

e Reset

JI_,JI_,J!_,JI_,I!_,I!_,JI_,JI_,J

el
(=
fas]
=]
7]

Internet Time

F
[1x]
=]
=

Automatically synchronize with an Internet time serer.

Media Upload Serer | poolntp.org \d
Palling oK | | Resat

= www ..
2]
% (=]

:] Firmware/RF @2014 Climax Tech. Ca., Ltd.

L] Factory Reset
]Backup & Restore

[ )System Log
|_]Logout

]

® Date & Time: set current month, date and time.

® Time Zone: choose your time zone, and then the system will calculate the daylight saving
time automatically (if necessary).

® Internet Time: the system will automatically synchronize with an internet time server. Tick
the check box to enable this function. Available options: timel.google.com, pool.ntp.org,

time.nist.gov and tick.usno.navy.mil.
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8.11. Dynamic DNS

This page is used to provide you the Control Panel’s current public IP address.

s
|

Climax

Dynamic DNS

T
=
=
o

=
o5
=
=R

History Records Dynamic DNS Server http:ficheckip. dyndns.org

%_ Your public IP address is: 59.124.230.221
danel ~etling . .

QPW Code | e Reset
L] Captured Events
L] Reported Events
|_]Device History
+ [_JDevice Management
+ [ ]Network Setting
= fjgystem Setting
L] Change Password
L] Home Automation

DoooD

L0
(]
fas}
=
e}

F
[4&]
o}
=

de Settin

L]
=]
|l:

i loa

=
o D
= =
= |
—
[

EEE R R
==
SEER

Date & Time
Dynamic DNS
L
:'IFirmware

L) Firmware/RF

Factory Reset

Backup & Restore
System Lo

[ JLogout

I

[E]I_,][_,]

® Dynamic DNS Server: http://checkip.dyndns.org
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8.12. Test IP

This is for you to test the Control Panel internet connection.

Climax

b
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T
=
=
o

o
jal]
=
T

History Records
Event Lo

Panel Setting

o |2
==
=12
]
o=y
-
s
(ae]
=

I_,II_,JI_,JI|:I[_,JI_,J[_,J

L] Captured Events
=]ReDDrled Events
__1Device History

+ _]Device Management

+ [_)Network Setting
- {3 System Setting
__]Change Password

__]Home Automation
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TestIP
_JFirmware
_Eirmware/RF

_]Eactory Reset
__|Backup & Restore

[ )System Log
|_]Logout

| L.
=15
= |
= o=
==
= =
= D
[¥p]

L.

Test IP

LIEL:

Interval: |0 {sec, 0~29995)
Ex: ipffserverport/path (via Ethernet)

(0] | Reset

Step 1. Enter the URL destination you want to test connection to.

Step 2. Enter the test interval.

Step 3. Click “OK”

You can check the test connect result in System Log.
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8.13 Firmware Upgrade
You can update the firmware via this web page.
Step 1. Click on “Choose File” and locate the latest firmware file in your PC.

—_—
Climax

[ Home :
[} Panel Firmware Upgrade
D Histary Records This page applies a firmware update to your alarm panel. You should only apply updates with the correct
[JEvent Log firmeware.
[ Panel Setting
[JPIN Code Your current firmware version is: GL 0.0.2.23
[ ] Captured Events
[ Reported Events Firmware Filz: | S3{ERZE | FEEFREE
DM! To locate the correct file, click on the browse file button and find the directory you downloaded it to. Click on
+ (1Device Management the file and then OK. When the filename appears in the box, click the apply button. DO NOT interrupt the
+ ] Network Setting update process.
—4 System Setting
[ Change Password 1
[ ) Home Automation Apply

[ Code Setting ©2011-2020 Climax Tech. Co., Ltd
SM

[ Media Upload

| Polling
[ XMPP

[ Date & Time
[ ) Dynamic DNS

i
| 3 Firmware/|OMCU
[ Factory Reset

[ Backup & Restore
[ ) System Log

[ Logout

Step 2. Press “Apply” to upload the latest firmware to Control Panel
Step 3.  Wait for 1 min and do NOT power off during this time.
Step 4. Once Firmware upgrading is complete, the Control Panel will reboot automatically
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8.14. RF Firmware Upgrade

You can update the Control Panel's RF firmware via this web page.

Step 1. Click on “Choose File” and locate the latest firmware file (‘unzipped image.bin” file)
in your PC.

History Records
[ Event Log
[[] Panel Setting
[1PIN Code
[} Captured Events
1 Reported Events
|1 Device History
+ [ Device Management
+ [ Network Setting
-3 System Setting
[} Change Password
[ ] Home Automation
[ Scene
[]Report
[ SMS Report
[ Code Setting
[ SMTP
[ Media Upload
[ Polling
[ XMPP
[} Date & Time

[ Dynamic DNS
[ ] TestlP

ry Reset
| Backup & Restore
[ ] System Log
[ Logout

RF Firmware Upgrade
This page applies a firmware for RF update to your alarm panel. You should enly apply updates with the
correct firmware.

Your current firmware version is: BG_U-ITR-F1-BD_BL.A30.20190726

Firmware File ‘ WMIEEE |5Ei§j§{ﬂm§_2
To locate the correct file, click on the browse file button and find the directory you downloaded it to. Click on
the file and then OK. When the filename appears in the box, click the apply button. DO NOT interrupt the
update process

[ Apply |

@ 2011-2020 Climax Tech. Co., Lid

Step 2. Press “Apply” to upload the latest firmware to Control Panel

Step 3. Wait for 1 min and do NOT power off during this time.

Step 4. Once Firmware upgrading is complete, the Control Panel will reboot automatically
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8.15. 10 MCU Firmware Upgrade
Step 1. Click “Firmware/IOMCU” to enter this page.

Step 2. Click on “Choose File” and locate the latest firmware file in your PC.

—r——
Climax

[JHome
[ Panel
[} History Records
[]EventLog
[ ] Panel Setting
[ JPIN Code
[ Captured Events
[} Reported Events
[ Device History
#-[_1Device Management
+-_]Network Setting
=3 System Sefting
[ Change Password
[ ) Home Automation
| ] Scene
[ ) Report
[} SMS Report
[ Code Setting
[ SMTP
[ Media Upload
L} Poling
[ XMPP
[ Date & Time
[ Dynamic DNS
[ TestIP
[ 3 Firmware

Factory Reset

[ ] Backup & Restore
| ) System Lag

[ Logout

10 MCU Firmware Upgrade
This page applies a firmware for 1O MCU update to your alarm panel. You should only apply updates with the
correct firmware

Your current firmware version is: U-IO_BL.AD1.2020.04.10

Firmware Fila | BB ‘iﬁﬁfﬂiﬁgg
To locate the correct file, click on the browse file button and find the directory you downloaded it to. Click on
the file and then OK. When the filename appears in the box, click the apply button. DO NOT interrupt the
update process

[ Apply |

@® 2011-2020 Climax Tech. Co., Ltd

Step 3. Press “Apply” to upload the latest firmware to Control Panel

Step 4. Wait for 1 min and DO NOT power off during this time.
Step 5. Once Firmware upgrading is complete, the Panel will reboot automatically.
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8.16. Factory Reset

Yan can clear all programmed parameters in the Control Panel and reset it to Factory Default.

Once the Factory Reset is executed, all the programmed settings will returned to its default
value, and all the learnt-in devices will be removed. You will need to restart the programming
and learning process again.

8.16.1 Remote Reset

Step 1. Tick the Kept current network setting to keep the current Network settings.
Otherwise, the system will reset its value back to factory default. Tick the Kept
current device list box to keep the current learnt-in devices. Otherwise, the system
will reset its value back to factory default.

Step 2. Press Yes to continue the Reset procedure.

Step 3.  Wait for 1 min and do NOT power off during this time.

Step 4. Once reset is complete, it will automatically reboot the main unit.

—_—
Climax

E;;”n'f‘ Factory Reset

[} Histary Records Your current firmware version is: GL 0.0.2.238

[ Event Log

[ Panel Setting Do you want to restore this device to factory default setting?
[1EIN Code [ Kept current network setting.

[} Captured Events
[ Reported Events
[ Device History

+ [ Device Management

+ [ Network Setting

-2 System Setting

[ Change Password

[ 1Heme Automation ® 2011-2020 Climax Tech. Co., Lid

[ Scene

[1Report

[]5MS Report

[ Code Setting

L1SMTP

[] Media Upload

[1Polling

L1 XMPP

[ 1Date & Time

[ Dynamic DNS

[} TestIP

[} Eirmware

[ Firmware/RF

[ Kept current device list.

‘ Yes

[j Eactory Reset

[ System Log
[ Logout

8.16.2 Local Reset

Step 1. Slide battery switch to OFF.

Step 2. Press and hold the learn button.

Step 3. Keep holding the reset button until you hear continuous beeps. The 3 LEDs will flash 3
times.

Step 4. Release the button and wait for the Control Panel to reboot.

96



8.17. Backup & Restore

Yan can back up all programmed parameters and save these programmed values into a file.
Besides, you also can restore pre-programmed settings.

8.17.1 Backup Data

Click Download, and you can back up all programmed data and save these programmed values
into a file.

B
|

Climax

Configuration Backup

T
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=
]

1O
[
=
T

History Records Configuration File: | Download
Event Log
Panel Setting
PIN Code
Captured Events
Reported Events Configuration File: | Choose File | Mo file chosen
|_1Device History Lo
+ _JDevice Management
+ [_INetwork Setting
-{System Setting
QChange Password
|_1Home Automation Apply

Configuration Restore

J|_,J|_,J|_,J|_,J|_,J|_,I|_,J|_,J

To locate the correct file, click on the browse file button and find the directory you downloaded it to. Click
on the file and then QK. WWhen the filename appears in the box, click the apply button. DO MOT interrupt
the update process.
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8.17.2 Restore Settings
Step 1. Click Choose File, select a saved file.
Step 2. Click Apply to apply the pre-programmed values to the main unit.
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8.18. System Log

The sytem log webpage logs the control panel’s detail system operation history.

—_—
&Cllmax

_mm System Log

| History Recosds Reload

([ Panel Setfing Message

L1BIN Code url=ip/1270378587 78| smarthome.com I0_SIVSES', rat=0, reason=", event=311, text="Area 0 Zone 0 Panel Battery Missing/Dead

SNTP Setup Time

2020007103 025134 Connected
() Device Mang 2020/07/03 02.51.33 url=p 127037855775 @1w vestasmarthome com 765/CID_S| 0. reason=", avent=383, text="Area 1 Zone 5 Tampar Reslore’
+ Z)Network Setting 2020107103 02,6133 wrip /1270378567 TB@tw vestasmarthome. com B766/CID_SIAISES', ret=0, reason=" event=383, text=Area 1 Zone & Tamper
e Elem Setting 2020/07/03 0251 30 wi=ip //127037858778@tw vestasmarthome com B765/CID_SIA/SES ret=0_ reasor vent=137, text="Area 0 Zone 0 Panel Tamper
D Satup Network Addre
Home Automation Phiggsd
Setup Network Address
Module Not Exdst
5 2 Module Not Exist
3 8 [A270378587 T8 @iw vestasmarthome com B65/CID_SI/SES' ret=0, reason=", avent=311, texi="Arza 0 Zone 0 Pancl Battery MissinglDead
B 30 SNTP Setup Time
6 2 Connected
6 @ url=ip. (12703785877 B@tw vestasmarthome com 6765/CID_SWSES', ret=0, reason=", event-383, taxt="Area 1 Zone 5 Tamper R
3 & /1270376567 TB @t vestasmarthome. com 8765/CID_SIAISES', ret=0, reasan=", event=381, text="Area 1 Zone 5 Tampa
2020107102 08 20 02 & 0 Worker Selup Network Address
2020107102 08 2002 6 6 Reporte wl=ip. (127037856 TT6@w vestasmarthome com 6765/CID_SWWSES' ret=0, reason=", event=137, text="Area 0 Zone 0 Panel Tamper
2020/07/02 05:20.01 & ] Plugged
2020107102 08 19 57 B £ Setup Network Address

Limit # of e
[ SystamLog

[ Logout System Log File: [ Download

® System Log File Download: Click to download a detail log files into your computer
more information.
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9. Event & History

This section introduces event history of the system.

9.1. Captured Events

This page stores all captured pictures and videos by PIR Camera and PIR Video Camera. When
a PIR Camera is triggered, it will take 3 pictures in quick succession, when a PIR Video Camera
is triggered, it will take a 10-second video clip. You can also request the PIR Camera to take a
picture and PIR Video Camera to take a 10-second video clip manually.

Caputred events will be displayed in this page with their information for you to view. Simply click
on the picture or video to view them. You can also click Delete to delete the event.

1Home Captured Events

|

D 3

[ History Records Reload
L

]

Time Area Zone Type Status Media Comment

[ Captured Eventd
e 2012-09-12 16:24:52 1 10 Requested Done No Packet Lost Delete
L 1Device History........, =
+1_IDevice Management —
K i i
D = Network Setting 2012-08-28 14:30:42 Requested Done Video No Packet Lost Delete

+ ) System Setting
[ Logout 2012-08-28 14:21:12 Requested Done Video No Packet Lost Delete

Limit # of items: |10 v

® Reload : Click to refresh the page content
® Limit # of ltems: Click the drop down menu on the page to select the numbers of captured
events you want to display.
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9.2. Reported Events

This page stores all triggered events by the control panel by recording the events’ CID event
code and report status.

P
Climax
[JHome Reported Events
D Panel
[ History Records Reload
[ Event Log
[)Panel Setting Time Area  Zone / User Trigger / Restore CID event Message Report Status Comment
. 2012-09-12 16:09:37 1 6 [Trigger 383 Tamper Done |
ported Events 2012-09-12 14:49:33 1 5 Trigger 383 Tamper Done
Coevee ory 2012-09-12 14:49:27 1 5 Restore 383 Tamper Restore Done
P e paad 2012-09-12 14:48:57 1 5 Trigger 383 Tamper Done
+ (1System Setting 2012-09-12 14:48:56 1 5 |Restore 383 Tamper Restore Done
[ Logout 2012-09-12 14:48:51 1 5 Trigger 383 Tamper Done
2012-09-12 14:48:49 1 5 Restore 383 Tamper Restore Done
2012-09-12 14:45:07 1 5 vTrigger 383 Tamper Done
2012-09-12 14:45:05 1 5 |Restore 383 Tamper Restore Done
2012-09-12 14:43:29 1 5 Trigger 383 Tamper Done
2012-09-12 14:43:27 1 5 Restore 383 Tamper Restore Done
2012-09-12 14:42:46 1 5 Trigger 383 Tamper Done
2012-09-12 04:04:16 1 1 Trigger 147 Supenision Failure Done
2012-09-12 04:04:16 1 3 Trigger 147 Supenvision Failure Done
2012-09-12 04:04:15 1 2 Trigger 147 Supenvision Failure Done
2012-09-11 16:35:18 0 0 Trigger 311 Panel Battery Missing/Dead Done
2012-09-11 16:04:16 0 0 Trigger 137 Panel Tamper Done
2012-09-11 10:40:58 0 0 Trigger 311 Panel Battery Missing/Dead Done
2012-09-11 10:16:07 0 0 Trigger 137 Panel Tamper Done
2012-08-28 19:18:02 1 1 Trigger 383 Tamper Done
Limit # of items WT/

® Reload : Click to refresh the page content
® Limit # of Items: Click the drop down menu on the pageto select the numbers of captured
events you want to display.
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9.3. Event Log

The Event Log page records specific actions performed by the Control Panel and accessory
devices.

—e—
Climax
[ Home =
[P anel Reload
[ 1History Records
Time Area Mode Action User Source Device Type Message
LI Fanel sefting 20150112 05:26:09 Switch To Standard Mode Fanel Weh
E%Evems 2015/01/1206:26:35 1 Device Added Zoned | IP Camera Web
[Reported Events 201501412 05:25:04 Switch To Learn Mode Panel Wieb
Dw‘l 201501412 05:25:03 Switch To Standard Mode Panel e
* C1Device Management 2015/01/12 05:23:43 Switch To Lear Mode Panel Web
+CIMetwark Setting -
#1Systern Setting 201580112 04:09:49 Switch To Standard Maode Panel Wyeh
[ Logout 201501412 04:08:20 System Fault Fanel ArealZonel Tamper; ArealZoned Tamper
2015112 04:08:200 1 |Disarm Device Tarmper Zoned | IR Camera Trigner
201501412 04:04: 48 Switch To Learn Mode Parnel Wb
20150112 04:04:45 Switch To Standard Mode Panel Wyeh
20150112 04:03:31) 1 Device Added Zoned | IR Camers Wb
20150112 04:02:32| 1 Device Added Zone2 Dimrner Wyeh
201501412 04:01:38 Switch To Learn Mode Panel Wb
2015/011203:41:13 System Fault Fanel ArealZonel Tamper
2015A01A1203:41:120 1 |Disarm lgnored Zonel |Door Contact Tarmper lgnored
20150112 03:41:12) 1 |Disarm Device Tamper Zfonel |Door Contact Trigger
System Fault Panel Restore
System Fault Panel Metwark Cable Unplugged, ZigBee Not Ready
Initialize Panel Ready
20150112 03:16:07 System Fault Panel ArealZonel Tamper
Limit # of iterns: |20 ¥

® Reload : Click to refresh the page content
® Limit # of Items: Click the drop down menu on the pageto select the numbers of captured
events you want to display.
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9.4. Device History

You can track your ZigBee accessory device status history under Device History. For Power
Switch Meter or Temperature Sensor, the update history power consumption or temperature
ireading will be displayed under this page (the current info is also displayed under Panel and
PSS Control).

e
Climax
%ggmj Device History
DHistnry Records Reload
DEvent Log
_1Panel Setting Date Time Area Zone Name Information Value
%Erﬁff;aems 2015-01-12 05:42:29 1 2 Energy 2. 5kvh
e Rapastod o 2015-01-12 05:42:29 1 2 Active Power 00w
2015-01-12 05:32:29 1 2 Energy 2 5kWWh
: ) Natwork Seftin : 2015-01-12 05:32:29 1 2 Active Power 0.0
+ (1System Setting 2015-01-12 05:22:29 1 2 Energy 2.5kWh
[Logout 2015-01-12 05:22:29 1 2 Active Power 0.0
2015-01-12 05:12:29 1 2 Energy 2.5kWh
2015-01-12 05:12:29 1 2 Active Power 0.0
2015-01-12 05:02:29 1 2 Energy 2.5kWh
2015-01-12 05:02:29 1 2 Active Power 0.0
2015-01-12 04:52:29 1 2 Energy 2.8kWh
2015-01-12 04:52:29 1 2 Active Power 0.0
2015-01-12 04:42:29 1 2 Energy 2.8kWh
2015-01-12 04:42:29 1 2 Active Power 0.0
2015-01-12 04:32:29 1 2 Energy 2.8kWh
2015-01-12 04:32:29 1 2 Active Power 0.0
2015-01-12 04:22:29 1 2 Energy 2.8kWh
2015-01-12 04:22:29 1 2 Active Power 0.0
2015-01-12 04:12:29 1 2 Energy 2.8kWh
2015-01-12 04:12:28 1 2 Active Power 0.0
Limit #of iterns: |20 ¥

® Reload : Click to refresh the page content
® Limit # of Items: Click the drop down menu on the pageto select the numbers of captured
events you want to display.
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10.

Appendix

10.1. Fault Event Description

During operation, when the panel detects faulty events, the panel will log the event and make
reports. When fault events exist in the system, the panel Fault LED will light up and the panel will
emit a beep every 30 seconds.

® Fault Event Table

Fault Event

Descriptions

Panel AC Failure

The Control Panel's AC power is disconnected

When AC failure is detected, the panel will turn off both Ethernet and mobile
network functions when idle to conserve power. Ethernet and mobile network
will be activated temporarily when an event is detected by the panel (i.e. alarm
trigger) to send report, and will turn off again after finishing report.

Accessing the panel via remote server XMPP connection is disabled during AC

failure.

Panel Low Battery

The panel’s backup battery is only used when AC failure is detected. When the

backup battery voltage is low, the panel low battery event is generated

Panel Tamper

The tamper switch on back of the panel is not compressed against the back

cover. This means the panel’s cover is opened and not properly sealed.

Battery Dead/Missing

The panel cannot detect backup battery, this means the battery is either

dysfunctional, or the battery switch is not slid to ON position.

Interference/Jamming

The panel detects radio frequency jamming, which will affect its ability to
receive signal from RF devices (Does not include ZigBee/Shutter Control/Wi-fi

signal)

Device Low Battery

The accessory device at indicated zone number is low on battery

Device AC Failure

The accessory device at indicated zone number does not have AC power

connection.

Device Tamper

The tamper switch of the device at indicated zone number is open

Device Supervision

Failure

The panel was unable to receive supervision signal sent from accessory device
at indicated zone number for the duration of Supervision Timer programmed.
(i.e. If Supervision Timer is set to 12 hours, the panel will generate supervision

failure event after failing to receive supervision signal for 12 hours)
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10.2. Control Panel Mode and Response Table

For Alarm Activation by Events and Control Panel Responses, please refer to the following

table:
System Mode / Status
Attribute . Under Exit
Disarm Full Arm Home Arm Und_er Exit Timer (No U”d‘?r Entry
Timer Timer
Response)
No No No Instant No
No Response Burglar No Response
Response Response Response Alarm Response
Instant Start Entry 1 | Start Entry
> 1-> Instant
Start Entry Burglar Bural | | No Delayed
Delay 1 Alarm urglar Burglar Burglar Response | Burglar Alarm
(Interior) Alarm Alarm Alarm
(Perimeter) (Interior)
Instant Start Entry 2 | Start Entry
> 2> Instant
Start Entry Burglar No Delayed
Delay 2 Alarm Burglar Burglar Burglar Response | Burglar Alarm
y (Interior) Alarm Alarm Alarm P 9
(Perimeter) (Interior)
Door Instant No
Chime Door Chime | Door Chime . Burglar Door Chime
Chime Response
Alarm
Instant Instant Instant Instant
Burglar Follow Burglar Burglar Burglar Burglar ResNgnse BurD?::):grm
Alarm Alarm Alarm Alarm P 9
Instant Instant Instant Instant No Instant
Burglar Instant Burglar Burglar Burglar Burglar Response | Burglar Alarm
Alarm Alarm Alarm Alarm P 9
Instant Instant Instant Instant Instant
Burglar Burglar Burglar No Burglar
Burglar Outdoor Outdoor Outdoor Outdoor Burglar Response Outdoor
Alarm
Alarm Alarm Alarm Alarm
s 0.3 d c Instant
ee 10.3. Appendix — Cross Zone
Cross Zone Burglar No Delayed
Verification Response | Burglar Alarm
Alarm
Set/Ur]set Full Arm No Full Arm Full Arm No No Response
(Opening) Response Response
Set/U_nset No Disarm Disarm Disarm Disarm Disarm
(Closing) Response
Instant Instant Instant Instant Instant Instant
24H — Burglar Burglar Burglar Burglar Burglar Burglar Buralar Alarm
Alarm Alarm Alarm Alarm Alarm 9
24H — Smoke Instant Instant Instant Instant Instant Instant
Smoke Smoke Smoke Smoke Smoke Smoke Alarm
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Alarm Alarm Alarm Alarm Alarm
Instant Instant Instant Instant Instant Instant
24H — Medical Medical Medical Medical Medical Medical Medica
Alarm Alarm Alarm Alarm Alarm Alarm
24H — Fire Instant Fire | Instant Fire | Instant Fire | Instant Fire | Instant Fire Instant Fire
Alarm Alarm Alarm Alarm Alarm Alarm
Instant Instant Instant Instant Instant Instant Water
24H — Water Water Water Water Water
Water Alarm Alarm
Alarm Alarm Alarm Alarm
24H — CO Instant CO Instant CO Instant CO | Instant CO Instant CO Instant CO
Alarm Alarm Alarm Alarm Alarm Alarm
24H — Gas Instant Gas | Instant Gas Instant Instant Gas | Instant Gas Instant Gas
Alarm Alarm Gas Alarm Alarm Alarm Alarm
24H — Heat Instant Heat | Instant Heat Instant Instant Heat Instant Instant Heat
Alarm Alarm Heat Alarm Alarm Heat Alarm Alarm
Instant Instant Instant Instant
24H — Silent Panic Instant Silent Silent Silent Panic | Silent Panic Instant Silent
Silent Panic Panic Alarm Panic Panic Alarm
Alarm Alarm Alarm
Alarm
. Instant Instant Panic Insta_nt Instant Insta_nt Instant Panic
24H — Panic . Panic . Panic
Panic Alarm Alarm Panic Alarm Alarm
Alarm Alarm
Instant Instant Instant Instant Instant Instant
24H —
Emergency Emergency | Emergency | Emergency | Emergency | Emergency | Emergency
Alarm Alarm Alarm Alarm Alarm Alarm
Instant . Instant Instant Instant .
24H — Silent Instant Silent Silent Silent Silent Instant Silent
Emergency Emergency Emergency
(Quiet) Emergency Alarm Emergency | Emergency | Emergency Alarm
Alarm Alarm Alarm Alarm
24“'?F”?“““ See 10.4. Appendix — Fire Verification
Verification
Trigger Trigger Trigger Trigger Trigger Trigger
Trigger Scene Scene Scene Scene Scene Scene Scene
Number Number Number Number Number Number

<NOTE>

& “Delayed Burglar Alarm” reponse means the Control Panel will wait for the Entry Time
to expire. If the Enty Time expires without disarming the system, the Control Panel will

activate a Burglar Alarm after Entry Time expiry.

& “Silent Panic Alarm”, “Silent Emergency Alarm” and "Burglar Outdoor Alarm” does
not activate any audible alarm. The Control Panel will report the alarm event silently
without any warning sound.
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10.3. Cross Zone Verification

Cross Zone Verification is use to setup cross verification for intrusion sensors.

To use Cross Zone Verification, the following sensor and panel setting must be adjusted:

1 Atleast 1 intrusion sensor must be set to Cross Zone attribute.

2 The Cross Zone Timer option under Panel Setting webpage must be enabled.
Cross Zone Verification Rule

® Cross Zone function does not activate under Exit and Entry Time.

® \When a sensor set to Cross Zone attribute is triggered, the panel begins to sound alarm,
counts down Cross Zone Timer and reports a Cross Zone First Trip event (CID 693).

>

If the Cross Zone Timer expires without any other sensor trigger, the panel reports
Cross Zone Trouble event (CID 378) when the timer expires.

If the same sensor is triggered again during Cross Zone Timers, the Cross Zone Timer
is reset and extended.

If another sensor is triggered during the timer:

&

&

The Panel report Burglar (CID 130) for both sensors.

If the newly triggered sensor is set to Cross Zone attribute, the Panel also report
Burglar Verified (CID 139) for this sensor.

The Cross Zone Timer is reset and extended.

When the Cross Zone Timer expires, the panel reports Cross Zone Timeout (CID
694).
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10.4. Fire Verification

Fire Verification is use to setup verification for Smoke Detector.

To use Fire Verification, the following sensor and panel setting must be adjusted:

1 Atleast 1 Smoke Detector must be set to 24 HR — Fire with Verification attribute.
2 The Fire Verification Timer option under Panel Setting webpage must be enabled.
Fire Verification Rule

® When a Smoke Detector set to Fire Verification attribute is triggered, the panel begins to
sound alarm, counts down Fire Verification Timer and reports a Near Alarm event (CID 118).

» Triggering any Smoke Detector with Fire Verification attribute (including the original
Some Detector) during Fire Verification Timer will prompt panel to report Smoke Alarm
event (CID 111), the timer will be reset and extended.

» Triggering a regular Smoke Detector with Smoke attribute during the Fire Verification
Timer will prompt panel to report Smoke Alarm event (CID 111), the timer will not be
reset..

» When the Fire Verification Timer expires, the panel reports Fire Verification Timeout
event (CID 695).
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10.5. Contact-ID Protocol & Format

Where

ACCT MT QXYZ GG C,C,C;

ACCT

4 Digit Account number (0-9, B-F)

MT

Message Type, 18H.

Q

Event qualifier, which gives specific
event information:

XYZ

Event code (3 Hex digits 0-9, B-F)

GG

Group, Partition number (O0H), or
Area Number

- 00 = panel
-01=area........ XX= area Xx

C.C,Cs

1. For devices: zone

C,C,C3=Zone number

001, Zone 1

002, Zone 2

XXX Zone XXX

2. For Panel: code
C,C,Cs=
User PIN Code 1 | 001
User PIN Code 2 | 002
User PIN Code 3 | 003
User PIN Code 4 | 004
User PIN Code 5 | 005
User PIN Code 6 | 006
Temporary Code 997
Duress Code 998
000= Control Panel
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10.6. Event Code
® 100 — Medical
€ When a device set to Medical attribute is triggered.
® 101 - Personal emergency
€ When a device set to Personal Emergency attribute is triggered.
® 110 - Fire
€ When a device set to Fire attribute is triggered.
® 111 - Smoke
€ When the Smoke Detector (SD) set to Smoke Alarm is triggered.

€ When the Smoke Detector (SD) set to Fire Verification verifies an alarm during Fire
Verification Time.

® 118 — Near Alarm
€ When the Smoke Detector (SD) set to Fire Verification is triggered.
® 120 - Panic
€ When a device set to Panic attribute is pressed.
® 121 - Duress
€ When the Duress Code is entered to disarm or arm the system.
® 122 -Silent Panic
€ When a device set to Silent Panic is pressed.
® 130 - Burglar
€ Whenever a device set as Burglar Instant is triggered.

€ Whenever a device set as Burglar Instant is triggered under Disarm, Full Arm or
Home Arm mode.

® 131 - Burglar Perimeter
€ When a device set as Entry is triggered in Full Arm mode.

€ When a device set as Burglar Follow is triggered during Full Arm Entry Time and the
system is not disarmed before entry time expiry.

® 132 - Burglar Interior
€ When a device set at Entry is triggered in Home Arm mode.

€ When a device set as Burglar Follow is triggered during Home Arm Entry Time and
the system is not disarmed before entry time expiry.

® 136 — Burglar Outdoor
€ Whenever a device set at Burglar Outdoor is triggered.
® 137 — Panel Tamper/ Panel Tamper Restore
€ When the panel’s tamper protection is triggered.
€ When the panel’s tamper function is restored.
® 139 - Burglar Verified.
€ When a sensor set to Cross Zone attribute verifies an alarm.
® 147 — Sensor Supervision Failure/ Sensor Supervision Restore

€ When the panel fails to receive supervision signal from a device within preset
supervision timer.
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€ When the panel receives signal again from sensor that previously failed supervision.
154 — Water leakage

€ When the Water Sensor connected to Door Contact set at Water (@W) is triggered.
158 — High Temperature Alarm

€ When high temperature alarm is triggered.
159 — Low Temperature Alarm

€ When low temperature alarm is triggered.
162 — CO Alarm
170 — High Power Consumption

€ When high power consumption alarm is triggered.
171 — High Humidity Alarm

€4 When high humidity alarm is triggered.
172 — Low Humidity Alarm

€ When low humidity alarm is triggered.
301 - AC Failure/ AC Power Restore

€ When the AC power fails for more than 10 sec.

€ Restore from AC power failure.
302 — Low battery/ Battery Normal

€ When the battery voltage of the Panel is low.

€ \When the panel battery restores voltage.
311 - Battery Disconnection/ Battery Reconnected
344 — Interference/ Interference problem solved
358 — Network Cable Unplugged
€ When the Ethernet cable is disconnected.
374 — Force Arm
€ When the system is armed with existing fault events
693 — Cross Zone Trouble

€ When Cross Zone Timer expires without alarm verification.
380 — Device AC Failure
€ When an AC power device loses AC power connection.
383 — Sensor Tamper/ Sensor Tamper Restore

€ When any sensor’s tamper protection is triggered.

€ When the sensor’s tamper function is restored.
384 — Sensor Low battery/ Sensor Battery Normal

€ When a device detects low battery voltage.

€ When a device’s low battery condition is restored.
400 — Arm/Disarm (by Remote Controller)

€ When the system is armed or disarmed by using the Remote Controller.
401 — Remote Arm/Disarm

€ When the system is armed or disarmed by SMS message or web access
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407 — Disarm/Away Arm/Home Arm by Remote Keypad
408 — Set/Unset Arm/Disarm

€ When the DC set at Set\Unset is triggered.

456 - Partial Arm

€ When partially arm the system from Disarm to Home arm
570 — Device out of order/ Door Contact Not Closed

€ When arm fault type is set as Direct Arm, any device is out of order after the preset exit
delay time is reached

€ When arm fault type is set as Direct Arm, Door Contact is not closed after the preset
exit delay time is reached.

602 — Periodic test report
€ When the control panel makes periodic Check-in reporting.
616 — Call Request
€ When the service call is activated by VST-809.
693 — Cross Zone First Trip
€ When a sensor set to Cross Zone is triggered to start Cross Zone Timers.
694 — Cross Zone Timeout
€ When Cross Zone Timer expires after the alarm has been verified.
695 — Fire Verification Timeout

€ When Fire Verification Timer expires.
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