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Notice and Disclaimer

This manual’s sole purpose is to assist installers and/or users in the safe and
efficient installation and usage of the system and/or product, and/or software
described herein.

BEFORE ATTEMPTING TO INSTALL AND/OR USE THE SYSTEM, THE INSTALLER AND
THE USER MUST READ THIS MANUAL AND BECOME FAMILIAR WITH ALL SAFETY
REQUIREMENTS AND OPERATING PROCEDURES.

The system must not be used for purposes other than those for which it
was designed.

The use of the software associated with the system and/or product, if
applicable, is subject to the terms of the license provided as part of the
purchase documents.

ROSSLARE exclusive warranty and liability is limited to the warranty and
liability statement provided in an appendix at the end of this document.

This manual describes the maximum configuration of the system with the
maximum number of functions, including future options. Therefore, not
all functions described in this manual may be available in the specific
system and/or product configuration you purchased.

Incorrect operation or installation, or failure of the user to effectively
maintain the system, relieves the manufacturer (and seller) from all or any
responsibility for consequent noncompliance, damage, or injury.

The text, images and graphics contained in the manual are for the
purpose of illustration and reference only.

All data contained herein subject to change without prior notice.

In no event shall manufacturer be liable for any special, direct, indirect,
incidental, consequential, exemplary or punitive damages (including,
without limitation, any and all damages from business interruption, loss of
profits or revenue, cost of capital or loss of use of any property or capital
or injury).

All graphics in this manual are for reference only, some deviation between
the image(s) and the actual product may occur.

All wiring diagrams are intended for reference only, the photograph or
graphic of the PCB(s) are intended for clearer illustration and
understanding of the product and may differ from the actual PCB(s).
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Introduction

1. Introduction

The AxTraxNG™ Access Control System is a complete Server-Client software
management system for use with the AC-215, AC-225, AC-425, and AC-525
Access control panels.

The AxTraxNG Access Control System is user-friendly, intuitive, and rich in
functionality. Using AxTraxNG, you can configure door functionalities based on
areas and time frame for different types of personnel and for varying alarm
situations.

The AxTraxNG Access Control System can integrate with ViTrax™, Video
Surveillance software application. The main purpose of the integration is to
enable video recording based on access control events and convenient
playback.

This manual is compatible with AxTraxNG software Version 00.23.02 and
above.

1.1 System Features

AxTraxNG makes it possible to control and monitor every aspect of access

control on a site. The system includes a built-in software security system that

controls access to the system database, and logs all performed operations. In

addition, the system boasts the following Professional Grade features:

= Afree basic Level 0 server software license for up to 64 panels. Three
incremental license levels can be activated by buying a Rosslare HASP key
(the CD-ROM is provided with the package).

= User-friendly PC software with intuitive layout reduces the complexity of
access control

= Manages user data, photo and information fields, access rights, alarms,
strike time, and door mode, all from one central location

= Produces reports from acquired data, such as entry and exit times, as well
as alarm types initiated by user, location, and time events

= Available in multiple languages and date formats

= Compatible with additional video management software modules from
Rosslare (ViTrax)

= Backward compatibility with VeriTrax AS-225 and AxTrax AS-525

12 AxTraxNG™ Software Installation and User Manual
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1.1.1 Access Control

Access groups define access rights for every part of the site. Access rights are
time dependent; for example, users in the "Mornings Only" access group can
have access to certain areas of the site between 9 am and 12 pm only. Assign
each individual user to an access group.

The system also stores an identification photograph and personal details for
each user, as well as user specific access settings, such as antipassback
immunity, requirements for an extended open door period, configurable
special privileges, and triggered outputs.

1.1.2  Access Monitoring

The AxTraxNG software records every attempt to open a door within the site.
Status maps show the state of every part of a facility, while an Events log
records complete details of every time access is granted or denied for every
door on a site, and records possible door tampering and forced entries.

AxTraxNG can also produce a variety of access reports, including usage reports,
attendance records, and roll calls. Using the AxTraxNG Report Wizard, users
can design their custom reports to meet their specific needs.

1.1.3  Software Security

Access to the AxTraxNG software is password controlled. It is possible to grant
individually based restricted security rights for different operators, with access
to only specified elements of the system or with read-only access.

1.2 AxTraxNG Server and Client
The AxTraxNG system includes both the AxTraxNG Server and the AxTraxNG
Client software applications separately.

Install the AxTraxNG Server on the computer that controls the access control
panels and manages the database.

Install the AxTraxNG client software on any PC from which you wish to access
the system. One AxTraxNG server can serve an unlimited number of AxTraxNG
clients.

AxTraxNG is based on a standard Client-Server architecture:

= Only the server connects to the database; the clients draw the information
from the server

=  Clients connect to the server using Serial communication (RS-485) or LAN
remote communication technology

= The server runs as a Windows service by default
= The client software is based on dynamic docking technology

I It is highly recommended that you back up the system database to an external
storage device once a week (see Section 11.4).

AxTraxNG™ Software Installation and User Manual 13
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1.3 Using this User Guide

This user guide provides all the information required to start working with
AxTraxNG software. Refer to the AC-215, AC-225, AC-425, or AC-525
hardware manuals for wiring and installation instructions.

The manual explains the following in detail:

= How to install the AxTraxNG server

= How to install the AxTraxNG client

= The basic functionality of AxTraxNG

= How to set up a new site from the AxTraxNG

= How to monitor and manage a site using the AxTraxNG client

14 AxTraxNG™ Software Installation and User Manual
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2. Specifications and Requirements

2.1 System Capabilities

General
Software Architecture

Database Type
Max. Number of Users

Max. Access Groups

Max. Number of Time Zones
Max. Cards per User

Max. Number of Doors
Max. Access Control Panels
Antipassback

International Holiday Support

Networks
Max. Number of Networks

Supported Access Control Panel
Models

Panel Networks Communication
Interface

Communication Speed

AxTraxNG™ Software Installation and User Manual

Client-Server
SQL Server Express 2005, 2008, 2012

e 30,000 per panel (AC-215IP, AC-225, AC-
425, AC-525)

e 5000 (AC-215)

Based on the maximum number of users,
30,000 x the number of panels

32

15

8184

1023

e Timed

e Door

e  Global — across the entire facility
Up to 64 holidays

Unlimited

e AC-215

e AC-215(SPV)
e AC-215IP

e AC-225

e AC-225 with MD-1084
e AC-225 with MD-D02
o AC-425

e AC-425 with MD-1084
e AC-425 with MD-D04
e AC-525

e AC-525 with MD-1084
e AC-525 with MD-D02
e Serial (RS-232/485)

e TCP-IP

e Modem

9600, 19200, 57600, and 115200 bps

SECURITY PRODUCTS
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2.2 System Requirements

2.2.1 AxTraxNG Server and Client Requirements

Operating System Windows 7 (32/64 bits) SP1
Processor Minimum: Intel dual core 2.4 GHz or equivalent
Recommended: Intel core i5 or i7 CPU
Memory Minimum: 2 GB
Recommended: 8 GB
Network LAN card required for TCP/IP networking
Hard Disk Space 5 GB minimum

When upgrading to AxTraxNG v23.1, it is possible to use Windows XP SP3,
. provided that you continue to use SQL Server 2005 and do not upgrade to SQL
Server 2012.

2.2.2 SQL Express Server Requirements

SQL Server Express is not always required. See Section 3.1 for further
information.

Processor Pentium 4 or better
Memory 2 GB
Hard Disk Space 4GB

2.2.3 HASP USB Key Requirements

1-64 Active Panels HASP key not required

65-256 Active Panels Level 1 HASP key required
257-512 Active Panels Level 2 HASP key required
513-1023 Active Panels Level 3 HASP key required

16 AxTraxNG™ Software Installation and User Manual
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3. Installation

The AxTraxNG installation CD-ROM includes all the setup files required to
install the AxTraxNG Access Control software on the system’s main computer.
The software system consists of the following five main components:

= AxTraxNG Server — Manages the database linked to the access control
panels

= AxTraxNG Client — Configures the system

The AxTraxNG Client is only needed on the main computer; however, it
can be installed on additional computers as needed to help monitor the
system.

= ViTrax software — Enables video integration (if needed)
= HASP key driver (AxTraxNG Server only)
= AxTraxNG Watchdog

In addition, the setup installs the following three prerequisite applications in
the background:

=  SQL Server 2012
= Crystal Reports Basic Runtime for Visual Studio 2008
= Microsoft® Visual C++ 2005 SP1

3.1 Choosing an SQL Server

The AxTraxNG Server operates using an SQL server 2005/2008/2012 database.
If there is already an SQL 2005/2008 server available on your computer
network, use it to run the AxTraxNG database using your SQL login credentials.

Alternatively, install Microsoft SQL Server Express on the computer that uses
the AxTraxNG server.

Do not install the SQL server when installing additional AxTraxNG clients that
S connect to the AxTraxNG Server database.

3.2 Preparing the AxTraxNG Installation
Install the AxTraxNG Access Control software on the computer that connects
to the access control panels and manages the database.
To begin installing the AxTraxNG software:
1. Insert the CD into your computer's CD drive.
2. Double-click the AxTraxNG setup file.
The following verification screen may open:

AxTraxNG™ Software Installation and User Manual 17
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Open File - Security Warning
The publisher could not be verified. Are you sure you want to
run this software?
Mame: ...Sam\AxTraxMGSetup_1 0.23.01_19_12 2013.exe
Publisher: Unknown Publisher
Type: Application
From: P:iSam\AxTraxMGSetup_1_0.23.01_19 12 2013....

Fun | Cancel I

¥ Aways ask before opening this file

l--"‘- This file does not have a valid digital signature that verifies its
\9) publisher. You should only run software from publishers you trust.
= How can | decide what software to mn?

3. Click Run.
Once the necessary files are extracted, the following screen opens:
Figure 1: AxTraxNG Packages Selection Screen

Software of any kind provided with or as part of the product is provided explicithy "as is”, within an
explicit denial of all warrarties, expressed or implied (ncluding, without limitation, wamranties of
merchartability, non-infingement, or fitness for a particular purpose), but nevertheless, Rosslare
guarantees that the software to be free from defects for a period of ninety (30) days after delivery. i
any defect appears within the warmanty period, you can contact Rosslare to receive replacement
software free of charge &t the discretion of Rosslare. Rosslare does not wamant and has no
responsibility for the accuracy or completeness of any information, text, graphics, links, or other items
contained within the software.

" lagee

i Select yourinstallation configuration and press Start button
= Server
™| Giert
™ Witrae

Start Close |

This screen remains opens in the background as various elements of the
K software are installed.

Note

4. Accept the licensing agreement and choose which packages you wish to
install.

When installing the ViTrax software for video integration, make sure to install it
S on every client PC as well as on the server PC. To install ViTrax Server and Client
Nete  gpplications, refer to the ViTrax™ Software Installation Manual.

5. Click Start.

If the setup detects a previous version of AxTraxNG, a prompt appears
asking if you want to back up the database before continuing.

18 AxTraxNG™ Software Installation and User Manual



I n sta I Iati o n SECURITY PRODUCTS
AxTraxMNG Server uninstallation

Before uninstalling your current version of AxTraxNG, itis recommended to
back up the current database.

Click Cancel to exit the installation and back up the database or dick OK to
continue without badkdng up the databaze.

OK I Cancel |

If the setup detects a previous version of ViTrax, a prompt appears asking
if you want to re-install or upgrade.

AxTraxNG Installation

| Vitrax installed on the PC. Do you want to re-installfupgrade it?

Yes Mo |

If you click Yes, follow the steps of the installing ViTrax as described in the
ViTrax™ Software Installation Manual.

y If the AXTraxNG Server or Client setup detects a previous version of AxTraxNG,
S a prompt appears asking if you want to upgrade AxTraxNG to the newer
Nete version.

Upgrading to a newer version only uses current database information.

After upgrading the AxTraxNG version, check the panel’s firmware version for
both old and new installations and upgrade your firmware if required.

If there is no SQL server installed, the Installation Requirements screen opens.
Installation of the three prerequisite applications begins.
Once these installations finish, the AxTraxNG Client installation begins.
3.3 Installing AxTraxNG Client Software

The installation wizard opens automatically once the prerequisite software is
installed.

If you are upgrading, the following screen opens:

AxTraxNG Client

\"?/ This setup will perform an upgrade of 'AxTraxiG Client', Do you want to continue?
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If you are installing for the first time, the following screen opens:

15 AxTraxNG Client - InstallShield Wizard

Welcome to the InstallShield Wizard for
AxTraxNG Client

The Installshisld(R) Wizard will inskall AxTraxNG Client on your
compuker, To continue, click Mext.

WARMIMNG: This program is prokected by copyright law and
inkernational treaties.

< Back. I_ Next = J [ Cancel

To install the AxTraxNG Client application:
1. Click Next to begin the AxTraxNG Client installation process.
2. If you are installing an upgrade, skip to Step 4.

The Destination Folder screen opens.

1% AxTraxNG Client - InstallShield Wizard

Destination Folder
Click Mext to install to this Folder, or click Change ko install ko a different F
D Install AxTraxMG Clent to:
Z:\Program Files\Rosslarel&xTraxNG Client|
Installshield
[ <gack || Mext> [ Canicel ]

3. Select the required installation location by clicking Change or click Next
to use the default destination.

The Installing AxTraxNG Client screen opens.

When the installation is complete, the /nstallShield Wizard Completed
screen opens.

4.  Click Finish to complete installing the AxTraxNG Client software.
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34 Installing AxTraxNG Network Server Software

Following the AxTraxNG Client Software installation, the AxTraxNG Install
Shield Wizard for the AxTraxNG Server software installation appears.

If you are upgrading, the following screen opens:

AxIraxNG Server

\ ? ) This setup will perform an upgrade of 'AxTraxME Server', Do you want ta continue?

If you are installing for the first time, the following screen opens:

i'.%‘ AxTraxNG Server - InstallShield Wizard (<]

Welcome to the InstallShield Wizard for
AxTraxNG Server

The Installshield(R) Wizard will install AxTraxNG Server on your
computer. To continue, dick Mext.

WARMING: This program is protected by copyright law and
international treaties. I

= Back

To install the AxTraxNG Server:
1. Click Next to begin the AxTraxNG Server installation process.
The Destination Folder screen opens.
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{2 AxcTraxNG Server - InstallShield Wizard B3

Destination Folder
Click Next to install to this folder, or dick Change to install to a different

Install AxTraxNG Server to:
C:\Program Files (x86) \Rosslare AxTraxNG Server, changs... |

InstallShield

< Back Next > cancel |

2. Click Next.

When the installation is complete, the /nstall Shield Wizard Completed
screen opens.

|§a AxTraxNG Server - InstallShield Wizard =

InstallShield Wizard Completed

The Installshield Wizard has successfully installed AxTraxNG
Server. Click Finish to exit the wizard.

< Back: Cancel I

3. Click Finish to complete installing the AxTraxNG Server software.
3.5 Installing AxTraxNG Watchdog

Once the AxTraxNG server installation finishes, the AxTraxNG Watchdog
installation opens automatically.
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If you are upgrading, the following screen opens:

AxTraxNG Watchdog

\ ? ) This setup will perform an upgrade of ‘AxTrazNE Watchdag' Do you want to continue?

Welcome to the InstallShield Wizard for
AxTraxNG Watchdog

The Instalshield(R) Wizard will install AxTraxNG Wiatchdog on
your computer, To continue, click Next,

W ARMING: This program is protected by copyright law and
international treaties.

< Back [ hek> [ Canicel

7o install the AxTraxNG Watchdog.
1. Click Next to initiate the AxTraxNG Watchdog installation process.
The Destination Folder screen opens.

5 AxTraxNG Watchdog - InstallShield Wizard

Destination Folder

Click Mext o install to this Folder, or click Change to install ko a different F

G Install AxTraxMG Watchdog to:
Ci\Program Files\Rosslarel Ax TraxNG Watchdogh

Instal|Shicld

[ < Back. ”_ Next > J [ Cancel ]

2. Select the required installation location by clicking Browse or click Next
to use the default destination.
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When the installation is complete, the /nstallShield Wizard Completed
screen opens.

{5 AxTraxNG Watchdog - InstallShield Wizard [ x|
Installshield Wizard Completed

The InstallShield Wizard has successfully installed AxTraxNG
Watchdog. Click Finish to exit the wizard.

< Back Zance] |

3. Click Finish to complete the AxTraxNG Watchdog software installation.
A window opens telling you to restart the computer.

‘You must restart the comptuer to complete the installation.
After Windows restarts, please wait two minutes for the AxTraxNG server
to start before using the AxTraxMG Client.

4. Click OK.
5. Return to the AxTraxNG Packages Selection Screen (Figure 1).
6. Click Close and then restart the computer.

The AxTraxNG server is now fully installed on your computer.

Once the computer restarts, you must wait until you see a message in the
Windows system tray that the server is connected.

M@ O 11:59aM
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3.6 HASP Device Driver

Following the AxTraxNG Client software installations, the wizard for the HASP
device driver installation appears.

"= HASP Device Drivers Installation <]

F Welcome

\ Thiz pragram will inztall the HASP device drivers far:

- Windows 95/98/ME
- Windows NT/2000/<P/2003/ista [<BE/«E4]

HASP HL iz alzo supparted by these drivers.

HASP Device Driver version: 5.22

In order to update the device diivers, all open processes
accessing the driver have to be closed. IF you have any running
applications, please close them naow, otherwize the installation
program tries ta terminate the processes by itself.

Aladdin

< Back Lancel
To install the HASP device driver:
1. Click Next to begin the installation process.
The End User License Agreement screen opens.
r,__:! End User License Agreement | x|
ALADDIN KNOWLEDGE SYSTEMS LTD.
HASP Device Driver
LICENSE AGREEMENT
IMPORTANT INFORMATION - PLEASE READ THIS
AGREEMENT CAREFULLY BEFORE DOWNLOADING OR
INSTALLING THE SOFTWARE PROGRAM. ALL ORDERS FOR
AND USE OF THE HASP Device Driver including any revisions,
corrections, modifications, enhancements, updates and/or upgradesll

" | accept the license agreement

& | do not accept the license agreement

< Back | st I LCancel |

2.  Accept the licensing agreement and click Install.
Installation of the driver begins.

Installing drivers

@ Pleaze wait.
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When the installation is complete, the Driver installed successfully screen
opens.

"= HASP Device Drivers ]

Diriver installed successfully.

Aladdiry

3. Click Finish to complete installing the HASP driver.
3.7 Video Enhancement for AC-525 Setup

AxTraxNG can connect with single or multiple ViTrax servers installed in a LAN
or WAN configuration.

Make sure to check AxTraxNG and ViTrax version compatibility.

Note

When installing AxTraxNG on a different PC, make sure that the ViTrax Server
S has already been installed (no license is required for that ViTrax Server).

Note

7o add cameras for AC-525:

1. Activate the ViTrax Server and Client (see the ViTrax™ Software
Installation Manual).

2. Define ViTrax Servers (see Section 6.1.1).

3. Define communication of AC-525 cameras to the ViTrax Server (see
Section 6.1.2).

4. Activate AxTraxNG and configure it (see Chapters 4 and 5).
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3.8 Firewall Settings

Internal firewall settings may prevent the AxTraxNG Server from connecting to
the SQL database or to panel control units using TCP/IP and remote Server-
Client connection.

For more information on how to configure a firewall, see Appendix A. Contact
your system administrator or Rosslare Technical Support for further guidance.

3.9 SQL Server Settings

After installing AxTraxNG, verify that the SQL server service on the computer is
running and set to the required installation.

For more information on SQL server settings, see Appendix B.
If SQL Express 2005 is being installed (part of the installation package), the

S installation must be on the same Windows user account that is being used for
AxTraxNG.
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4.

System QOverview

AxTraxNG is controlled through a user-friendly interface, and comes with a
Tree View list of all aspects of the site setup and a toolbar for standard
operations.

4.1

Starting the Software

This section explains how to start the software and log in to the main window.
To start AxTraxNG:

1.

5.

28

Double-click the AxTraxNG Client icon (E) on the desktop, or select the
program from the Rosslare folder in the Start menu.

If the AxTraxNG server is installed on a different PC, the Server connection
dialog box appears.

Server conneckion @

[P Address Part
. 0.0 1| |46 =]

[ ok H Cancel ]

If the AxTraxNG server is installed on the same PC, skip to Step 5 (after
the Logon AxTraxNG Client Dialog box appears).

Type the AxTraxNG server’s PC IP address in the IP Address text box.
Select the AxTraxNG server's PC Port from the Port select box.
Click OK.

The Server connection dialog box closes and the Logon AxTraxNG Client
dialog box appears.

Logon AxTraxNG Client ¥ 0.23.0

’ Fleaze check name and enter password

Operator name

| Adrinistratar w |

Pazzword
| |

[ ak. H Cancel ]

Select an Operator name and enter a Password.
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’y By default, the Administrator operator password is "admin".
Note

6. Click OK.
The main AxTraxNG window opens.
4.2 AxTraxNG Main Window

The entire central functionality of the AxTraxNG system is available from the
AxTraxNG Client main window.

DA< TRAX"

=3
- 23 11 B &

Dataten Locain 23 )

¥ coracted 19 Dowetond curts 0 |07/ /2013 145

The AxTraxNG Client Main window is divided into six adjustable sections:
Table 1: AxTraxNG Client Main Window

Section Description

1 |Menu Bar The Menu bar controls the software’s general operation and
setup. For more information, see Section 4.3.

2 Toolbar The main toolbar consists of icons for the key tasks required

in managing access control across a facility. The available
icons change according to the view selected. For more
information, see Section 4.4.

3 Tree View The Tree View allows users to configure, monitor, and
control every aspect of access control. For more information,
see Section 4.5.

AxTraxNG™ Software Installation and User Manual 29



System Overview

Section Description

4 Event Log The Event Log displays a detailed log of every time access
was granted or denied for every door on the site, as well as
when inputs and output are opened or closed. The event log
toolbar consists of icons allowing the user to monitor
potential door tamper or forced entry attempts. These
warnings are logged and displayed as internal system
warnings, including video stream archives that are saved to
the ViTrax database.

5 Display Area The Display area displays all items within the selected Tree
View element. It also provides options to add, edit, or delete
items manually without opening the detailed element
windows.

In addition, the display area provides various system updates.

6 Status Bar The Status Bar displays server connection status, Downloads
Counter, and the Firmware programming progress bar.

4.3 Menu Bar

The menu bar controls the general operation and setup of the software.
4.3.1 File Menu
The File menu has three options:

Menu Select Menu item to...
Server Connection Log on to the AxTraxNG server
ViTrax Server Log on to the ViTrax server
Exit Exit the AXTraxNG software

43.2 Tools Menu

Use the Tools menu to manage the database and set software preferences.
The menu has three options:

Menu Select Menu item to...

Database Open the Database window to back up the database or set a
scheduled backup, as well as to import or export the
AxTraxNG and/or VeriTrax AS-225/AxTrax AS-525
configuration states and events logs (see Section 11.4)

Options Set software options and preferences, including national
holidays, event highlighting, custom user information fields,
and GUI language (see Section 11.5)

Import/Export Data Import/export user information from/to an Excel spreadsheet
file (see Section 11.5.3)
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4.3.3 View Menu

Use the View menu to define and manage the view of the GUI. The menu has
four options:

Menu Select Menu item to...

Events Select the option to show event logs

Table View Select the option to show a detailed table view
Restore Docking Restore the default GUI view

Close All Floating Close all pop-up windows at once

Windows

434 Window

The Window menu has a special option (In Corners) to place any open pop-up
windows in the corners of the screen. This option is chosen by default.

In Corners

v Tile

Close All Floating Windows

2\Panel 1%Reader1 30/04/2013 16:07:52
2\Panel 1%\Reader 1 30/04/2013 16:07:58
2\Panel 1%Reader 1 30/04/2013 16:08:00
2\Panel 1\Reader 1 30,/04,/2013 16:08:04
2\Panel 1%\Reader 1 30/04/2013 16:08:06
2\Panel 14Reader1 30/04/2013 16:08:06
2\Panel 1\Reader 1 30,/04,/2013 16:08:07
2\Panel 1\Reader 1 30/04/2013 16:08:07
2\Panel 1%Reader1 30/04/2013 16:08:09
Alternatively, you can select the standard Tile option to move any opened
pop-up windows to available space on the screen.

In addition, you can close all of these pop-up windows by clicking Close All
Floating Windows.

You can use the list of open pop-ups to focus on any open pop-up window.
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435 Help Menu

In the Help menu, you can open the About window, which displays software,
firmware, and database versions, the current operator, and licensing
information.

About [=]
AxTraxNG Access Control System
~Versions License
. Scftware: 0230 HASP Order Number. 0000
e Fimware: 3c215v04_05 e HASP key index: AxTraxNG - 0000 - 0065 - 07 - 12- 255
sl AxTime: Enable
ceimml Maimum number of AC panels 85
e L e Masimum rumber of HikVision DVR Servers 2
s Maimum number of HikVision Cameras 255
Bootloader: btl_sc225v01_02
bil_ac425v_02_01
bil_ac215IPv3_00
bil_ac825v_00
SQL-Server Database: 13
Current operator: Administrator
Copyiaht® 2012 - Rosslare Entemises Ltd
Warming ‘This computer program is protected by copyright law and intemational treaties
Unauthorized reproduction or distibution of this program, or any portion of i, may resuk in severe civil and ciminal penatiies, and will be prosected to the maxmum
extent possble under law

4.4 Toolbar

The toolbar controls key tasks required to manage access control across an
entire facility. When a new element is selected from the Tree View, the toolbar
icons change to suit the selected element.

The following toolbar icons are available:
4.4.1 General Icons

Icon Name Click icon to...

4 Manual Door Open the Door Manual Operation window (see
a Operation Section 9.1)

1 Print Send the current display area view to the printer

} Add Add a new element of the selected type
Edit Edit the selected element

W
x Delete Delete the selected item

Reader Type Configure custom reader type

32 AxTraxNG™ Software Installation and User Manual



System Overview

4.4.2

Icon

=
Iy
4.4.3

Icon

Co
N

S

(= 1

..

444

Icon
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General Network Icons

Name

Add to Status
Map

Download Failed
Data Manually

Network Icons

Name
Set Time

Find Panels

Manual Modem

Camera

Panel Icons

Name
Manual Reader

Update
Firmware

Control Output
Manually

Control Input
Manually

Control Siren
Manually

Click icon to...

Add available panels and panel components to the Status
Map (see Section 4.5.9)

Download the entire panels’ failed database (see
Section 11.2)

Click icon to...

Set the time on the selected access control panel (see
Section 11.1)

Find and update panels within the network (see
Section 5.4.2)

Open the Modem Status window to allow the operator to
connect or disconnect the modem and change the
connection password (see Appendix C)

View a list of connected cameras, and assign the cameras
to panels (see Section 6.1.2)

Click icon to...

Change the operation mode of the readers on the
selected panel (see Section 9.2)

Send a firmware update to the selected access control
panel (see Section 9.6 )

Change the settings for the outputs on the selected panel
(see Section 9.3)

Change the settings for the inputs on the selected panel
(see Section 9.4)

Test the siren for the selected panel (see Section 9.5)

Card\Users lcons

Name
User Counter

Add users
Add cards

Assign cards

Click icon to...
View the current user count value (see Section 11.3)

Create up to 1000 new users in one click
(Section 5.10.4.2)

Create up to 1000 new cards in one click
(Section 5.10.4.2)

Add and assign cards to selected users or add cards from
MD-08 (see Appendix G)
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Icon Name
C’ Print Cards

C& User Filter

4.4.6 Reports Icons

lcon Name
Produce Report

1 Print

= View Last Hour

[ Access

m.m View Periodic
“| | Access

-

Click icon to...

Print a card template that has been created (see
Chapter 7).

Filter the list of users by various parameters, such as name
and card number (see Section 4.5.8.3)

Click icon to...
Produce the selected report (Chapter 10)

Send the current report to the printer

Display relevant access events that occurred within the last

hour (Chapter 10)

Note: This icon appears only when a Roll Call -
Readers report is selected.

Displays relevant access events that occurred within a

selected time frame (Chapter 10)

Note: This icon appears only when a Roll Call -

Readers report is selected.

4.4.7  Events Toolbar Icons
When clicking an event icon, click the dropdown arrow to change the current

view of the display.

Icon Name

Click icon to...

o7 All Events Online |Display all real time events

T
. Panels AC
Access
Y T
? Alarm
o Archive
_'m System

peu Panels HLX

Cameras

1 I Pause

34

Display all event types uploaded from the access
control units

Display only access events uploaded from access
control units

Display only alarm events uploaded from access control
units

Display video stream archive events stored in either the
ViTrax database, the USB key, or snapshots saved on
PC

Display events related to the AxTraxNG Server
operation and operators activity

Displays events from the HomelLogiX™ panel.

Displays events recorded streams from a camera
Halt the display of events in the display area. New

events are shown again when the Pause button is
clicked a second time.
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Icon

>

—

LE

i
i’

|

Name
Refresh

View Events
within the last
Hour

View Events
within the last
Day

View Events
within the last
Week

View Periodical
Events

View All Events
Clear List
Show User

Clear Alarm

Antipassback
Forgive

Camera List
Archive

Car Parking

SECURITY PRODUCTS

Click icon to...
Manually refresh the event list

Display all events that occurred within the last hour.
Click the dropdown arrow to change the view.

Display all events that occurred within the last day

Display all events that occurred within the last week

Display all events that occurred within a selected period
Display all events

Clear the entire log and empty the current event list
view

Open the Userwindow for the selected user.

Open the Alarm Details window to allow the operator
to reset the alarm.

Open the Antjpassback Forgive window to allow the
operator to cancel an Antipassback restriction for the
selected user.

Open a list of all ViTrax cameras attached to the
network

Open the Archive Camera window for the selected
video stream or snapshot.

Opens the Car Parking Counters window to view and
edit the car parking area and group counters.
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4.5 Tree View
The Tree View allows users to configure, monitor, and control every aspect of a
facility's access control network.

When the user selects an element from the Tree View, its contents are shown
in the main display area, and the toolbar icons change to suit the selected
element.

451 AC Networks

A network is a group of up to 32 access control panels. The AxTraxNG Server
connects to the panels across the panel network.

For more information, see Section 5.3.

To work with 65 panels or more, a HASP security key must be connected to the
IS AxTrax Server machine (see Section 2.2.3).

452 HomelogiX

The HomelLogiX element allows you to add HLX panels to the network and to
configure each panel’s settings.

For more information, see Chapter 8.
453 Video Integration

Cameras can be added to the network to allow real-time viewing of any area
desired. The Video Integration element allows you to add cameras from
either the ViTrax or HikVision servers to the network and to configure each
camera’s setting.

For more information, see Section 5.8.

454 Timing

The Timing tree branch consists of two elements: time zones and Holidays.
4541 Time Zones

A time zone defines a weekly time period or set of time periods; for example,
"Office Hours" or "Out of Office Hours". Door access rights, alarms, and input
and output behavior can all be set to behave differently within each Time
Zone.

For more information, see Section 5.1.
45472 Holidays

This element defines annual holiday dates; it is possible to set special access
behaviors for holiday time.

For more information, see Section 5.2.
455  Groups

The Groups tree branch consists of four elements: Access Groups, Access
Areas, Output Groups, and Input Groups.
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4551 Access Groups
An Access group defines when each reader on the site is available for access.
All site personnel are assigned to appropriate Access Groups.

For more information, see Section 5.10.1.
4552 Input and Output Groups

Input and Output groups define sets of outputs or inputs that should be
managed together within a panel.

For more information, see Sections 5.10.1, 5.10.2, and 5.10.3.
4553 Access Areas

A facility can be subdivided into several access areas to configure and manage
it more effectively.

For more information, see Section 5.14.
4.5.6  Global Antipassback

Antipassback rules can be applied to each access area to prevent one user's
card or entry code from being used for two subsequent entries, and to prevent
a second entry without a previous exit.

For more information, see Section 5.15.
4.5.7  Car Parking

The Car Parking management option allows you set up groups that have
limited number of users who can access a particular area. This feature is
counter based that keeps track of the number of users in a specified area.

For more information, see Section 5.16.
4.5.8 Users

The Users tree branch consists of five elements: Departments/Users,
Visitors, User Filter, Cards, and Operators.

4.58.1 Departments/Users

This element shows a list of all departments and users, as well as any visitors
registered in the system. Each user is a member of a department. For each
user, it is possible to assign cards and/or a PIN code, set access rights, personal
details, and include an identification photograph.

For more information, see Section 5.11.

458.2  Visitors

This element shows a list of all visitors registered in the system.
Visitor type users can also be created with specific access rights.
For more information, see Section 5.13.3.

4.5.8.3  User Filter

This element allows you to find users in the database based on various search
parameters, such as name, user number, and access group. The filtered list
then appears in the main window.
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4584 Cards

This element lists all cards in the system with their statuses, and allows the
manual or automatic addition of cards to the system. For more information,
see Section 5.10.4.2.

In addition, the element allows you to create a card template for printing. For
more information, see Chapter 7.

4.5.8.5  QOperators

Operators are people with access to the AxTraxNG software. The default
operator names are Administrator, Engineer, and Security.

Different operators have wider or more restricted security rights, from
complete control over the system to the ability only to view one section. All
Operator passwords are case-sensitive.

For more information, see Section 5.17.
459  Status Map

The Status Map creates a graphic display of the statuses for every door, reader,
and alarm in the facility on user-selected images.

The system can display multiple nested status maps, allowing users to show
either the complete access control network or a specific area in detail. For
more information, see Section 5.19.

4.5.10 Reports

AxTraxNG can produce various reports, including usage reports, attendance
records, visitors, and roll calls. The AxTraxNG Report Wizard allows users to
design their own custom reports based on their needs. For more information,
see Chapter 10.
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5. Setting Up a Site

This section outlines a recommended step-by-step process for configuring
AxTraxNG for a site.

Step Action Section

1 Add Time Zones and Holidays 5.1and 5.2

2 Add a Network 5.3

3 Add and Configure an Access Control Panel 5.4

4 Configure the Doors 5.5

5 Configure the Readers 5.6

6 Configure the Inputs 5.7

7 Add Video Integration 5.8

8 Add Panel Links 5.9

9 Create Groups: Access Groups, Input Groups, 5.10.1, 5.10.2,
and Output Groups and 5.10.3

10 Add New Users and Cards 5.11

11 Card Design 5.12

12 Add Departments, Users and Visitors 5.13

13 Adq Access Areas and Add Global 5.14 and 5.15
Antipassback Rules

14 | Add Car Parking 5.16

15 Add Operator 5.17

16 Add Elevator Control 5.18

17 Add a Status Map 5.19

The AxTraxNG system performs an automatic data download for any
parameter related to the hardware. If panels are connected and active, a
download count appears on the status bar after any downloaded parameter
change. The counter shows “0” when a download is complete; however, it
may also appear after a failed download.

It is the operator’s responsibility to verify that the download operation
IS succeeded or failed. This can be verified in the system event list or by checking
the failed download data manually (see Section 11.2).

5.1 Adding Time Zones

A time zone is a group of periods within a week. Door access rights, as well as
alarms and input and output behavior, can all be set to behave differently for
each time zone. Many operations can be automatically enabled or disabled
within a selected time zone.

The Time Zone Properties window displays the selected periods for each day of
the week. It is possible to set a maximum of eight different time zone periods.
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7o add a new time zone:
1. In the Tree View, select Timing > Time Zone.

2. On the toolbar, click the 2 icon.
The Add 7ime Zone properties window opens.

Sunday. Monday Tuesday | Wednesday | Thursday. Friday. Saturday Holiday |~

[ -

Enter a name for the time zone.
Click and drag the mouse down a day column to select a time interval.
Right-click the selected area and select Create.

Right-click the selected area and select Properties to fine tune the time
frame and then click OK.

7. Repeat Steps 4 to 6 for each day.

A

You can move a defined time zone to a different day and time using drag and
S drop.

Note

8. Click OK when all of the time zones are defined.

You can create up to 8 time intervals for each day.

>
Note

5.2 Adding Holidays

You can add and define annual holiday dates on which it is then possible to set
special access behaviors.

There are two ways to add holidays:

= Add a known national holiday(s)

= Add a new holiday

40 AxTraxNG™ Software Installation and User Manual



Setting Up a Site secuRITY PRODUCTS

To add a national holiday:
1. In the Tree View, select the Holidays element.

2. On the toolbar, click the icon.
The Outlook Holidays window opens.

Select holidays to import

[l 2igeia ~ Import
[]&ndona 1
.
[ Australia

[ &ustria

[[]Bahrain

[ Belgium

[ Bolivia

[ Brazl

[ Bulgaria

[ Canada

[ Chile

[] Chistian Rieligious Holidays

[ Colombia

[T Costa Rica

[ Croatia

[[] Czech Republic

[ Dermark

[ Ecuador

[]Egypt v

3. From the list, find the relevant country and either:
a. Select the main checkbox to select all holidays for that country.
b. Expand the checkbox and choose which holidays to add.

4. Click Import.

5. Click OK to confirm.

6. Click OK to close the Options window.

7o add a new holiday:

1. In the Tree View, select Timing > Holiday.

2. On the toolbar, click the 2 icon.
The Add Holiday window opens.

Deseription

|HOI|day1 |
Enabled

Date [30 May 2011 ~|
[] Every Year

[ Hew ] [ Ok ][ Lancel ]

In Description, enter a name for the holiday.

Select the Enabled checkbox to enable the holiday.

Use the Date dropdown to select the holiday’s date.
Select the Every Year checkbox to repeat the date yearly.
Click OK.

N o vk W
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5.3 Adding a Network

A network is a group of up to 32 access control panels. AxTraxNG
communicates with each access control panel that is part of the network.
The Network window includes the following information:

=  The network's name, address, and activation status

= The DIP switch settings for the communication speed

= The type of network connection and the connection settings

General | Options

[rescription
Network 2

Enabled LH | ‘ | |

AC tupe 12345678
AC-216/216IP/426/525 R

MNetwork type
Serial v

Serial Metwork,
Com Port

Speed
5600 w

[ New ] [ 0K I I Cancel

The Generaltab contains the following fields:
Table 2: Add Network > Options Tab

Field Description
Description Name for the network
The network address appears to the right of the network name.
Enabled Checkbox is selected when the network is connected and
operational.
AC Type AC type: AC-215/215/P/425/525

Network Type |Network type: Serial, TCP/IP, or Modem
To configure a TCP/IP connection, see Appendix C.1.
To configure a modem connection, see Appendix C.2.
Com Port COM port used for the network
Speed Speed of the connection

42 AxTraxNG™ Software Installation and User Manual



Setting Up a Site secuRITY PRODUCTS

Field Description
Configuration  Configuration window to set communication preferences.
Button This button appears when selecting a Modem or TCP/IP network. For

more information, see Appendix C.
TCP/IP Network

IP Address The IP address of the network
Port The port used for the network
Remote (WAN)/ |Choose the kind of network
Local (LAN)

To add a network:
1. In the Tree view, select Networks.
2. Expand the Networks element to view available networks.

_ __ BxTraxMG
| sk Metworks
1[I

3. On the toolbar, click the 3¢ icon.
The Add Network window opens.
. In Description, enter a name for the new network.
5. Select the Enabled checkbox.

In Network type, select the network type and set the connection

settings:

a. For serial, select the correct COM port.

a. Fora TCP/IP LAN, click Configuration to locate the hardware on the
local network.

b. For a modem, click Configuration to set dialing preferences for the
computer's and the receiving modems.

For more information on how to configure an access control network, see
Appendix C. Check with your system administrator for more information,
or contact Rosslare technical support. Clear the £nabled checkbox if you
want to halt communication to panels on the network.

Access control panels connect to a TCP/IP network via MD-N32 TCP/IP to a
S serial converter, or by using the on-board module in AC-225IP, AC-425IP, or
AC-525. Refer to the relevant hardware installation guides for more details.

7. For all types of networks, set the DIP switch on the access control panel
hardware to match the diagram at the top of the screen.

After changing the DIP switch, make sure to power down and then power up
S the panels.

8. In the Add Network window, click the Options tab.
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Network =
Eenerall: Giptions |
(%) Panel network using AxTrax Server time zone
() Panel network using different time zone
[ Mew ] [ jul s l [ LCancel ]

9. To use the time zone of the AxTraxNG Server for the panel network, select
Panel network using AxTraxNG Server time zone (default), and then

continue to Step 12.

10. To select a different time zone for the panel network, select Panel
network using different time zone.

The Network Time Zone area opens.

Network

General | Options |

The Network Time Zone area contains the following fields:

Field

44

) Panel netwark using &ixTrax Server time zane
@ Panel netwark using different time zone

Metwork's Time Zone
Select Time Zone (windows Date and Time)

| (BMT+01:00) Amsterdam. Berlin, Bem, Fome. Stockholm, Vienna ~
Custom Daylight saving
Daylight saving date/ time
Daylight Time
- Every yoar
Start DST [time) Stop DST [time)
Start DST [date] Stop DST [date]
Month Month
gl ~|  [october ~|
Week Week
v [Fm <
Day of week Day of week
[Sunday | [Sunday v
[ wew J[ ok [ cancel

J

Table 3: Add Network > Options Tab

Description
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Field Description

Select Time Zone From the dropdown list, select the desired time zone.

(Windows Date and

Time)

Custom Daylight Select the checkbox to define custom settings.

saving

Daylight Time Select the new hour at the time that daylight saving time
begins.

Start DST (time) Select the hour that daylight saving time begins.

Stop DST (time) Select the hour that daylight saving time ends.

Every year Select the Every year checkbox to set a day in one of the

weeks of a defined month to automatically begin and end
daylight saving time every year.
Clear the Every year checkbox to set a date for one-time
setting of the beginning and end of daylight saving time. In
this case, a new date must be set each year.

Start DST (date) If Every year is not selected, select the commence date for
daylight saving time.

Month, Week, Day These fields are enabled when the Every year checkbox is

of Week selected. Select the month, week within the month, and day of
the week when daylight saving time is to begin every year.

Stop DST (date) If Every year is not selected, select the end date for daylight
saving time.

Month, Week, Day These fields are enabled when the Every year checkbox is

of Week selected. Select the month, week within the month, and day of

the week when daylight saving time is to end every year.

11. Set the Daylight Saving Time definitions according to the field descriptions
in the table.

12. Click New from within Network tab to add a new network.
13. Click OK to exit the Network’s Time Zone setup window.

54 Adding Access Control Panels

Every network is a cluster of access control panels. In its standard form, each
access control panel can be configured as either one or two readers per door.
Each of the AC-215, AC-225, and AC-525 panels have two readers and can be
configured as a one or two-door panel. Each AC-425 panel has four readers
and can be configured as a two or four-door panel.

When using an optional MD-D02 (supported by AC-225 or AC-525) or MD-
D04 (supported by the AC-425) reader expansion board, each panel has four
or eight readers and is configurable as such.

Use two readers per door when one door acts as both the entrance and exit to
an area of the site. When only an entry reader is required, use one reader per
door.
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For example:

= Use configuration with two readers per door set to IN and OUT to
produce attendance reports.

= Use one reader per door configuration to control two doors with an IN
reader only (premises will be exited using a REX switch or a mechanical
door handle only).

When there is communication with the panel, the Tx and Rx LEDs flash.

5.4.1 General Panel Settings

The Generaltab of the Door Controller Panel Properties window displays the
following:

=  The panel's address and status

= The DIP switch settings for the panel

If panel expansion boards are installed, the tab also displays:
= The input and output connections for the panel

=  The panel's hardware version

Refer to AC-525 Hardware manual for further details.

5.4.2 Adding a Panel

You can add an individual panel using the Tree View.

Alternatively, it is possible to search for panels over the access control network
using the Find Panels option. This is particularly useful during installations.
AxTraxNG finds all connected panels in the network and checks them. Panels
can then be quickly activated and updated.

7o add an individual panel:
1. In the Tree View, click AC Networks.
2. Select an available network.

3. On the toolbar, click the 2 icon.
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The Add Pane/ window opens.

Panel properties ®

i General || Antipasshack | Optians

SECURITY PRODUCTS

Description
2\Panel 1

Enabled

Type

2 Readers per door
Hardware wversion

AC215

Input
Input 1
Input 14
Input 2
Input 28

Functions
Door FEX
Door bonitor
Spare Input 2
Spare Input 24

Panel address

2 A @
[ Hide events on this PC
Firmiware version

Bootloader version

Qutput
Output 1
Output 14
Output 2
Output 24,

Functions

Door 1

General pupose
Gieneral puipase
General pupose

[[wbae

12345674

[CTest J[Hew [ ok ][ cee |

The Generaltab of the Door Controller Pane/ properties window contains the

following fields:
Table

Field
Description
Panel Address

Enabled

Hide events on
this PC

Type
Hardware
Version

Firmware
version

Boot loader
version

Inputs
Outputs
Test
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4: Door Controller > Panel Properties > General Tab

Description
Type a description for the panel
Type an address number for the panel

The network's address appears to the left of the panel address.
Valid entries are 1-32.

Select the checkbox to activate this panel
Clear the checkbox if the panel is not connected
Select the checkbox to hide events originating from this PC

Select one or two readers per door
Select the appropriate panel hardware type

Upon selection of the hardware version, the field displays the
current firmware version

Upon selection of the hardware version, the field displays the
current boot loader version

Displays the input connections for the panel
Displays the output connections for the panel

Click to test if that the panel is correctly connected to the computer

The Test Panel window displays hardware details, including
hardware type, firmware, and boot loader versions, and indicates
whether a reader or I/O expansion board is installed on the panel.
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Make sure that the DIP Switch 3 position on the panel corresponds with its
S position demonstrated in the Panel properties window.

Note

4. Configure the panel according to the fields described in Table 4.
5. Click Test.
The Hardware Test window opens with the complete panel details.

Firmware wersion ac22504_01_01
Bootloader version: bt_ac225v_01_02
Hardware: AC-225
Supervised Inputs: res

Board: None

The test screen displays the following information:
Table 5: Hardware Test Screen

Field Description
Firmware version Displays the firmware version of the board
SZ;tiI::der Displays the boot loader version of the board
Hardware Displays the hardware name
ISnuF?lftrswsed Displays the panel is secure in case of tampering
MD-1084 Indicates whether or not MD-1084 exists
MD-D02 Indicates whether or not MD-D02 exists
MD-D04 Indicates whether or not MD-D04 exists
MD-IPAV1 Displays the AC-525 Video board version number
6. Click Close.
The window closes and the display area displays the newly configured
panel.

To search for existing panel on the network:

1. In the Tree View, expand the AC Networks element and select a
network.

2. On the toolbar, click the € icon.
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The Find Panels window opens.

Find Panels =
Desaiiption Panel Typs Fanel Status Firmware [ selectan |
B | 14Panel |ac215 | Not responding |
.
OO | M |14Panel 2 ACH25 Mat responding
Find Pancls Addd Pancls

3. Click Find Panels to search for all connected panels in the network.

Once the detection process is complete (this may take 2-3 minutes), the
display shows all of the detected panels and their corresponding
information.

4. Select the panels that you wish to activate and click Add Panels.

The selected panels then automatically appear in the Tree View under
current network.

5.4.3  Editing the Panel

Each panel has individual settings for antipassback behavior and for recording
events.

Once the panel is connected, edit the panel's options from the Antjpassback
and Options tabs in the Panel properties window.
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The Antipassback tab contains the following fields:
Table 6: Network > Panel Properties > Antipassback Tab

Field

Automatic
Antipassback

Antipassback severity

In/Out reader list

Description

From the Automatic Antipassback dropdown menu, select
the time zone for door Antipassback rules to apply.

Choose the antipassback severity:

e Hard — When hard Antipassback is selected, an event is
generated and the door does not open.

e Soft — When soft Antipassback is selected, an event is
generated and the door opens.

From the IN/OUT readers list, select the checkboxes to apply
Antipassback restrictions to Reader 1 through Reader 8, as
required. The reader antipassback is enabled when the
checkbox is selected.

The Options tab contains the following fields:
Table 7: Network > Panel Properties > Options Tab

Field
Events filter

Door Interlock

AC-525 USB
Storage

(applicable when
connected to AC-
525 only)

Full Upload

50

Description

Click Select to open the Events Filter and select the events that
this panel should record. Set the filter's operation method:

o Always Active - Only the selected events are recorded by
the panel

e Active when panel disconnected - If the panel is
disconnected from the AxTraxNG server, only the selected
events are recorded. When the panel is connected to the
server, all events are recorded.

Note: In the default configuration, some events are
filtered and may not be seen in the display area
Events view

Select the Enabled checkbox to enable Door Interlock. Select
the Door 1-8 checkboxes to apply the Door Interlock restrictions
to Doors 1-8.

The Door Interlock function is only enabled when the Enable
checkboxes and a minimum of two doors are selected.

From the Alarm Threshold Range (%) dropdown menu, select
the percentage of available memory consumed to determine
when the system generates the "USB Disk Low Level" event.
The USB disk on key status is monitored roughly once an hour.
Therefore, be sure to select an acceptably low threshold level
and consider that any related alarm may be set off up to one
minute after the actual event occurs.

Click Start to re-upload all events from panel memory. Use the
option only after consulting Rosslare's Technical Support.

Note: A full upload can take up to 3 hours.
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Field Description

User Counter on re- This option allows you to reset the user counter to its starting
enable the panel |value in the event that a panel is disconnected and then
reconnected again.

This option is only visible when the Deduct User Counter

SECURITY PRODUCTS

checkbox is selected in the Generaltab of the Readers Properties
window (Section 5.6.1).

7o edit a panel:

1. Inthe Tree View, expand the AC Networks element.

2. Select a network.

3.  On the toolbar, click the = icon.
The Panel Properties window appears.

4. Click the Antjpassback tab.

General | 4ntipassback | Options
Door Anfipasshack
Automatic anfipassback

Never

IN Readers:
[ Reader 1
[ Resds 3

® Hard [slam and access derisd]

© Soft (slam anly)

OUT Readers
[ Reader 2
[ Reade 4

[zes [ mew J[ ot ][ Cancel |

Each panel has individual antipassback settings for door antipassback

behavior.

5. Set the Antipassback behavior according to the field descriptions in the

table.
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6. Click the Options tab.

Panel properties ®

General | Options |

=

Events filter

Full upload

Door Interlack

[ Door1

Set new counter

Seleot 1epotted avents
Fle-upload al events fiom panel memoy.

[ Door 2

User Counter on re-enable the panel

[t [ mew J[ ok ][ cancel

7. Set the event filtering options for this panel.

8. Click OK.

The window closes and the configured panel is displayed.

5.5 Configuring the Doors

Each panel controls one to eight doors. Each door can be configured

individually.

The Door Properties window displays the following:
= The settings for unlocking and relocking
= The time available before the door relocks or records alarm events

Door

Details
D escription

=

Auto relock

1%Fanel 240 oor 1

| | On door monitar closed % |

BEx enabled

52

[ Eirst person delay on automatic unlock
Manual door apen enabled
] Door output polarity is Marmally Closed

Tirners

fmin:sec]
fmin:sec]
O on ] (minse)
O [ oo ] (minsec)

o

Door open time
Extended door open time
Door held open

Door forced open

” LCancel ]
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The Door Properties window contains the following fields:
Table 8: Network > Panel > Doors > Door Properties

Field
Description
Auto-Relock
REX enabled

First person
delay on
automatic
unlock

Door output
polarity is
Normal Closed

Manual Door
Open Enabled

Door open time

Extended door
open time

Door held open

Door forced
open

Description
Type a name for the door.
Select the event that causes the door to relock automatically.

A Request-to-Exit unlocks the door for a user-defined duration.
Select the checkbox to allow Requests to Exit for this door. The
location of the door REX input depends on panel configurations; it
can be seen in the Panel properties window.

Sets the door's behavior during an automatic unlock time zone.
Select the checkbox to require that during the selected Time Zone,
the door remains locked until the first user opens it. The automatic
unlock time zone is selected in Panel Links by selecting the output
corresponding to that door (see Section 5.9).

Select this checkbox to ensure Fail Safe door opening if the Fail
Safe door Lock Device power fails. Once enabled, the door output
relay is activated when the door is closed and is deactivated when
the door is open. In this configuration, the Fail Safe lock device
should be wired to the door relay N.O. (Normal Open) and COM
(Common) terminals.

Select this checkbox to allow operators to adjust the door manually
(see Section 5.9).
Set the duration for which the door stays unlocked.

Set the duration for which the door stays unlocked for users with
Extended door open rights.

Set the duration for which the door can be held open without
raising an alarm event.

Select the checkbox to use this timer; for the Server application, the
Pop-up and Snapshot section opens.

Note: If this feature is enabled, then the Activity start delay
(Section 5.7) feature for that door must be set to 0.

Set the duration after which when the door is forced open, an

event occurs.

Select the checkbox to use this timer; for the Server application, the

Pop-up and Snapshot section opens.

Note: If this feature is enabled, then the Activity start delay

(Section 5.7) feature for that door must be set to 0.

To edit the door properties:
1. In the Tree View, expand the AC Networks element.
2. In the Tree View, expand a network and expand a panel.
3. Select Doors.
The available doors are listed in the display area

4. Select a door in the display area.
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5. On the toolbar, click the ¥ icon.
The Door Properties window opens.
6. Configure the door as required.
7. Click OK.
5.6 Configuring the Readers
A panel can be connected to two, four, or eight readers, when the MD-D02 or
MD-04 extension boards are connected.
The Reader Properties window has three tabs:
= Generaltab — Sets the reader general operation settings
= QOptions tab — Sets access options for the reader
= Access eventtab — Sets options for window pop-ups per event
5.6.1 General Tab
The Generaltab in the Reader window displays:
= The settings for how the reader operates
= The type of reader being used

General ‘ Options | Access event
Details
Description Operation mode
[1%Panel T\Reader 1 | [cadon |
Direction: ® In Secured [Card+FIM] time zone
O Out |Never v|
Activation: Open 14Panel 14Door 1 [ Deduct User caunter
Type
Primary Feader typa Keypad type
|Wiegand 26 bits “~ | | Inactive 4
Secondary Reader lype
| None v |
[] Check faciity code anly A CWwWESD0 Biometric R eader
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The Generaltab in the Readerwindow contains the following:
Table 9: Network > Panel > Readers > Reader Properties > General Tab

Field
Description

Description
Type the name of the reader.

Operation Mode Select how the reader operates.

Direction

Secured
(Card+PIN) time
zone

Activation

Deduct User
Counter

Primary Reader
type
Secondary
Reader type

Keypad type

Check facility
code only

AYCW6500

Inactive: The reader is not in use.

Card Only: The reader uses RFID cards only.

PIN Only: The reader uses PIN inputs only.

Card or PIN: The reader uses both cards and PIN codes.
Desktop: The reader is inactive, but is being used to record
new cards on the computer.

e No Access Mode: The reader does not grant access to any
users.

Select whether the reader is allowing entry into the area or exit out
of the area.

Select a time zone during which access should be granted only
after both the card and PIN are entered.

The PIN must be entered within 10 seconds of card entry.

Note: When using a secured time zone, Keypad type must
be defined.

Select the checkbox to allow the reader to unlock the door.
If selected, the door output is active while a valid user is present.

If cleared, access logged events are received online and appear in
the Events toolbar.

Select the checkbox to record this entry against the user's entry
allowance counter.

See Section 5.13.2.1.
Select the data transmission type for the primary reader hardware.

Select the data transmission type for the secondary reader
hardware.

Note: This field is used when 2 different types of cards are

used.
Select the data transmission type for the type of keypad hardware.

Select the checkbox to allow access to any user assigned to a
facility listed in the selected list of facilities.

The list of facilities is defined in the Options tab.
Select the checkbox to interface with the AYC-W6500 biometric

Biometric Reader reader and its PC application, BioTrax.
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5.6.2  Options Tab

The Optionstab in the Reader window displays:
= Timed antipassback settings for the reader
= Restricted site access settings

Reader @
General | Access event
Timed antipasshack
Automatic antipazsback
| Mever v | (®) Hard [alarm and access denied)
Time T o 2 S (]
Facility Codes
[0-255

The Options tab in the Reader window contains the following fields:
Table 10: Network > Panel > Readers > Reader Properties > Options Tab

Field

Automatic
Antipassback

Hard
Soft
Time

Facility Codes

56

Description
Select whether to apply antipassback rules.
To set Time Zones, see Section 5.1.

When hard antipassback is selected, an event is generated and
the door does not open.

When soft antipassback is selected, the door opens but an
event is generated.

Set the number of minutes before a user can re-enter using
this reader.

Click and type the facility code (between 0-255). Up to four
different facility codes can be entered.
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5.6.3 Access Event

The Access eventtab in the Reader window defines the alerts pop-up windows
behavior on the local PC.

.Genecall Options  Access event |

— Enable pop up user window by events - PC SAM-PC1

[T Access Grarted Close window options
[” Access Denied 1 Manually
[~ Access Recorded % Bytimer 0:04 = [min:zec)

[T Access Loaged

— Enable Cameras options by events

I Access Granted PC SAM-PCT

I Access Denied r Popup Enabled

™ Access Recorded

™ Access Logged Close window options

Camera ! Manuzly

INone j % By timer 0:04 2 {min:sec)
Options

IPop up Live video window j

oK Cancel |

It contains the following fields:
Table 11: Network > Panel > Readers > Reader Properties > Access Event Tab

Field Description

Access Granted Mark to checkbox to enable a pop-up window for Access
Granted event type alerts.

Access Denied Mark to checkbox to enable a pop-up window for Access
Denied event type alerts.

Access Recorded Mark to checkbox to enable a pop-up window for Access
Recorded event type alerts.

Close window Once a pop-up is enabled, the close window options are

Options available.

Select one of two options:

e Manually: The operator is required to manually close the
pop-up window.

e By timer: The pop-up window closes automatically based
on the predefined timer.

Camera Select the name of the camera that takes snapshots or that
(available only with |appears when triggered by this reader.
AC-525) For example, the camera named 1\Panel 1\Camera A AC-525.
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To configure a reader:
1. Inthe Tree View, expand the AC Networks element.
2. In the Tree View, expand a network and expand a panel.
3. Select Readers.
The available readers are listed in the display area.
4. Select a reader in the display area.

On the toolbar, click the [ icon.
The Reader Properties window opens to the Generaltab.

6. Configure the reader as needed using the tabs described in the above
subsections.

7. Click OK.
5.7 Configuring the Inputs

Each panel has four inputs. Using the MD-1084 expansion board adds an
additional eight inputs (a total of 12 inputs). Using the MD-D02 or MD-D04
expansion board adds four inputs (a total of 8 inputs). Some inputs are
dedicated and have default functionality and some are for general purpose.

The /nput Properties table window displays the settings for each input. Input
type is programmed individually, regardless of whether it is a dedicated input
or for general purpose use.

The Input Properties table contains the following fields:
Table 12: Network > Panel > Inputs > Input Properties

Field Description
Location A display field showing the input name
Description Type a name for the input.
Type Select the type of input to be monitored.
¢ Normally Open/Close: An input either in an open or closed
state

¢ Normally Open/Close 1 Resistor: An input in an open,
closed, or trouble state. This option is only available for
supervised inputs.

¢ Normally Open/Close 2 Resistors: An input in an open,
closed, or trouble state, with additional checks for short-circuit
and open-circuit tampering. This option is only available for
supervised inputs.

For more information, refer to the Access Control Panel’s hardware

manual.
Activity start Set the delay time before this input becomes active. Note that on
delay normally open input, the delay starts once the input contact is

closed. On normally closed input, the delay starts once the input
contact opens.

58 AxTraxNG™ Software Installation and User Manual



Setting Up a Site secuRITY PRODUCTS

Field Description
Function Select the door function: Door Monitor or Door REX

This column is visible only if the REX enable checkbox is selected in
Door properties.

7o configure an input:
1. Inthe Tree View, expand the AC Networks element.
2. In the Tree View, expand a network and expand a panel.
3. Select Inputs.
The available inputs are listed in the display area
4. Select an input from the display area.

On the toolbar, click the [ icon.
The /nput Properties window opens.

Location Description Type Activity start delay
Input 1 1\Panel ZiDoor 1 REX Normally Open v o000
Input 14

g

Input 24 1\Panel 2iDoar 2 Monikar

1\Panel 2iDosr 1 Monikor
1\Panel 2 2REX

6. Select an input and configure it as required.

5.8 Adding Video Integration

See Chapter 6.

5.9 Adding Panel Links

Panel links are rules defining how the system should behave when events

occur in the access control panel.

The Link Properties window displays the following:

= Anevent on a panel and the panel component to which the link response
applies

=  The required input or output response

= Any alarm message to display on the current AxTraxNG Client computer

The Add Link window contains the following fields:
Table 13: AC Networks > Network > Panel > Links > Add Link Window

Field Description

Source Type Select the panel component type, input, output, reader, and so on
which is the event source
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Field
Source

Event

Event
Description

Enabled
Generate Alarm

Open all
Outputs of
selected Output
group
Destination Type

Destination
Operation
Time

Time Zone
PTZ Preset
position

(available with
AC-525)
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Description

Select the specific panel component that raises the event based on
the source type selected.

Up to 8 links can be created for each source type in the AC-225,
AC-425, and AC-525 panels. Up to 2 links can be created for each
source type in an AC-215 panel.

Select the event type for the panel component
Type the link or event description

Select the checkbox to enable the link rule

Select the checkbox to generate an alarm event in addition to the
link rule activity

Select the checkbox to enable global triggering of an output group
This checkbox appears when Destination Type is Output Group.

Select the panel component type, which is to be activated by the
link rule trigger event

Select the specific panel component, which is to be activated by the
link rule trigger event

Select the operation performed by the destination panel
component

Define a duration time frame for the operation. This box is only
available when a time-bound operation is selected

Select the time zone for which the link rule applies
Set the default preset PTZ (Pan, Tilt, Zoom) camera position

Note: To activate this feature, you must set the preset to
ViTrax.
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Field Description

Alarm Handler  Opens the Alarm Handler configuration window, which contains
the following fields:

Alarm Message: Type a personalized message to be displayed
on the screen as an alarm message when the selected event
occurs

Popup Enabled: Select the checkbox to enable an alarm pop-
up message

Select Color button: A color selection window opens
allowing a color selection for the alarm message

Browse... button: Find and upload an audio wav file to be
sounded when the selected event occurs

Sound Now button: After uploading the audio file click to
button to hear the audio file

Local Sound Enabled: Select the checkbox to enable sound
for the alarm

Fire Input Alarm: Select this checkbox to open all outputs,
usually relevant for fire alarms

The Alarm Handler function is only enabled when the Generate
Alarm checkbox is selected.

In addition, when a camera is linked to a panel, the following fields
appear in the window:

Camera: List of available cameras
Options: How the alarm is displayed

Popup Enabled: Activates a popup to appear on the user’s
screen when alarm is triggered

Close window options: Can choose By timer and specify the
time, or Manually

Numerous events and links can be defined in Panel Links. It is the operators’
responsibility to avoid conflicting or non-logical definitions. Not all events
sources that appear in the L/nks window are enabled in the panel; this too is
the operator’s responsibility to verify. Link condition operations should be
checked after making any changes in the links definitions.

7o create a panel link:

1. Inthe Tree View, expand the AC Networks element.
Expand a network and expand a panel.

2.
3. Select AC Links.
4

On the toolbar, click the 2 icon.
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The Add Link window opens.

Link (3]
Source Tupe Destination Type

e 8
Source Destination

|Input 1 - 1\Panel 24Doar 1 REX w | Mone v|
Exvent Operation

| Contact Closed v | Mone v |

Ewent Description

|Contact Cloged | I:I

Enabled Time Zone

[] Generate Alarm |Always v|
[ Mew ] [ jul ] [ LCancel ]

5. Configure the link rule as required, according to the field descriptions in
the Table 13.

6. Select the Generate Alarm checkbox to activate the Alarm Handler
button.

7. Click Alarm Handler.
The Alarm Handller window opens.

Alarm handler - PC SAM-PC1 H
[ Message Popup [~ Cameras options
Alarm Message Camera
| INDI‘IE j
Options
IPc-p up Live video window ﬂ
N Popup Engbled
Close window options
1= By timer 0:04 = (minsec)
I Popup Enabled € Wanusly
Use highlight alam event
’V Select Color
[~ Sound
Select Wave Audio file
I Local Sound Frabled Sourc o | Browse.. |
ok | canca |

8. Configure the alarm handler as required, according to the field
descriptions in the table above.

9. Click OK to close the Alarm handler window and return to the Link
window.

10. Click OK to close the Zink window and save the link rule configuration.
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5.9.1 Creating a Fire Alarm Input

You can configure the panel properties to generate a fire alarm warning.

7o create a fire alarm input:

1.

2.
3.
4

In the Tree View, expand the AC Networks element.
Expand a network and expand a panel.
Select AC Links.

On the toolbar, click the 2 icon.

The Add Link window opens.

Configure the link as follows:

a. In Source Type, select Input.

b. In Destination Type, select Output Group.
c. In Operation, select Timer.

d. Select the Generate Alarm checkbox.

Click Alarm Handler.

The Alarm handler window opens.

Alarm handler - PC SOFIA 5]

Meszage Popup
Alarm Message

[] Popup Enabled

Use highlight alaim event Fire Input Alarm

Select Calar ] Open all Outputs of selected Dutput group

Sound
Select Wave Audio file

Configure the alarm handler as required, according to the field
descriptions in the table above.

Select the Open all Outputs of selected Output group checkbox.

SECURITY PRODUCTS

Click OK to close the Alarm handler window and return to the Add Link

window.

10. Click OK.
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5.9.2  Global Triggering of Output Groups

Global triggering is used for cross panel activations. For example, in case of fire
alarm, all doors in the system are opened from a single input.

To create global triggering of output groups:

1. In the Tree View, expand the AC Networks element.
2. Expand a network and expand a panel.

3. Select AC Links.
4

On the toolbar, click the 3 icon.
The Add Link window opens.
5. Configure the link as follows:
a. In Source Type, select Input.
b. In Destination Type, select Output Group.
The Open all Outputs of selected Output group checkbox is now

visible.
Source Type Destination Type
Input R4 Output Group
Source D estination
Input 1 - 3\Panel AC-8255Door 1 REX v Cutput Group 1 Output Group 1 v
Event Operation
Contact Closed v Toggle -

Ewent Description
Contact Closed

Enabled Time Zohe
[] Generate &lam Always
[] Open all Dutputs of selected Output group

[ Hew ][ Ok ][ Cancel ]

c.  Select the Open all Outputs of selected Output group checkbox.

5.10 Creating Groups

You can create access groups and areas, as well as input and output groups to
be used by the system to create automated rules.

5.10.1 Adding Access Groups

An access group includes a list of door readers and the time zones during
which each of those door readers are available for access. Every user is
assigned to an access group.

To add an access group:
1. In the Tree View, expand the Groups element.
2. Select Access Groups.

3. On the toolbar, click the 2F icon.
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The Add Access Group window opens.

Acress Group

SECURITY PRODUCTS

®

oK

H LCancel ]

4. Inthe Description field, enter a name for the access group and click OK.
The new access group appears in the View Tree.

5. Select the access group from the View Tree and click the ¥ icon.
The Access Group Properties window opens.

Access Group - Details

Time zone

Available

14Panel 2\Reader 1
T4Panel 2\Reader 2
14Panel R eader 1
14Panel 3\Reader 2
24Panel 2\Reader 1
24Panel 2\Reader 2

Selected

[3

[ New

J[_ox

][ LCancel ]

6. From the 7ime zone dropdown, select a time.

7. Select and move the desired readers from Available to Selected using

the arrows.
8. Click OK.

The window closes and the new access group appears in the Display Area.

5.10.2 Adding Input Groups

Input groups are a collection of inputs from one or more panels that can be
used in panel links to perform advanced operations.

To create an input group.

1. In the Tree View, expand the Groups element.

2. Select Inputs Groups.

3. On the toolbar, click the 3 icon.
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The /nput Group window opens.

Input Group =
Description | [TEMIETETS |
B, Network 1 Sdect Al
[ Mew J[ ok ][ cancel |

4. Inthe Description field, enter a name for the input group.
5. Expand a network to see its panels.

Input Group 5]

Description |Input Group 1 |

=33 Network 1 Select Al
2 0] 14Panel 2
-7 1\Panel 2ADoar 1 REX
"] 14Panel 2Door 1 Monitor
1+ 1WPanel 2\Door 2 REX
-3 14Panel 23Door 2 Maritor
20 1Panel 3
[1-3 14Parel 3:Door RE=
[1-4] 1WPanel 3\Door Maritor
-3 14Panel 3:Spare Input 2
-3 14Parel 3+Spare Input 24
=5 Metwark 2
20 2+Panel 2
[1-3 2Parel 2:Door 1 REX
[1-3 2vParel 24Door 1 Maritor
[1-4] 2\Panel 2\Door 2 REX
-3 2WPanel 2\Door 2 Maritor

[ mew [ ok ][ cones

6. Select the checkboxes of all relevant inputs.
You can also use Select All and Select None.
7. Click OK.
The window closes and the new input group appears in the display area.
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5.10.3 Adding Output Groups

Output groups are a collection of outputs from panel that can be used in panel
links to perform advanced operations, such as elevator control.

To add an output group:
1. In the Tree View pane, expand the Groups element.
2. Select Outputs Groups.

3. On the toolbar, click the 3 icon.
The Output Group window opens.

Desciiption |Dutpu||3mupw |
Ty Network 1 Select Al
T Network 2
[ Wew J[ ok ][ Cacel |

4. In the Description field, enter a name for the input group.
5. Expand a network to see its panels.

Output Group

]

Desciption |nmpu| Group 1 \

=34 Nework 1 Select Al
= 1\Parel 2
5 1%Panel 210o0r 1

5 14Panel 2\0ulput 14
5 1WPanel 2400 2
5 1WFanel 240ulput 24
-0 1\Panel3
5 1WPanel BDoa
5 14Panel 3\0uput 14
5 14Panel 30uiput 2
5 14Panel 3\0ulput 24
(=35 Network 2
-0 2\Panel2
[J5 2\Panel 24Door 1
I 2Panel 2\0umut 14
[l 2WPanel 23Doar 2
5 2Panel 240utput 24

[ mew J[ ok ][ Cancel

6. Select the checkboxes of all relevant outputs.
You can also use Select All and Select None.
7. Click OK.
The window closes and the new output group appears in the display area.
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5.10.3.1

Auto Opening for Output Groups

When defining user properties (Section 5.13.2), you can define certain output
groups to be active automatically.

To set up Auto Open for output groups:
1. In the Tree View, expand the Users element.
2. Expand the Departments/Users element and select a department for the

new user.

3. On the toolbar, click the 2F icon.
The Add User window opens.

User properties

Fhita

Add

Color.

Rights
Antipassback Irnmunity

Location

| Newer

v

[ HLX

Auta Open..

[] Egtended door open time

First Name Middle name
Last Name User Mumber (1 te 2000000000

| |2 <l
Department Access group

Car Parking Group

| Master v |

Card + Card Group

None

v| |Nune v|

Identification

Valid date
Fram

[T Unil

= v

oo 3
Caurter
[] Enable

[] Set new counter

Lirks

[ Access Granted command

[] Access Denied command

[zes <]

Courter value
[1 to 1000)

User selected Output group

‘None v|

[] Handicapped

[

wew [ ok

4. In the Rights section, click the Auto Open button.
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5. The Auto Open window opens.
Auto Open =

Output Group Timezone

0 utput Group v| |A|ways vl
Time

0004 =

Readers

24Panel AC-B25%Reader 1
24Panel AC-825%\Reader 2

24Panel AC-825%\Reader 3
24Panel AC-825%\Reader 4

[ Ok ][ Cancel ]

6. For each output group selected in the Output Group dropdown:
a. From the Timezone dropdown, select a time zone.
b. From the Time spin box, choose a duration time of the activation.
c.  Select and move the desired readers using the arrows.
7. Click OK.
5.10.4 Defining Card + Card Groups
Card + Card mode is a secure mode that requires two card holders (users) to
grant access to a particular reader.

v This feature is only available to Access Control panels AC-225, AC-425, and
! AC-525.

Note
5.10.4.1 Adding a Card + Card Group

First, you must add a Card + Card group.

7o add a Card + Card group:

1. In the Tree View pane, expand the Groups element.
2. Select Card + Card Groups.

3.  On the toolbar, click the 2F icon.
The Card + Card Group window opens.

Card + Card Group
Description

|Cald + Card Group 1 |

[ 0K H Cancel ]
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. In the Description field, enter a name for the input group.
5. Click OK.

The window closes and the new Card + Card group appears in the display
area.

5.10.4.2 Adding Users to a Card + Card Group
Once a Card + Card group is created, you must add users to it.
To add users to a Card + Card group:

1. In the Tree View, expand the Departments/Users element and select a
department that contains the users you wish to add to the Card + Card

group.
2. Select a user in the Table View area.
3.  On the toolbar, click the 7 icon.

In the General Tab of the User Properties window (see Section 5.13.2.1),
select the Card + Card group from the Card + Card Group dropdown.

5. Click OK.
Repeat this process for each user you wish to add to a particular Card +
Card group.
5.11 Adding Users and Cards
The AxTraxNG database maintains a list of every user card or PIN that has ever
been assigned. The Add Users and Cards window is used to define:
= The type of reader needed to read the card
= The number of cards to create
= Whether or not a user should be created for each new card
The Add Users and Cards window contains the following fields:
Table 14: Cards > Add Users and Cards Window

Field Description

Selection Type Select what will be added: Users and cards, Users only, or
Cards only

Quantity Type or select the number of cards/users to add

Sequential cards Define the card properties:

e Reader Type: Select the type of reader appropriate for
the new cards being added
e Start from: Type the number of the first card in the set
o Facility code: Type the site code for these cards. This field
is not available for all reader types
Sequential Users >  Define the users general properties:
General ¢ Department: Associate to the new user(s) created to a
department
e Access Group: Associate to the new user(s) created to an
Access group
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Field

Sequential Users >
Rights

Sequential Users >
PIN Code

Sequential Users >
Valid date

Sequential Users >
Links

Sequential Users >
Counter

SECURITY PRODUCTS

Description
Define the users right properties:

¢ Antipassback immunity: Select the checkbox to override
any antipassback restrictions

e Extended door open time: Select the checkbox to
activate the extended door option defined for each door

Select the checkbox to define automatic pin codes, select
between:

e Start from: Sequential pin code starting from a
predefined number based on a defined number of digits

e Random: Random pin codes where the only definition is
the number of PIN code digits

Define the access right validity:

e From: Define the date and time to begin allowing access
e Until: Select the checkbox to define an end date for the
access right validity, then define the date and time

Select the checkbox to define associated link commands:

o Access Granted command: Activate a user-defined set
of inputs or outputs for access granted events

¢ Access Denied command: Activate a user-defined set of
inputs or outputs for access denied events

¢ Handicapped checkbox: Activate a dedicated output a
short time after the door is unlocked. The outputs are set
in the Links window.

e User selected Output group: Select an output group for
this user. The outputs are triggered every time the user
accesses a door.

The operations, inputs, and outputs are defined in the Links
window (see Section 5.9).

Select the £nable checkbox to use the counter option then
type or select the counter number to be used for the first user

To add users and cards:

1. In the Tree View, expand the Users element and select Cards.

2. On the toolbar, click the 5 icon.
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The Add Users and Cards window opens.

Insert Users and Cards &
Sequential cards
Selection type Reader ype
s | Wiagand 2 Eits v
Quantit Start from (1 To B5535) Facilty code (0 Ta 255)
; o 3
Sequential Ussrs
General [] PN Code Links
Department [U0 ] [ Access Grented command
08 [T Access Deried conmand
Access group [ Handicapped
o e L smtopt g
[oe ]
Rights 23511 v | [onoo = one 4
[T Antipassback Immunity [ Uniil Counter

3. Configure the user and card properties as required, according to the field
descriptions in the table above.

4. Click OK to close the window.

The process may take a few minutes after which a dialog reports that the
operation has been completed.

5.11.1 Setting Card Automation

You can program the system to automatically keep track of any user card that
has expired because of non-use over specified period of time. Once detected,
this card can either be deleted automatically or you can be notified of it.

7o set card automation.

1. In the Tree View, expand the Users element.
2. Expand the Cards element and select Card automation.
3. On the toolbar, click the 2 icon.

The Card automation window opens.

Automation Type

Automation description
‘Delete card automatically

Perind

sl

Ok Cancel

4. From the Automation Type dropdown, choose the action to be taken
when a card has not been used in a certain period of time.

Delete card automatically

Ask before card deletion

Notify by email

Report in System Event Log only
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5. From the Period spin box, choose the time period.
6. Click OK.

5.12 Card Design
See Chapter 7 for how to create and print card templates.
5.13 Adding Departments, Users, and Visitors

Every user is associated with a department. For each user, AxTraxNG stores
contact details, associated card details, and access rights.

5.13.1 Adding Departments

To add a department:

1. In the Tree View, expand the Users element and select the
Departments/Users element.

2. On the toolbar, click the 2F icon.
The Add Department window appears.

Department

Description
Department 5 ‘

—
o
=~

—
I
o
=]
(=]
e

3. In the Description field, enter a name for the department and click OK.

The window closes and a new department is created.
5.13.2 Adding Users
Adding users to a department is done by using the Add User window.
The Add User window contains three main tabs (Figure 2):
= Generaltab — Displays identification and control information
= (Codes tab — Displays card information associated with the user
= Details tab — Records user contact details
In addition, there are two content-oriented windows:
= User Fields— Stores user-defined data

= Visitor Tab — Appears when the user is defined as a visitor (Section 5.13.

5.13.2.1 General Tab

The General tab displays:

= User identification information
= User validity settings

= Access rights for the user
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Figure 2: User Properties > General Tab

User properties 3]

| General!| Codes | Dietails
Phato
First Mame tiddle name
Last Marne User Number (1 to 2000000000]
2 -
Department Access group
I aster v
Car Parking Group Card + Card Group
None R4 Mone v
|dentification
Valid date:
Add From [T Ui
10/23/2013 >
Rights Caunter
Antipassback Immunity [] Enable Counter value
Mever v [ Set new counter (1t 1000)
[1 Extended door apen time Links
User selected Output group
[ HLX [ Access Granted command
None v
.
[ Access Denied command [ Handicapped
[ Hew ] [ 0K ] [ LCancel ]

The Generaltab contains the following fields:
Table 15: Departments/Users > Department > User Properties > General Tab

Field Description

Photo > Add Click to add a photo of the user, or to remove an
existing photo. The selected photo aspect ratio should
be 1.25 H x 1.00 L; otherwise, the photo may be

distorted.
First Name Type the user's first name.
Middle Name Type the user's middle name.
Last Name Type the user's last name.
User Number Type a unique user number to identify the user.
Department Select the user's associated department.
Access Group Select the user's access group.
Car Parking Group Select to add a user to a defined Car Parking group.
Card + Card Group Select to add a user to a defined Car + Card group.
Identification Add text that identifies the user
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Field

Color

Location

Valid date > from

Valid date > until

Counter > Enable

Counter > Set new counter

Counter > Counter Value

Rights > Antipassback
immunity

Rights > Extended door open
time

Rights > HLX Am

Rights > Auto Open
Links > Access Granted
command

Links > Access Denied
command

Links > User selected Output
group

Links > Handicapped check-
box
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Description

Click to select which color to use to highlight this user
when the user generates access events.

User highlighting must be activated in Tools >
Options > General tab.

Click to display a log of doors accessed by this user.

Select the date/time from when the user's access
rights begin.

Select the date/time on which the user's access rights
end.

This field is only available when the checkbox is
selected.

Select the checkbox to set an access rights countdown
counter for this user (see Appendix E).

When the counter reaches zero, the user's access
rights end.

Select the checkbox to set a new countdown counter
value for this user (see Appendix E).

Select a new countdown counter value for this user.

This field is only enabled when the Set new counter
checkbox is selected.

Select the checkbox to override any Antipassback
restrictions for this user.

Select the checkbox to entitle this user to an extended
unlocked door duration. The extended duration is set
for each door (see Section 5.5).

Gives the user the right to arm/disarm an HLX panel
(see Section 8.10).

When defining user properties, you can define certain
output groups to be active automatically.

See Section 5.10.3.1

Select the checkbox to activate a link rule initiated by
access granted commands for this user (see
Section 5.9).

Select the checkbox to activate a link rule initiated by
access denied commands for this user (see
Section 5.9).

Select an output group for this user. The outputs are
triggered every time the user accesses a door, as
specified in the Links window (see Section 5.9).

Select the checkbox to activate a dedicated output a
short time after the door is unlocked (see Section 5.9).
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5.13.2.2 Codes Tab

The Codes tab displays:

= The cards assigned to this user (up to 16 cards)
=  The PIN code assigned to this user

Genersl| Codes | Detals
Card Codes
Card Type Faciity Code CordNumber  Stalus
% ‘Wiegand 26 bits v Active v
AddFromMD 08, | [ AddFrom it |
FIN Code
Number of digitsd to €] Code o
42
Duress FIN Code
o) Aulo PIN
42
.

The Codes tab contains the following fields:
Table 16: Departments/Users > Department > User Properties > Codes Tab

Field
Card Codes

Add from MD-D08
Add from list

PIN/Duress PIN Code

76

Description
Define card codes options:

e Card Type: The card type used by the reader/user

o Facility Code: The site code assigned to this card

e Card Number: The unique number of this card

e Status: Select the status of the card. Inactive cards cannot
gain access to the facility

Click to read card details using MD-D08 module.

Click to add a new card.

All cards within the user's specified facility code, are listed
Define PIN and Duress PIN code options:

e Number of digits: Select the length of the PIN for this
user

e Code: The 4- to 8-digit PIN and/or Duress PIN code
e Auto PIN: Click to automatically generate a random PIN

AxTraxNG™ Software Installation and User Manual



Setting Up a Site secuRITY PRODUCTS

5.13.2.3 Details Tab

The Details tab contains detailed contact and identification details about the
user.

General | Codes |f Details |
Telephone Home telephone
Mobile Car registiation
o Tile
Email Employment date
14100 v
Address Notes
[ Mew J[ ok J[ Cameal |

The Details tab contains the following fields:
Table 17: Departments/Users > Department > User Properties > Details Tab

Field Description

Telephone Type an office telephone number for the user.
Mobile Type a cell phone number for the user.

Fax Type a fax number for the user.

Email Type an email address for the user.

Address Type a postal address for the user.

Home telephone Type a home telephone number for the user.
Car registration Type the user's license plate number.

Title Type the user's title (e.g. "Mr.").

Employment Date Enter the date that the user joined the firm.
Notes Type any additional information.

Details Click to open the user's additional details folder.

AxTraxNG™ Software Installation and User Manual 77



Setting Up a Site

5.13.2.4 User Fields Tab

The User Fields tab can be used to store any information required by the
system operator.

User fields are defined in the Tools > Options > User Fields/Default tab (see

Section 11.5.2).
7o add a user:
1. In the Tree View, expand the Users element.

2. Expand the Departments/Users element and select a department for the

new user.

3. On the toolbar, click the 2F icon.
The Add User window opens.

4. Enter the user details as needed using the tabs described in the above
subsections.

5. Click OK.
The window closes and the added user is displayed.
5.13.3 Adding Visitors

AxTraxNG stores contact details for each visitor, associated card details, and
visitor access rights.

The Visitor’s options tab contains the following fields:
Table 18: Departments/Users > Visitors > Add User > Visitor's Options Tab

Field Description
Visitor

Identification
Visit Date/Time Select the checkbox and specify the date and time for the visit

Automatic disable Define automatic disable access right options:
on exit

Type a unique visitor identification

o Access Area: Select the Access Area to disable access to

¢ Inactive card: The designated card automatically becomes
inactive upon exit

e Unauthorized user: the designated access group changes
to Unauthorized upon exit

Hosted Define the details for the hosting party:

e Department: Select the Department
e User: Select the hosting User
e Comment: Type any additional information
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7o create visitors:
1. In the Tree View, expand the Users element and select Visitors.
2. On the toolbar, click the 2 icon.

The same Add Userwindow as before opens; however, now the Visitor’s
Options tab is available.

General | Codes | Dietals | Visitor's options |
_ Automalic disable on exit
Visitor identification Access Area
[ | [Glbal v
Wisit DatesTime: Options
297511 = &) Inactive card
1645 4 () Unauthorized user

Hosted
Department

|General v|

Comnment

[ Hew  J[ ok [ cencel
3. Enter the visitor specific options as needed.

4. Enter the visitor's details in the various tabs as explained in detail in the
user subsections.

5. Click OK.
The window closes and the added visitor is displayed.

Users may be moved to other department or redefined as a Visitor. A visitor
S may be moved into any department and changed to a regular user. These can

Nete  pe done by using the General tab and selecting the new department to which
you wish to the user or visitor.

5.14 Adding Access Areas

A large site can be divided into several smaller, more manageable access areas.
Reports can be produced individually for each area. In addition, global
Antipassback rules can be applied for each access area. When global
Antipassback rules are in effect, users cannot re-enter an access area until they
have left it.

Use the Access Area window to add entry and exit door readers to and from
an area within the facility.
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7o add an access area.
1. In the Tree View, expand the Groups element.
2. Expand the Access Areas element and select Global.

3. On the toolbar, click the 2 icon.
The Add Access Area window opens.
P |

Description:

Access Area 1.1

Ayailable Readers To Enter: Selected Readers To Enter:
14Panel 1\Reader 1
T4Panel 14Reader 2
14Panel 24Reader 1

14Panel 2\Reader 2 i]

Available Readers To Exit: Selected Readers To Exit:
T4Panel 15Reader 1
14Panel 14\Feadsr 2
14Panel 2Feader 1
14Panel 24Reader 2

4. In the Description field, enter a name for the access area.

5. Select and move the desired readers from Available Readers to Enter to
Selected Readers to Enter using the arrows.

6. Select and move the desired readers from Available Readers to Exit to
Selected Readers to Exit using the arrows.

7. Click OK.
The window closes and the new access areas appear in the Display Area.

5.15 Adding Global Antipassback Rules

Global antipassback functionality is only enforced when the AxTraxNG Server is
connected and monitoring the entire access control system.

To create antipassback rules:
1. In the Tree View, select Global Antipassback.

2. On the toolbar, click the 3¢ icon.
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The Add Global Antipassback window opens.

Global Antipassback 3]

Dresciription

Access Area

Access Areal.l w
Automatic Antipassback.

Mever v
() Hard [alarm and access denied)

(&) Soft [alarm only)

[ Ok ][ LCancel ]

3. In the Description field, enter a name for the antipassback rule.
From the Access Area dropdown, select the access area.

5. From the Automatic Antipassback dropdown, select the time zone for
which the global antipassback applies.

6. Select either the Hard or the Soft Antipassback option.

7. Click OK.

The window closes and the global antipassback rule appears in the Display
Area.

Global Antipassback applies an Antipassback event only on "Enter" readers to
. the defined "Area".
AR ' implement Antipassback on Exit readers as well, you must define a new area
with opposite reader directions:
Readers defined "Enter" in the first area need to be defined again in the new
area as "Exit" readers, and "Exit" readers in the first area should be defined as
"Enter" readers in the second area.

5.16  Car Parking

The Car Parking management option allows you set up groups that have
limited number of users who can access a particular area. For example, a
parking lot that serves several companies and each company has a specified
number of parking spots. With this option, we can set up each company’s limit
and when the limit is reached, access is no longer granted. This feature is
counter based that keeps track of the number of users in a specified area.

This feature is only available to Access Control panels AC-225, AC-425, and
S AC-525.

Note

Only one car park area can be added per panel.

Note
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To define a car parking area:
1. Create an access area with Enter and Exit readers (see Section 5.14).
2. Inthe Tree View, select Car Parking.
3. On the toolbar, click the 3F icon.
The Car Parking window opens.

Car Parking ]
Drescription
|Car Farking 1 |

Access Area

| car park, w |

Checked by Area maximum counter
(%) Aocess Area 1 & |

) User Groups

[ Reset H ok ][ Catcel ]

4. In Description, enter a name of the car parking element.

5. In Access Area, select the relevant access area that you defined in Step 1.
In the Checked by area, perform one of the following:
a. Select Access Area.

i. In Area maximum counter, choose the number of parking
spots available in that access area.

ii. Click OK.
b. Select User Groups.
i. Click OK.

ii. Inthe Tree View, under Car Parking, choose the car parking
area you just created.

iii.  On the toolbar, click the 2F icon.
The Car Parking Group window opens.

Car Parking Group

Diescription

1 ~
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iv.
V.

vi.
vii.

viii.

Xi.
Xii.

Xiil.

In Description, enter a name of the car parking sub-group.

In Group maximum counter, choose the number of parking
spots available for the parking group.

Click OK.

In the Tree View, expand the Departments/Users element and
select a department that contains the users you wish to add to
the Car Parking sub-group.

Select a user in the Table View area.

On the toolbar, click the 7 icon.

In the General Tab of the User Properties window (see

Section 5.13.2.1), select the Car Parking sub-group from the Car
Parking Group dropdown.

Click OK.

Repeat Steps viii to x for each user you wish to add to a
particular Card + Card group.

Repeat Steps iii to xii for each group that you wish to add to the
car parking area.

5.16.1 Viewing and Editing Car Parking Counters

Once you set up your various car parking groups and areas, these groups and
areas can be easily viewed and edited.

To view and edit the Car Parking counters:

1. In the Events toolbar (above the Event Log area), click the &5 icon.
The Car Parking Counters window opens.

Car Parking Counters ®
Car Parking
Ausa marimum counter Aaea curnent counter
est v
Car Parking Groups
Group maimum courter Group current counter
sdsddf - [ Set new counter [ Set new courter

2. Update the maximum or current counters of either the car parking areas
or the car parking groups, depending on how the car parking element is

defined.

The values of the maximum counters entered in this screen override the
values of the maximum counters that you entered in Section 5.16.

3. Click OK.
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5.17 Adding Operators
Operators are people with access to the AxTraxNG application. The default
operator name is Administrator.

Different operators have wider or more restricted security rights, from
complete control over the system to the ability only to view one section. All
operator passwords are case-sensitive.

7o define operators:
1. In the Tree View, expand the Users element and select Operators.

2. On the toolbar, click the 3 icon.
The Add Operator window opens.

Operator Properkies @

Drescription
| |

[ Localize guard

Location Rightz

odify M
Metworks Mone M
Configuration Mone n
Operators Mone n
Wisitors Mone b
Reports Mone n
[ wew J[ ok J[ concd ]

3. Inthe Description field, enter the Operator’s name.

Select the Localize guard checkbox to define the operator with limited
rights.

5. Click Networks... and Status maps... to define the associated
operator’s local rights.

6. Set the operators global permission rights for each of the screens in the
Location list.

7. Click Password... to open the Password dialog.

Dperator Password @
Change password
Current pagsword

Mew pazzword

Confirm password

Mote: password will be saved
together with other properties of
operator,

[ 0K l [ Cancel ]
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8. Enter the operators’ password in the Password field and re-enter the
password in the Confirm Password field.

On first time use, leave the password field empty and enter (and confirm) your
s new password.

9. Click OK to save your settings.
The dialog closes and the operator is shown in the display area.

5.18 Creating Elevator Control

Normally, a reader is associated with a door. For elevator control, a selected
reader should be associated with outputs groups, with each output group
representing a floor.

7o create elevator control:
1. Select a reader (see Section 5.6) in the display area.

2. On the toolbar, click the [ icon.

3. On the General tab in the Reader Properties window, clear the Activation
checkbox.

Activation; ] Open 14Panel 1%Door 2
Click OK.
5. Create output groups (see Section 5.10.3).
Each output group represents a floor or several floors.

When creating an output group for the elevator control, the selection only
applies to outputs from the same panel.

v

6. In the General tab of the User window, associate a user with the relevant
output groups (see Section 5.13.2.1).

Each user can be associated with the relevant output groups to allow user
access to specific floors, as needed.

7. Create a panel link (see Section 5.9). Only one panel link is required.
5.19 Creating Status Maps

The Status Map displays the status of every door, input, and output,
antipassback rules, and alarms in the facility on user-selected floor plans.

To set up a Status Map:
1. In the Tree View, select Status Map.

2. On the toolbar, click the 2 icon.
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The Add Status Map window opens.

3 Status Map.

Status Map 1 ]

3. Right-click in the window and select Set background from the shortcut
menu.

The Select Picture File window opens.

If To change the map image and/or to add objects on the map, you must select
+  the Design Mode checkbox. The Add Map icon in the toolbar is enabled.

Note

4. Select a graphic file (bmp, jpg, gif, or tiff) for the Status Map background.
1] Status Map ey ==

Status Map 1
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5. Ensure that the Design Mode checkbox is checked.

6. Select readers, doors, inputs, outputs, additional status maps, cameras, or
panels and click the Add to Map icon from the toolbar menu.

The objects appear on the status map, and can be dragged to their correct
position.

7. Right-click a map object and select Show on Map from the shortcut
menu.

The Show on Map window opens.

Show On Map - 14Panel 3 Door

7 slarm
Status
@ Byoutput O By Doar Monitor

[ oK H Cancel ]

8. Select the Status checkbox to display the object’s state on the status
map.

9. For a door's Show on Map properties, select:

a. By Door Monitor: Shows the doors open status based on its physical
position.

b. By Output: Shows the doors open status based on the status of its
lock.

10. Select the Alarm checkbox to enable a visual alarm on the map for alarm
events.

The alarm option is only available for panel elements where the alarm was
; already defined.

Note

11. Repeat Steps 6 to 10 until all objects are shown on the status map, as
required.

12. Repeats Steps 1 to 10 to set up additional status maps.
Status map icons can also be added to other status maps, indicating where the
. two map areas meet.

Note
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6. Video Integration

Cameras can be added to the network to allow real-time viewing of any area
desired. The video integration can be done either with ViTrax or HikVision
servers.

6.1 ViTrax Video Integration

ViTrax is a video management server client solution that supports AC-525, as
well as a wide range of IP, USB, and open protocol cameras, such as OnVif and
PSIA. Be sure that the ViTrax Server is installed on a PC and you know that PC’s
IP address. If not, refer to the ViTrax™ Software Installation Manual for
installation instructions.

Perform the following steps to integrate the ViTrax server.

Step Action Section
1 Connect to ViTrax Server 6.1.1
2 Add a Camera to AC-525 Panel 6.1.2
3  Link a Camera to AxTrax 6.1.3
4  Use Panel Links 59and 6.1.4
5 | Configure ViTrax Camera Properties 6.1.5

6 |Use Automated Activation Options 6.1.6

6.1.1 Connecting to ViTrax Server

Define the ViTrax Server database with which the AxTraxNG Software
communicates.

7o connect to the ViTrax server:
1. When the ViTrax Server is running, click File > ViTrax Server.
The ViTrax Servers window opens.

¥iTrax Servers 53]
HrED
IP Adress Uszer Mame Status
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2. On the toolbar, click the 2F icon.
The Add ViTrax Server window opens.

iTrax Server [

ViTrax [P Adress
|SOFI |

Wil rax Uzer Mame

WiTrax Pagzword

| |

[ ax H Cancel l

3. In ViTrax IP Address, enter either “localhost” or another IP address
name.

In ViTrax User Name, enter the username.
5. In ViTrax Password, enter the password.

Vi The entered password must resemble the non-default password for the server.

>
Note

. Click Connect.
7. Click OK.
When connected, the Connected status is displayed.
The ViTrax server now appears in the ViTrax Servers window list.
ViTranServers  __________________________ ®
L JrEP

IP Adress Uszer Mame Status

LCloze
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6.1.2  Adding a Camera to the AC-525 Panel

Once a camera is physically installed, the system reads the camera on the
network and displays it in the tree.

Defining communication of AC-525 cameras to the ViTrax server is performed
physically between the camera and the AC-525 panel (see the AC-525
Hardware Installation Manual).

To view and add a camera to an AC-525 panel:
1. In the Tree View, click AC Networks.
The available networks are listed in the display area.
2. Select a network.
3. On the toolbar, click the E. icon.
The Cameras window opens.

Location Description Attached to AxTraxNG
Camera & AC-525\002 L
Camera B ALC-5254003 O

’ oK ] [ Cancel ]

4. Select the Attached to AxTraxNG checkbox next to the camera you wish
to add to the system.

5. Click OK.

For a detailed description of how to add a camera to the AC-525 panels as
defined both in AxTraxNG and ViTrax applications, see Appendix F.

6.1.3  Linking a Camera to AxTrax

When a camera is linked to AxTrax, video events can be linked to access
control events and vice versa.

7o link an IP camera to AxTrax:

1. Inthe Tree View, expand Video Integration element and select the
ViTrax VMS element.

2. On the toolbar, click the E. icon.
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A window opens showing all available IP (not AC-525) cameras that can
be linked (cameras that have already been linked do not appear in this

window).
Add Cameras from ¥itrax |
ViTras Server Desciiption Details i,

3. For a camera you wish to link, select the Attach to AxTraxNG checkbox.
4. Click OK.
The linked camera now appears in the Table View screen.

[‘ You can also click the = icon in the Events List to view the list of linked
" cameras.
Note
In the Tree View, expand the AC Networks element.
Expand a network and expand a panel.

5.
6.
7. Select AC Links.
8.

On the toolbar, click the 2F icon.

The Add Link window opens.

Link 3]
Source Type Destination Type

e ]
Source D estination

|Input1 - 14Panel 24Door REX _v| Maone v|
Ewent Operation

|Enntact Clozed w | Mone A |
Ewent Description

|Contact Closed | I:I

Enabled Time £one

[] Generate Alam |Alwa_l,ls w |

[ Mew ] [ ok ] [ Cancel ]

9. Select the Generate Alarm checkbox to activate the Alarm Handler
button.

10. Click Alarm Handler.
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The Alarm Handller window opens.

Alarm handler - PC RQ1

Meszage Popup
Alarm Message

]

Cameras options
Camera

Options

[] Popup Enabled
Use highlight alarm event
Select Calor
Sound
Select Wave Audio file

11. From the Camera dropdown, choose the camera you wish to link.

12. From the Options dropdown, choose how the alarm is generated.

Alarm handler - PC RO1

Meszage Popup
Blarm kessage

[] Popup Enabled

Use highlight alam event
Input 1

Sound
Select Wave Audio file

®
Cameras options
Camera
| USE Yideo Device v ‘
Options
Pop up Live video window
Pop up L i
Show Snapshat and save to archive
Recording
Select Calor

window.

14. Click OK to close the Zink window and save the link rule configuration.
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6.1.4  Conditioned Recording via Panel Links

You can select the source, destination, and period of recordings using
Conditioned Recording sequences programmed via the Pane/ Links screen.

To create a panel link:

1. In the Tree View, expand the AC Networks element.
2. Expand a network and expand a panel.

3. Select AC Links.
4

On the toolbar, click the 3 icon.
The Add Links window opens.

Source Type Destination Type

Reader ~

Source Destination

Reader 1 - 3\Panel 14\Reader 1 v Camera & momentary recording ~

Event Operation

Access Granted - any user w Timer v

Event Description Time [r:22]

Access Granted - any user o4 A

Enabled Time Zone

[] Generate Alarm Alvays W
[ Hew ] [ Ok ] [ Lancel ]

5. In the Destination Type dropdown list, select Local recording.

In the Destination dropdown list, select a camera (momentary recording
or pre-event recording).

7. Click OK.
6.1.5  Configuring ViTrax Camera Properties

In the Camera Properties window, you can view live streaming and configure
various camera properties.

The Camera Properties window includes the following:
Table 19: Network > Panel > Cameras > Camera Properties Window

Field Description
Description Displays the camera name
Enable ViTrax Select this checkbox to enable motion detection in ViTrax.

Motion Detector  Enabling motion detection enables Record Motion features.
It is possible to get motion detection events from ViTrax and use
them to initiate recording, by first setting the Motion Detection
section on this window, and then setting motion detection
properties in ViTrax in the Sensitivity, Exclusion, Format, and
Source tabs.
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Field Description
Time Lapse This checkbox is automatically enabled due to the camera

recording settings. Time Lapse refers to the periodic recording of
single frames. AxTraxNG automatically enables the Time Lapse
option in ViTrax when setting recording by AxTraxNG.

Frame rate Select the Time Lapse period. By default, the Time Lapse period is

0.005 frames per second (1 frame every 200 seconds).

Live Audio Volume Select the live audio volume
Audio to Camera Select the checkbox to indicate when a microphone is connected

to the camera.

Microphone Enabled when the Audio to Camera checkbox is selected.
Device From the dropdown list, select a microphone.
Properties Camera properties

Options Video pop-up window and snapshot options.

PC Archive Streams saved in the PC

Local Archive Streams saved in the USB-key

Snapshot Opens the images list stored on the PC

Activation Buttons Start/Stop Recording, initiate Audio to camera, and Save current

snapshot.

To configure camera properties:

1.
2.

3.

94

In the Tree View, click AC Networks.

Select a network and expand a panel.

On the toolbar, click the &= icon.

The list of available camera appears in the display area.
Double-click the desired camera row within the camera list.
The Camera Properties window opens.

Camera Properties 5]

|ac525v003 | - Motion Detection
[ Enable Vitrax Mation Datactor

|:| (mincsec]

Note: On enabling ¥iTrax Motion Detectar. you must set Mation Dietsctor propetties in
WiTran Camera Setup Wizard' at "Motion Analysis’ screen

Time lapse
Frame rate

Note: Time lapsz is automaticaly enabled due t camera recording settings. Do not
disable
Live audio
0 J 100
Audio to Camera
Micraphane Device
Enabled Reatek HD Audio Input v|
Note: O enabling Audio to Camera, you must set 'Flemote MIC IF address' ot 'Web
brcuwser of AC525
Fropetties | [ Options | [ PCivchive | [ Local&chive | [ Snepshot | [ ok ][ Cancel
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The ViTrax Server must be running to view recordings.
»>
Note

5. Click OK.
6.1.6  Automated ViTrax Camera Activation Options

The following automated camera activation options are available in networks
utilizing the ViTrax camera.

The automated camera activation turns on the camera and opens a video pop-
up and a snapshot window on the locally used PC in response to predefined
events occurring in the system as described in the following sections:

6.1.6.1 Reader Access

Create a reader access event based on an automatic camera activation on a
local PC.

To create reader-access camera activation.
1. Open the Readerwindow (see Section 5.6).
2. Click the Access eventtab.

'Genecall Options  Access event |

r— Enable pop up user window by events - PC SAM-PC1

[” Access Granted Close window options
[T Access Denied 1 Manually
" Access Recorded (%] Bytimer 0:04 =4 (minsec)

[ Access Logged

— Enable Cameras options by events
™ Access Granted FC SAM-FCT
I” Access Denied r Fopup Enabled
™ Access Recorded
I Access Logged Cloge window options
Camera ! Manuzlhy
INone j & Bytimer 0:04 =4 iminsec)
Options
IPop up Live video window j

ok | concsl |

3. Under £nable Camera options by events, select the Access Granted,
Access Denied, Access Recorded, or Access Recorded checkbox.

Select a camera from the Camera dropdown.

Select a video option from the Options dropdown.

Select the Popup Enabled checkbox to enable local pop-up messages.
Under Close window options, select either Manually or By timer.

N o u ok
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8. Click OK.

6.1.6.2  Alarm Event

Create alarm handler event based automatic camera activation.
To create alarm handler camera activation.

1. Open the Alarm handler window (see Section 5.9).
Alarm handler - PC SAM-PC1 (=]
— Message Popup —Cameras options
Alarm Message Camera
| INonE j
Options
Fom un Live vides winds =
[ Popup Enabled
Close window options
(F‘ By timer I X 32 {min sec)
I Popup Enabled 171 Manually
Use highlight alam event
’7 Select Color
—Sound
Select Wave Audio file
|
= Local Sound Enabled Sound Now I Browse: |
ok | canca |
2. Select a camera from the Camera dropdown.
3. Select a video option from the Options dropdown.
4. Select the Popup Enabled checkbox to enable local pop-up messages.
5. Under Close window options, select either Manually or By timer.
6. Click OK.
6.1.6.3 Camera Event

Create camera event based automatic camera activation.
7o create camera event based camera activation.

1. Open the Camera Properties window (see Section 6.1.5).
2. Click Options.
The Video Popup and Snapshot window opens.
[[] Popup Camera ‘Window on Vitras recording [window opens for recording duration.]
Motion detected
Popup Windaw on Mation detectsd start
Pop up “window type
(O Live video
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3. Select the Popup Camera Window on ViTrax recording checkbox to
enable window pop-up on the PC during camera’s ViTrax recording.

4. Select the Popup Window on Motion detected start checkbox to
enable window pop-up on the PC following an activation of the ViTrax
Motion detection.

5. Under Close window options, select either Manually or By timer.
6. Click OK.

6.1.6.4  Door Warning Event

Create a door-warning event based automatic camera activation.

The available door warnings in the system are Door held open and Door
forced open.

7o create door-warning event based camera activation:
1. Open the Doorwindow (see Section 5.5).

2. Select the Door held open and/or the Door forced open options, and
define their associated timer.

The Enable Cameras Options by Door Warning Events pane opens within
the Doorwindow.

Details Enable Cametas aptions by Door Warnning events
Description Auto relock. Camera

[1\Panel 1\Door On door monitor closed % Camera A v
BEX enabled Dptions

[ Eist person delay on automatic unlock Pop up Live video window v
Manual door open enabled PG
[] Door cutput polarity is Nomally Closed Popup Enabled

Timers Close window options

Door open time 004 £ [minsec) O Manually

Extended door open time 008 5| [minsec) @ By timer 004 5| (minsec)

Door held open 030 % (minsec)

Door forced open O [mir:sec)

Select a camera from the Camera List.

Select a video option from the Options list.

Enable local pop-up messages by checking the Popup Enabled checkbox.
Under Close window options, select either Manually or By timer.

Click OK.

N o vk W
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6.1.7  Viewing Live Video

In the Camera Properties window, you can view live streaming and edit various
camera properties.

To access Live Video.

1. In the Events toolbar (above the Event Log area), click the ® icon.
A list of all available cameras appears.

Lacation 1P Address Chanel “iTrax Server
Cam 25 4

2. Double-click the desired camera row.
The Live Video Streaming window opens.

frmPopup

The Live Video Streaming window includes the following buttons:
Table 20: Events Toolbar > Cameras > Live Video Streaming Window

lcon Name Click icon to...
. Recording Starts/stops recordings that are saved as streams to the
archive

) Audio to Camera |Use the PC microphone by utilizing the panel RAM
fr1 |Snapshot Save the current snapshot.
3. Click OK to close.
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6.1.8

SECURITY PRODUCTS

Viewing Recorded Events

70 access camera properties:

1.

In the Events toolbar (above the Event Log area), click the ° icon and
select Archive.

E All Events Online
-|BE  Panels AC
'ﬁ Access

ﬁ Alarm

o Archive [:

(_‘ System
| [|=® Panels HLX

|~>f.73 ’I| | ’F‘

55 Cor 't Cameras

A list of all available recorded camera streams appears in the Events
display area.
| Events

CRE TR

Date/Time

Location

Event

01/02/2014 15:18:21

HikVision Server 1 Camera 1-SAM-PC1

Recording stopped

HikVision Server 1 Camera 1-SAM-PC1

Recording started

i
B |01/02/2014 15:18:15
i

HikVision Server 1 Camera 1-SAM-PC1

Recording stopped

01/02/2014 14:48:06
5| 01/02/2014 14:47:58

HikVision Server 1 Camera 1-SAM-PC1

Recording started

2. Select a recorded stream marked “Recording started” in the Event

column.

3. In the Events toolbar, click the ¥ icon.

A window opens and plays the recorded stream.

6.2

HikVision Integration

HikVision is a DVR/NVR system used for CCTV video recording and streaming.
Perform the following steps to integrate the HikVision server.

Step Action

1 Connect to HikVision Server

o v AN

Add a HikVision Camera
Use Panel Links

AxTraxNG™ Software Installation and User Manual
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Configure ViTrax Camera Properties 6.2.4
Use Automated Activation Options 6.2.5
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6.2.1 Connecting to a HikVision Server

Define the HikVision Server database with which the AxTraxNG Software
communicates.

To connect to the ViTrax server:

1. On the toolbar, expand the Video Integration element and select
HikVision Servers.

The HikVision Server window opens.

Description
TCP/IP Network
IP Address Port
I =]
User Name Fassword
| |
Chanels
|4 vI
New | ok | cancel |

2. In Description, enter a name for the server.

3. Enter the various IP Address, port, username, and password of the TCP/IP
network connection.

. From the Channels dropdown, choose the number of channels.
5. Click OK.
The defined DVR appears in the Tree View.
6.2.2 Adding a HikVision Camera

Once a camera is physically installed, the system reads the camera on the
network and displays it in the tree.

7o view and add a camera to AxTraxNG:

1. In the Tree View, select the defined DVR and click the E. icon.
The Add Cameras window opens.

Chanel | Description | Attached to AxTraxNG

Hik:Vision Server 1 Camera 1
Hik:Vision Server 1 Camera 2

G2 | M

r
Hik:Vision Server 1 Camera 3 -
Hik:Vision Server 1 Camera 4 -
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2. Select the Attached to AxTraxNG checkbox next to the camera(s) you
wish to add to the system.

3. Click OK.
The selected cameras appear in the Table View area.
6.2.3  Conditioned Recording via Panel Links
See Section 6.1.4.
6.2.4  Configuring HikVision Camera Properties

In the Camera Properties window, you can view live streaming and configure
various camera properties.

The Camera Properties window includes the following:

Table 21: Video Integration > HikVision Server > HikVision Server x > HikVision
Camera Window

Field Description

Description Displays the camera name

Channel The channel selected to view

Motion Select this checkbox to enable motion detection in ViTrax.

Detection>Enable Enabling motion detection enables Record Motion features.

HikVision Motion ||t is possible to get motion detection events from ViTrax and use

Detector them to initiate recording, by first setting the Motion Detection
section on this window, and then setting motion detection
properties in ViTrax in the Sensitivity, Exclusion, Format, and
Source tabs.

Motion

Detection>Save

Select to save a snapshot of the video to the archive
snapshot to

archive

Motion . . . . )

Detection>Record ReFords motion for the user-defined period of time (0:01 to
. 59:59)

motion

Test Tests if the camera is connected

Snapshot Archive snapshot options

Options Video pop-up window and snapshot options

Activation Buttons Start/Stop Recording and Save current snapshot
To access camera properties:
1. In the Tree View, select a defined DVR.
2. Inthe Table View area, select one of the defined channels and click the
“icon.
The HikVision Camera window opens.
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HikVision Camera x|
Description Chanel Motion Detection

I” Enable HikVision Motion Detectar
I=| Save Snapshot to archive
I~ Record Motion
lﬂ {min:sec)
Note: On enabling HikVision Motion Detector, you

must st Motion Detector properties in HikVision DVR
Server.

Camena 01

@ m Status: Connected

Tet | Smepshet | options | ok | cancel

3. Configure the camera behavior as required, according to the field
descriptions in Table 21.

4. Click OK.

y The HikVision Server must be running to view recordings.
Note

7o access Live Video.

1. In the Events toolbar (above the Event Log area), click the ® icon.
A list of all available cameras appears.

Vitrax Cameras list 5]

Location IF &ddress Chanel WiTrax Server

14Panel 1 AL

LCloge

2. Double-click the desired camera row.
The Live Video Streaming window opens.

102 AxTraxNG™ Software Installation and User Manual



Video Integration secuRTY PRODUCTS

frmPopup

The Live Video Streaming window includes the following buttons:
Table 22: Events Toolbar > Cameras > Live Video Streaming Window

Icon Name Click icon to...
. Recording Starts/stops recordings that are saved as streams to the
archive

‘:\ Audio to Camera Use the PC microphone by utilizing the panel RAM
[ Snapshot Save the current snapshot.

3. Click OK to close.

6.2.5  Automated HikVision Camera Activation Options
See Section 6.1.6.

6.2.6  Viewing Live Video

See Section 6.1.7.

6.2.7 Viewing Recorded Events

See Section 6.1.8.
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7. Card Design (Photo ID)

AxTraxNG allows you to design badges for mass printing and supports
connectivity with digital cameras for image capture.

This chapter instructs installers and users how to use the Card Design element.
7.1 Creating a Card Template
7o create a card template:

1. In the Tree View, expand the Users element.
2. Expand the Cards element and select Card Design.

3. On the toolbar, click the 3 icon.
The Card Design - Template screen opens.

Description

|Card Design 1 |
Scale Orientation
O] Inches ® Landscape
O Centimeters O Portrait

Size

@ ID Card (3.370"* 2.125"
O 130 Card (3.375"* 2.175%

O Customized (size set by user)

Width Height
Inches (Max4.00) Inches (Max 3.00
4. Enter a description for the template and define the scale, orientation, and
size.
5. Click Next.
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The Card Design - Fields screen opens.

Card Design - Fields ®

User Mumber 00 7

First Mame
Department

Title

20

Click and Drag the components from left and place them
inthe card area. Press Cirl key and click ta zign many
Components. Use right click to change the propeties

Staticfield 1

m - [v]
g 1L -
- ) B
Ty g HIE -
8 E

2

6. Right-click the card area background to set the background color or to
choose a file to use as the background.

Background
Trangparent

Edit

7. As desired, drag the fields on the left into the card area to create the
layout of the card.

8. Right-click on any field appearing in the card area to show the following
menu options:

Fant
Background

Transparent

Left &lign
Center

Right &lign

Froperties
Delete
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9. Select Properties to remove the border and change the field size.

Border
Position Size
Top Height
0.654 (Max 2.125) 0.219 (Max 2.125)

Left Yfidth

e 369 a2 369

[ ok ] [ cancel

10. Click OK to return to the Card Design - Fields screen.
11. Click OK to save the card template.

7.2 Printing a Card

Once you have saved a card template, you can print cards using the template.

For best printing results, it is strongly recommended to use 300 dot per inch
(dpi) and a high screen resolution (at least 1280 x 1024 for a portrait card or
1600 x 900 for a landscape card). A resolution of 1920 x 1080 is
recommended.

To print a card-

1. From the card template list in the Table View area, choose the template
you wish to use and click the € icon.
The Print Card — Selection window opens.

Print Cards - Selection ]
The print card wizard will help you to print
cards in a pre-design card layout.
Which card layout do you want to print?
[fost B
You can press back atany time and
change your selection.

Cancel I Back Next > Print preview. Pririt
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2. Select the layout you wish to use (if different than what you selected in
Step 1 from the corresponding dropdowns.

3. Click Next.
The Print Card — Users List screen opens.

Print Card - Users List ®

Available
General
doe, john (1234)
doe, john (ddd4d)
doe, jane (5987)
doe. jane (43210

[ cancel | [ <Back | [ mews |

4.  Select the users from the available list for whom you wish to print a card
and move them to the right panel.

5. Click Next.
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The Print Card — Preview screen opens.

Print Cards - Preview (=]

Hlii
E1El

| Use camera

|| e || |

6. Set up the barcode:
a. Right-click on the Barcode field and select Clipboard.

Clipboard %J

Delete

The Barcode Parameters window opens.

Bar code parameters E|

Ear code nurnber as text 33675143
Alphabet coding choose : | ODE128 | v || Cancel

b. You can use the barcode that is generated automatically or enter a
numeric barcode manually.
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¢.  From the Alphabet coding dropdown, select the kind of coding.

ODE128

v

AZTEC
CODABAR

DATAMATRIX
DATAMATRIXASCI
DATAMATRIXBASEZ56
DATAMATRIXC40
DATAMATRIXEDIFACT
DATAMATRIXTEXT
DATAMATRIG2
[20F5

QRCODE

QRCODEBIN

GQRCODEALPHANUMERIC

CODE128C %

d. Click OK.

The barcode appears on the card template.

Print Cards - Preview

[ 4= = 3|

| Use camera...

Cancel | < Back | Next =

| Print preview... |

Print... |

7. Click Use camera if you wish to choose a different image either from a

file or from a PC camera:
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The Select Source window opens.

Select source ]
@) Graphic File
() PC Camera

Capture Image

L ax. J[ Cancel J

a. Do one of the following:
= Select Browse to locate an image to insert.

s Select PC Camera and select Capture Image.
b. Click OK.

8. Use the green arrows to preview additional users.
9. [Optional] Click Print preview to show the enlarged card screen.

E

~

piws
uyol

10. Click Print to print a card.
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8. Intrusion Integration
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The intrusion integration allows you to integrate the intrusion panel into the
AxTraxNG access control management software and to manage the intrusion
panel (when available). In addition, the integration creates logical event links

between the software and the access control system.

8.1 Adding an HLX Panel
7o add an HLX panel:

1. Check that the HLX panel is connected to the PC.

2. Inthe Tree View, click HomeLogiX.

3. On the toolbar, click the 2 icon.
The HLX Pane/window opens.

HLX panel =

Description Panel Information

a | HLx panel type [rate format
Poaling DOy v
Communication type Firmware version Time format
| Serial L | | | 24-Howr[HH: mm] v |

Serial Communication Panel D atabase Version

Com Part Baudrate | Suppart CROT

| v| [a600 v

Owner Information

Mame

Phone Mobile Phone

Address

[ Code ] [ Hew ] [ Ok ] [ LCancel ]

4. Select the Pooling checkbox if you want the server to pool information

from the HLX-40 panel.

5.  From the Communication type dropdown, choose Serial or TCP/IP.
In Serial Communication, choose the com port and the baud rate.
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The new panel appears in the Tree View.

| Hierarchic Wiew

= L AxTraxhG
oy B Mebworks
== Haornelogi
=% HLx 1
Once you have added a new HLX panel, you can begin to configure it.
8.2 Setting Panel Time

7o set panel time:

1. In the Tree View, expand the HomeLogiX element and select the HLX
panel.

2. On the toolbar, click the & icon.
The Set Time window opens.

Set Time 3]

[ Custom D ate/Time

Unknown

[ Apply ] [ LCancel

3. Set the Date and Time as necessary.
4. Click Apply.

8.3 Updating Firmware

After you have added the HLX panel to the system, you should check that the
firmware version is updated.

AxTraxNG currently supports firmware version is HLX40E_1_2.26.22_150812.

>
Note

7o update a panel’s firmware:

1. In the Tree View, expand the HomeLogiX element and select the HLX
panel.

2.  On the toolbar, click the & icon.
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The Update Firmware window opens.

Firmware update =

Ale you sure you want to update firmware of HU< panel HL 17

bin file location

C:\Program Files\FosdlarshbuTrasNG Clent\FirmwarehH L<40E_1_2 26.22_150812.bin
Data block length
240 %

3. Click Browse... and select the HLX file relevant to the panel's hardware
type.
4. Click OK.

8.4 Downloading from the HLX Panel

Once an HLX panel is connected to the AxTraxNG software, you can download

various parameter groups from the HLX panel to the AxTraxNG GUI for easy

editing.

To download parameters from the HLX panel:

1. In the Tree View, expand the HomeLogiX element and select the HLX
panel.

2. On the toolbar, click the ¥ icon.
The Download to HLXT window opens.

[ &
[ Aecount Infarmation
[ Zanes
[ Ermoliment
1 Security
[ Communications
[ Autamation
[ Meszages

[ ok J[ ol |

3. Select the various parameter groups that you wish to download.
4. Click OK.
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8.5 Editing HLX Settings

After you have downloaded various parameter groups to the GUI, you can
easily change the settings using the Settings options.

To edit HLX settings:
1. In the Tree View, expand the HomeLogiX element and select the HLX
panel.

2. Inthe Table View area, select one of the parameter groups.

3.  On the toolbar, click the = icon.
A window opens for the selected parameter group.
For example, if Zones was chosen, the Zones Settings window opens.

4 Tupe Desciiption Chime Type Nondivly | &

1 Delaw v | ATTIC + | No Chime v [}

2 Delay ~ | ATTIC ~ | No Chime v [m]

3 Peiimeter v ATTIC + | No Chime v [m]

4 Interior ~ | ATTIC ~ | No Chime v [m]

5 Interior v | ATTIC + | No Chime v [}

€ Interior * ATTIC + | No Chime v [m]

7 Interior v ATTIC + | No Chime v [m]

8 | Interior v | ATTIC + | No Chime v [}

9 Interior v | ATTIC + | No Chime v [m]

10| Interior v ATTIC + | No Chime v [m]

11| Interior v | ATTIC + | Mo Chime v [m]

12 Interior v | ATTIC + | No Chime v [}

13 | Interior v |aTTIC + | No Chime v O

14| Interior v ATTIC + | No Chime v [m]

15 Interior | ATTIC + | No Chime v [m]

16 Interior v | ATTIC + | No Chime v [}

17 Interior > ATTIC ~ | No Chime v [m] 3
=

4. Change the settings as needed.
5. Click OK.

8.6 Uploading to the HLX Panel

Once you have made your changes to the various parameter groups, the
changes can then be uploaded back to the HLX panel.
7o upload parameters to the HLX panel:

1. In the Tree View, expand the HomeLogiX element and select the HLX
panel.

2. On the toolbar, click the icon.
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The Upload to HLXT window opens.

[ &
[ Aecount Infarmation
[ Zanes
] Erraliment
[ Security
[ Commurnications
[ Autamation
[ Meszages

[ ok J[ o= |

3. Select the various parameter groups that you wish to upload.
4. Click OK.

8.7 Live System View

The Live System View option allows you to manage system monitoring, arming
and disarming via the GUI.
To open the live system view:

1. In the Tree View, expand the HomeLogiX element and select the HLX
panel.

2. On the toolbar, click the 2 icon.
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The Live System View window opens.

Status
Legerd Keypad Zones 1-20 Zones 21-40
Status Color # T B 85 |/# & T B 5 x|[# AT B 5 ¥
Alam (4] I 1 21
FiF Tamper 2 2 2
Low Battery (B) I - 3 2
Supervised [S) I 4 24
Bypass ) | 5 5
FiF Jam [J) | 7 i
On(0) | PESRSENEN 2
1 E =
Panel 2 10 0
State N B R || 1 3
Unknoan ¢ 12 2
FF Siren 13 S
ik} 34
M 1n G =
1Y 5 1 *
1 17 7
2 2 18 3
4
13 E]
20 40
Actiors
Zone Bypass PGM Arting
Clan O an 8 Am Home
Am by
vl | ][t ] O o

3. Set the system monitoring, arming and disarming parameters according to
the various available fields (see the HLX-40 Haradware Installation and
Programming Manual for more details).

8.8 Adding an HLX Link

As with regular panels, panel links are rules defining how the system should
behave when events occur in the access control panel.

The HLX Links window contains the following fields:
Table 23: HomeLogiX > HLX Panel > Links > HLX Links

Field

HLX Event

Event Description
Enabled

Link Destination
Type
AC Destination Type

Destination
Operation

Time Zone

116

Description

Select the event.

Enter the event description

Select the checkbox to enable the link rule

Select the panel component type, which is to be activated by
the link rule trigger event (networks or cameras).

Select the destination type:
e [f Link Destination Type is Networks: output or sounder
e [f Link Destination Type is Cameras: cameras

Select the specific panel component, which is to be activated
by the link rule trigger event

Select the operation performed by the destination panel
component

Select the time zone for which the link rule applies
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Field Description
Networks
Network Select the relevant network
Panel Select the relevant panel
Time Define a duration timeframe for the operation. This box is only
available when a time-bound operation is selected
Camera
Popup Video Select this checkbox to enable this option
Enabled
ViTrax Recording Select the recording operation if needed
Camera Options Select what occurs when an event begins:
e Popup live video window
e Show snapshot and save to archive
e Recording
Close Window Select how the window closes — manually or by timer
Options
To add an HLX link:
1. In the Tree View, expand the HomeLogiX element.
2. Expand an HLX panel.
3. Select Links.
. . .
4. On the toolbar, click the 3 icon.
The HLX Links window opens.
HL Event Link Destination Type
v|  [Hetworks v
Event Desciription Metwaork.
|F|re | | Metwork 1 v ‘
Enabled Panel
[1\Panel1 v]
AC Destination Type
|Dutputs v‘
Destination
[1\Panel 1\Door 1 |
Operation
|Timar v‘
Time [m:zg)
Time Zone
|Never v‘
[ Mew I I Ok ] [ LCancel ]
5. Configure the link rule as required, according to the field descriptions in

Table 23.
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8.9 Linking an AC Panel to an HLX Panel

Use this feature to link events from the access control system to the intrusion
panel; for example, arming the intrusion panel while swiping a proximity card.
The AC — HLX Link window contains the following fields:

Table 24: AC Networks > Network > Panel > HLX Links > AC — HLX Link Window

Field Description

Source Type Select the panel component type: door or reader.

Source Select the specific panel component that raises the event based on
the source type selected.

Event Add a description of the event.

Destination Select the specific panel component, which is to be activated by the
link rule trigger event.

Operation Select the operation performed by the destination panel
component.

7o link an AC panel to an HLX panel:

1. Inthe Tree View, expand the AC Networks element.
2. Expand a network and expand a panel.

3. Select HLX Links.
4

On the toolbar, click the 2 icon.
The AC — HLX Link window opens.

Source Type Destination

v [ 9|
Source Operation

| 18Fanel 1%Door 1 L | | Arming Away w |

5. Configure the link rule as required, according to the field descriptions in
Table 24.

8.10 Arming HLX

You can use a link to give a user a right to arm or disarm an HLX panel.
To give HLX rights:

1. In the General Tab of the User Properties window (Section 5.13.2.1),
select the HLX Arm checkbox.

2. Click OK.
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9. Manual Operation

In addition to AxTraxNG's automated access control network monitoring and
control, there is the option to manually control the network directly.

Door Manual Operation can only control doors that have been set as “Manual
IS Door Open Enabled” in the Door Properties window (see Section 5.5).

Note

9.1 Controlling the Door Manually

The Manual Door Operation window allows an operator to open or close a
selected group of doors directly.

7o manually open or close a door.

1. In the Tree View, expand the AC Networks element.

2. In the Tree View, expand a network and expand a panel.

3. Select Doors.
4

On the toolbar, click the @ icon.
The Manual Door Operation window opens.

Door manual operation ®
Options.
© Open momentaily (closed by timer) 004 5| [minsec)
© Open pemanently [closed by Close output and retun to default mode)
@ Close output and retun to default mode

Descrption Detals Select Al
L | 1\Panei 2 1\Panel 2xDoor 1 Default
B | 13Panel2 1\Panel 21D oor 2 Default Satler

A |1vPaneia 14Panel D oot Default
L | 2\Panel 2 2\Panel 21D oor 1 Default
L6 | 2Panel 2 2\Panel 21D oor 2 Default
6 | 3anel \Panel 1\Door Default

L2

5. Sort the listed panels/doors in regular or reverse order, by clicking the
column header with the left mouse button.

6. Select an option:

Open momentarily — Open all selected doors for the time set in the
timer box

Open permanently — Opens all selected doors
Close output — Closes all selected doors and returns control to AxTraxNG
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7. Select the checkboxes of those doors to which to apply the operation.
8. Click Apply.

9.2 Changing the Reader Mode

The Manual Reader Operation window allows an operator to change the
operation mode of a reader.

Readers have six possible operation modes:

=  Inactive: The reader is not in use.

=  Card Only: The reader accepts cards only.

= PIN Only: The reader accepts PIN inputs only.

= Card or PIN: The reader accepts both cards and PINs.

=  Desktop: The reader is inactive, but can record new cards for the
AxTraxNG database.

= Secure (Card + PIN): The reader requires first a card and then a PIN. The
PIN must be entered within 10 seconds of the card.

= No Access: The reader does not grant access to users.
To change the reader mode manually:

1. In the Tree View, expand the AC Networks element and expand a
selected network.

2. Select a panel.
3. On the toolbar, click the icon.
The Manual Reader Operation window opens.

Manual Operations (5]

Feader Options
() Change operation mode
(=) Default
14Panel 3\Reader 1 Select Al
14Panel 3\Reader 2
Select Mone
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4.  Select an option:

Change operation mode — Resets all selected readers to the
selected operation mode.

Default — Returns control of the readers to the system.
5. Select the checkboxes of those readers to which to apply the operation.
6. Click OK.

For more information on secured (Card + PIN) time zones, see Section 5.6.1.

>
Note

9.3 Controlling Outputs Manually

The Manual Output Operation window allows an operator to open or close a
selected group of outputs on a panel directly.

To manually open or close an output:

1. In the Tree View, expand the AC Networks element and expand a
selected network.

2. Select a panel.

3. On the toolbar, click the 1 icon.
The Manual Output Operations window appears.

Manual Operations X

Output Options
() Open momertarily (clased by timer) [min:zec)
() Open permanently [closed by 'Close output and return to default mode']

(®) Close output and retum to default mode

14Panel 3\Door Select Al
14Panel 3W0utput 14,
14Panel 3\0utput 2

14Panel 3W0utput 24,

QK ] [ LCancel
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4.  Select an option:

Open momentarily — Opens all selected outputs for the time set in
the timer box.

Open permanently — Opens all selected outputs.

Close output and return to default mode — Closes the selected
outputs and returns control to default.

5. Select the checkboxes of the outputs to which to apply the operation.
6. Click OK.

2.4 Manually Disarming Inputs

The Manual Input Operation window allows an operator to disarm a selected
group of inputs directly on a panel.

An armed input means the input is active; a disarmed input is inactive and
does not trigger any operation or alarms.

To manually disarm or rearm an input:

1. In the Tree View, expand the AC Networks element and expand a
selected network.

2. Select a panel.
3. On the toolbar, click the = icon.
The Manual Input Operations window opens.

Manual Dperations ®
Input Options

() Input permanently disarmed

(®) Arm input and retun to default mode

14Fanel 3Door REX Select Al
14Fanel 34Door Monitor
14Panel 3\Spars Input 2

T4Panel 3\Spare Input 28

4. Select an option:
Input permanently disarmed — Deactivates all selected inputs.

Arm input and return to default mode — Reactivates the selected
inputs and returns control to default.

5. Select the checkboxes of the inputs to which to apply the operation.
Click OK.
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9.5 Controlling Sirens Manually

The Manual Siren Operation window allows an operator to test the siren for a
selected panel.

To manually open or close a siren:

1. In the Tree View, expand the AC Networks element and expand a
selected network.

2. Select a panel.

3. On the toolbar, click the ¥ icon.
The Manual Siren Operations window opens.

Manual Operations

Siren Options
() Dpen momentarily [closed by timer] [mircsec]

(%) Close siren and retum to default mode

4. Select an option:

Open momentarily — Sounds the siren for the time set in the timer
box.

Close siren and return to default mode - Silences the siren and
returns control to default.

5. Click OK.

9.6 Manually Update Firmware

The Update Firmware window allows an operator to update the firmware
version of the selected access control panel.

To perform a firmware update manually:

1. In the Tree View, expand the AC Networks element and expand a
selected network.

2. Select a panel.
3. On the toolbar, click the & icon.
The Update Firmware window opens.

Firmware update

Are you sure you want to update fimware of panel 24Panel 27
hex file location
E\dpplictasTrasMet\ClientyWeritrax Clientsbin'Firmwanehac215w04_02_00 hex

4. Click Browse... and select the HEX file relevant to the panel’s hardware
type.
5. Click OK.
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10. Reports

AXxTraxNG supports two categories of reports:

= Immediate Reports — List details of recent movements (within the last few
hours). They are shown in the display area and can be exported.

= Archives Reports — List all events in the database.

When printing a report, be sure that the default printer is a standard printer and
. not a special printer for printing cards; otherwise, the reports may not print
correctly.

10.1 Immediate Reports

There are four types of immediate reports:

=  Who's been in today — Lists where and at what time each user was
granted access for the first time today.

=  Last known Position - Lists where and at what time today each user
was most recently granted access.

=  Roll-Call Readers — Lists the last time each reader was given access, and
by whom, within the last 1-99 hours.

= Roll-Call Areas — Lists all users currently within the selected area, sorted
by department and entry time. The report lists all personnel who entered
the facility within the last 1-99 hours.

The data for Who's been in today and Last known Position reports appear
in the Tree View under Immediate Reports by default and simply need to be
produced for viewing. The Roll-Call Readers and Roll-Call Areas reports
must be created.

To produce Who's been in today and Last known Position Reports:

1. In the Tree View, expand the Reports element and expand the
Immediate element.

2. Select the kind of report you wish to produce.
3. On the toolbar, click the Elicon.
The display area lists the new report and the report is displayed.
To create Roll-Call Readers and Roll-Call Areas Reports:
1. In the Tree View, expand the Reports element and select Immediate.

2. On the toolbar, click the 3¢ icon.
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The Report Wizard opens.

Report Wizard

This report wizard will help you create 2 new report.

“'ou can press back at any time of to change your selections.

which type of repart do you want to produuce?

(]
FRoll Call - Areas

<Back Firish
3. From the dropdown list, select a report type
4. Click Next.

Follow the on-screen wizard instructions until the wizard has completed.
The display area lists the new report and the report is displayed.

B Report [-[51x]
FEREE
P date 122820130833 16
AXTAG Client 023,010
Rosslare
RollCallReaders reportRolCal Readers reportd
From: 12252013 063316 To: 122912013 09:3316
Name Location Time
Department 2
user2, Panel 1Reader 1 260122013 085133
General
usent, \Pane 1\Reader 1 2122013 80123
Visitor
vt Panel 1Reader 2 201202013 0559.01
froulpagerio: 1 [oomacor: 0%,

10.2 Archives Reports

You can produce three types of reports:
= Panels Event Reports

= System AxTraxNG Events Reports

= Interactive Reports
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10.2.1 Panels Events Reports
Panel event reports display details of all recorded panel events.
There are six available panel event reports:

Attendance Report — Lists the attendance hours for selected users,
sorted by date. Results include hours present, time in, and time out.

Panels Report — Lists all the events recorded by the selected panels,
sorted by date.

Access Report — Lists all access events recorded by the selected readers,
sorted by reader and date.

Readers Report — Lists all users who have accessed the selected readers,
sorted by department and date.

Fingerprint Report — Lists specific fingerprints readers’ events, sorted by
reader and date.

Visitors Report — Lists visitors who have made a visit to a certain user or
department, or lists all related visitors.

10.2.2 System AxTraxNG Events Report
System AxTraxNG events reports list details of system and operator activity.

There are three available system event reports.

System Report — Lists all operations performed by the AxTraxNG server,
sorted by date.

Operators Report — Lists all the operations performed by registered
system operators, sorted by operation event type and date.

Alarm and Antipassback Handler Report — Lists all raised system
alarms, sorted by operator and date.

10.2.3 Interactive Report
Interactive reports list details of users and their access activity.

There are two available interactive reports:

126

User Access Rights Report — Lists site access details for selected users,
with full details of readers accessed and in which time zones.

Not Responding Users Report — Lists users for whom there have been
no access events for a selected period of time.

AC Panel Links — Displays the links in the system per selected access
control panel.
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To create a new Archives report:

1. In the Tree View, expand the Reports element and select Archives.

2. On the toolbar, click the 2 icon.
The Report Wizard opens.

Report Wizard

This report wizard will help vou create a new report.

“You can press back at any time to change your selections.

Which type of repart do you want ta produce?

‘What report do you wish to produce?

Attendance repart v

< Back

Finizh

Cancel

3. From the first dropdown list, select a report type.
4.  From the second dropdown list, select which report you wish to produce.

5. Click Next.

Follow the on-screen wizard instructions until the wizard has completed.
The display area lists the new report and the report is displayed.

AxTraxNG Ciient 0.23.02.0 Print date: 010512014 09.07:46

Rosslare
Atndancerepacto

Attendance report:

Date Day n out Hours Comments.

L usert
0510112014, — — 00.00
0510172014,
Total hours. 000

Dates: 29122013 To
Late arrival 0
Early leave 0
Auto arrival 0
Auto exit 0
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11. Administrator Operations

11.1  Setting the Time and Date

You can select panels by network and reset their date and time to the
AxTraxNG server's system date and time, using the Set Time window.
To reset the panel time.

1. In the Tree View, expand the AC Networks element and select a
network.

2. On the toolbar, click the & icon.
The Set Time window opens.

Set time ®
PC -
1. Check the pansls for tine selting Date Time
2 Set the system time 317511 10.03 b
3. Click Apply' 10 sent the new time.
ot ARy lo sentine new te [ Custom Date/Time
Description Stalus DateTime [ selectan |
14Panel 2 Cornected |31/5/11 10:0357
[ 14Panel3 Cornected F1/5/11 10.03.56 Seecttone

3. Select the panels to reset.
Click Apply.
The server connects to the panels and sets the time as requested. A dialog
confirms the operation.

11.2 Downloading Failed Data

In the event that some data fails to download to the access control panels, it is
possible to perform a download of the failed operations only. You can perform
this operation on a single panel, on all the panels in a network, or on all the
panels in the entire system.

'f The Failed Data icon only appears if failed data exists in the database.
>

Note
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7o download failed data:

1. In the Tree View, select a specific panel, a specific network, or all the
networks.

2. On the toolbar, click the ™ icon.

The download data process begins.
11.3  Testing User Counters
When using User Counters, it is possible to view the current User count value
in each panel that has a Reader designated with the "Deduct User" option.
To view User Counters:
1. In the Tree View, select expand the Users element.

2. Select the Visitors element or expand the Department/Users element
and select a department.

Select a user or visitor in the display area.
4. On the toolbar, click the & icon.
The Request User Count window opens.

Panel Parel Status Counter status Counter value [ seectar ]

| 14Panel 2 | Connected | Enable |o8
| 14Panel 3 | Connected | Enatle E3 eloct Nore

I 2\Panel 2 Connested Enable %6

Test LCancel

5. Click Test.
11.4  Maintaining the Database

Use the Database window to maintain the system database.
7o open the Database window.
1. From the menu bar, select Tools > Database.
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The Database window opens.

Select database options
Backup now
Backup folder [PC - ROT]
C:ADocuments and Settingsiall Users\dpplication Data\Rosslare Enterprises
Ltd iutraxServerS ervicetD. 23.0.04B ackup
Mote: The Data base file name will be appended with _&xTraxl_v13
Backup file prefix

The following database operations are available:
Table 25: Tools > Database > Available Databases

Operation
Periodic Backup

Backup now

Export Configurations
and Events*

Import
Configurations*

Import Configurations
and Events

Erase Configuration
and Events*

Limit Panel Events
Period

Erase Panel Events

Import database
versions earlier than

Description

Run a scheduled backup every specified number of days at
the specified time.

Run a one-time backup immediately.
Copy the contents of the database to the selected folder.

Replace the current configuration based on the imported file.
A user's photo can also be imported.

Replace the current configuration and events based on the
imported file.

Erase the current database configuration and all events.

Automatically erase events when they are older than a
specified number of days.

Before using this option, Rosslare recommends that you set a
periodic backup.

Note: Itis recommended to set the value to no more
than 91 days.

Erase all events that are older than a specified number of
days

A user's photo can also be imported.

Replace the current database with VeriTrax AS-225 or AxTrax
databases

AS-225 VeriTrax or AS- | A user's photo can also be imported.

525 AxTrax*
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Operation Description

Import database Replace the current database
versions earlier than | A user's photo can also be imported.
AxTraxNG

Note: This option does not allow importing a
database from a current AxTraxNG version.

*This option is only available in the AxTraxNG Server PC.

The Backup and Export functions add “_AxTrax1_vX" to the end of file
S name of the exported or backed up database. The Import Database
Note function executes only with the string at the end of the file name. After a
database is imported, the panel status may change to disabled. If this
occurs, the operator should re-enable the panels.

11.5 AxTraxNG Options and Preferences

AxTraxNG can be customized to meet the preferences of the operator using
the Options window.

To open the Options window:

1. From the menu bar, select Tools > Options.

The Options window has four tabs:

= General — General startup and presentation settings

= User Custom Fields — Additional user-defined fields for the User
Properties window

= Custom Operations — Used to upload users to the system from a text file

= Company Details — Site details (name and address) that are displayed on
the report

11.5.1 General Tab
The General tab includes presentation connection settings.

General | User Custom Fields | Custom Operations | Company Details |
r~ Use highlight access events — |~ Use highlight Networks and Panel status

Known key

i Select Col
[ users = Select Color | Network failed - |
Fanel not responding Select Color |

Unkricwn key Select Celor |
— System events r— Language
™ Show download succeed IEHQ"Sh j

" Hide foreign system events on this PC

— Card entati
™ Show Panels communication problems S presentation

™ Hexadecimal

r Popup on lost communication with Panel

OK I Cancel
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The Generaltab contains the following fields:
Table 26: Tools > Options > General Tab

Field

Use highlight access
events

System events>Show
download succeed

System events>Hide
foreign system
events on this PC

System events>Show
panel communication
problems

System events>Pop-
up on lost
communication with
panel

Use highlight
networks and panel
status

Language

Cards presentation

Description

From the Known Key dropdown, select the desired option and
click Select Color to display selected user information in a
custom picked colored highlight.

Click Select Color adjacent to Unknown key to define the
highlight color for unknown keys.

Select the checkbox to add a message to the event history
upon successful system parameters download from the
AxTraxNG software to the panel.

Select the checkbox to see only local administrator and
AxTraxNG Server messages.

Select the checkbox to have status indicate panel
communication problems

Select the checkbox to have a pop-up appear if communication
with a panel is lost.

After selecting the checkbox, disconnect the working panel and
wait for a minute or two to see that the pop-up appears.

Click Select Color adjacent to Network failed to define the
highlight color for network alarms.

Click Select Color adjacent to Panel not responding to define
the highlight color for panel communication errors.

Select the system interface language.

Note: Setting the language to Farsi also changes the
date format to the Farsi date format.

Changes the display of card details to hexadecimal format.

11.5.2 User Custom Fields

The User Custom Fields tab controls the user-defined fields on the User Fields
tab of the User Properties window (see Section 5.13.2.4).

"General User Custom Fields ICusium Operations | Company Details I
Type Description List
* | Ten = |
User default valid time User Photo
From Until ¢ DataBase
IDD 0o ﬁ l23155 ::'  Bdemal files mpart from DB |
Cancel
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The User Custom Fields tab contains the following fields:
Table 27: Tools > Options > User Custom Fields Tab

Field Description
Field type Select the type of field.

If field type is list, click Edit and enter list items.
Field description Type a name for the new field.

User default valid time Set default start and end time for user access rights using the
From and Until fields.

User Photo Define the default photos to be used:
e Database: Use the User photos save in the Data base
o External files: Use this option to save a large user
photo collection external from the data base

e Export from DB: Click to export existing photos from
the Data base to an external folder

11.5.3 Custom Operations

The Custom Operations tab is used to upload users to the system from a text
file).

"General | User Custom Fields Cusium Operations | Company Details I

— Import User Data from custom file
Location
I Browse...
Perod Last Import
(1] 3: (hours)
‘0" means no import

— TimeKesp

PocTraxhG to TimekKeeper
™ Share with TmeKeeper ’7 Import Import information to shared Data base
coos

The tab is for specific future use.
Contact Rosslare support if you need help with this tab.
11.5.4 Company Details

The Company Details tab displays the name and address that are displayed on
reports.
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" General | User Custom Fields | Custom Operations ‘_

Company

|Flosslare

Address

s

11.6 Importing/Exporting User Data

The Import/Export Data window makes it possible to import/export user
information into/from the AxTraxNG database from/to a standard spreadsheet
file.

Impott Data 3]

(%) |mport Users properties from external file into AxT rasHG Data type

) Export Users properties from AxTraxNG into extemal file Eicel Warkbook - ".xls hd
Ezcel fils

Location:

Browse.

Excel file Columns

[ &' - Usertt findex field) [ 'G' - Fram [Walid date] [ ™' - Address [ 8" - Card number

[] '8 - First name ] H'- Until p/alid date) ] 'N*- Home telephane [ 'T' - Facility code [0t 255)
[ 'C' - Last name ] - Telephone [ '0' - Car registration [ '’ - Identification

[ D' - Middle name: [ ' - Mobile 1 P - Title

[ '€* - Department [ K- Fax [ - Notes

[ 'F* - Acoess group [ L' Email [] 'R*-PIN Code

Started from

Excel fle low Depaitments Access Groups
_ Impart Departments? Impart Access Groups?
_ @ Yes O No ® ves O No

User Mumber started from:
1

Cancel
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The Import/Export Data window contains the following fields:
Table 28: Tools > Import/Export Data

Field

Import Users Properties from
external file into AxTraxNG

Export Users Properties from
AxTraxNG into external file

Data Type
Location

Browse

Excel File Columns

Excel file Row
User number started from

Import Departments?

Department

Import Access Groups?

Access Groups

Description
Select this option to import user properties

Select this option to export user properties

Select the type of data file to import/export.
Select the location of the file to import/export.
Click to select the file to import/export.

Select the checkboxes of the columns to be
imported or exported.

Data in each column (A-T) are imported or exported
as listed.

Enter the first row of user data in the spreadsheet.
Enter the number from which to start assigning
unique system user numbers.

Select Yes to import new departments into the
AxTraxNG database.

Select No to import users without their
departments.

Select the department to assign to the imported
users.

This box is only active when the Ao option is
selected in the Import Departments option.
Select Yes to import new access groups into the
AxTraxNG database.

Select No to import users without their access
groups.

Select the access group to assign to the imported
users.

This box is only active when the Ao option is
selected in the import access group option.

7o open the Import/Export Data window:
1. From the menu bar, select Tools > Import/Export Data.
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11.7 AxTrax GUI View Options

The AxTraxNG Client main window GUI can be customized using the View

menu.
% Help
v M Events

v Table view
Restore Docking
Close all Floating Windows
=  Events to make Events window visible/invisible.
=  Table View to make Table View visible/invisible
=  Restore docking to return to default GUI Setting
=  Close all floating Windows to close all pop-up windows.

136 AxTraxNG™ Software Installation and User Manual



Firewall Configuration secuRITY PRODUCTS

A. Firewall Configuration

The following instructions explain how to configure the standard Windows
Firewall for Windows XP.

To configure the firewall:
1. Open the Control Panel on your computer.

See also

A Vindows Upiate
@) bl and support W Network and Internet Connections

ot
° Options:

Add or Remove Programs

(2 Sounds, speech,and audio evices Accessibidty Options
"

o
e and Maintenance. \ py Securty center
\

2. Click the Security Center category.
The Windows Security Center window opens.

(When in "Classic View", click the Security Center category in the top-
left Control Panel preferences pane.)

% Windows Security Center

¥ Security Center
Help protect your PC

@) Resources 3

+ Getthe latest securlty and vinus
infarmation from Microsaft

ed O, F the
recommendations. To rekurm to the Security Center later, open Control Panel.
What's new in Windows to help protect my computer?

+ Check for the latest updates from
Windows Update

@ Firewall O ON v
* Gek suppark for security-related
555555 QAur.omatic Updates ©ON v
* Gek help abaut Security Center
* Change he vy Sty Conter [ Virus Protection @ ON | ¥

~ Manage security settings for:

o
ﬂ Automatic Updates Internet Options

@ windows Firewal

3. Click Windows Firewall.
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4.

5.
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Select the Exceptions tab.

Windows Firewall E

General | Exosplions | Advanced

Windows Firewall iz blocking incoming network connections, except for the
programs and services selected below. Adding exceptions allows some programs
to wark better but might increase your security risk.

Erograms and Services:

Mame )

pplication Sharing
5-|P01 Configuration Utility

DHEP Discovery Service
Digi0p Rematet anager Application

le and Printer Sharing
ftpoomm
A Intallinent IP Inctallar

£

[ Add Program. ] [ Add Part ] [ Edit ] [ Delete ]

Display a natification when \Windows Firewall blocks a program

What are the risks of allowing exceptions?

Click Add Program.
The Add a Program dialog appears.

Add a Program gl

To allow communications with a program by adding it to the Exceptions list,
select the program, or click Browse to search for one that is not listed.
Prograrms:

il Solitaire

&) spider Solitaire

J SOL Server Emor and Usage Reporting

(2L 501 Server Surface Area Configuration

ﬁ TransferllserD ata

@ UD gent

51 Uninstall

Uninstall DieepBurner

>

|l Wwinlmage
Bwow 3

Path: |C:\ngramFi\es\HossIale\VeritrakSQL\VeliTr(|[ Browse.. I

Gowee) ][]

Click Browse.
The Browse dialog appears.
In the File Name box, type:

“C:\Program Files\Microsoft SQL
Server\MSSQL.1\MSSQL\BINN\sqlservr.exe” and click Open.
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8.

11.

12.

13.

Click OK.

The SQL Server program appears in the Add a Program dialog.
Repeat Steps 6 and 7.

In the File Name box, type:

“C:\Program Files\Microsoft SQL Server\90\Shared\sqlbrowser.exe”
and click Open.

Click OK.
The SQL Browser program appears in the Add a Program dialog.
In the Control Panel, click the Performance and Maintenance category.

(When in "Classic View", click Switch to Category View in the top-left
Control Panel preferences pane, and then click the Performance and
Maintenance category.)

The Performance and Maintenance window opens.

® Performance and aintenance

[ | o "ot
G e Trpes
@ St Resie Pick a task...

Troubleshooters [3] See basic informatian about your compiter

3] rtup and Srutdonn

or pick a Control Panel icon
(o s il o

£ sommarias 1 sraem

Click Administrative Tools.
The Administrative Tools window opens.

% Administrative Tools [®[=1E3]
Fle Edt View Favorkes Tooks Heb

@Back ~ () (T DSearch [ Folders [~

Addvess |4 Administrative Tooks v B

File and Folder s @ @? l%}

Componentt  Computer  DataSources Event Viewer Performance  Services
(¥ SimoEsRits Services  Management  (ODEC)

Other Places
B control Panel
{3 1y Documents
123 Shared Documents

My Computer
& Wy Network Places

Details

Administrative Tools
System Felder
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14. Double-click Services.
The Services Console opens.

Fle Acton iew Help

= & 2 ) = w
[y Services (Local)

Services (Local)

Windows Firewall/ Internet lame | Deserption | status | &
Connection Sharing (ICS) i Themes Providesu...  Started
by Unirterruptible Pow. . Manages a

E
. 4
st ;

Bt e sermice S tniversalPlug and ... Provides s..,
& volume Shadow Copy  Manages a.

Sy webClient Enablesi... Started
Description: P
Frouides netork sdcress wranslston, &8
addressing, name resolution and/or ]
inirusion prevention services for 2 home & Wi

r
4
E
4
E
4
<

or smal office neturork by windows Installer  Adds, modi

by Windows Managemn... Provides a...  Started
i Windows Time: Maintains d.. Started
b Wireless Zero Confi.. Pravides a..,

) WMI Performance A... Pravides p...

by workstation Createsan... Started

\ Extended / Standard

15. Right-click Windows Firewall/Internet Connection Sharing (ICS) and
click Restart from the pop-up menu.

16. Right-click SQL Server and click Restart from the pop-up menu.

17. Right-click SQL Server Browser and click Restart from the pop-up
menu.

The Firewall is now configured for AxTraxNG.
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B. SQL Service Settings

1. To reach the SQL Service Settings, click the following path from the
Control Panel in Windows XP:

Control Panel > Administrative Tools > Services and Applications >
Services > SQL Server (VERITRAX)

2. Double click "SQL Service (VERITRAX)" the following dialog opens:

Genersl |Log On | Recovery | Dependencies

Senvice name: MSSOLEVERITRAX

Display name

Desorigtion: Provides storage. processing and controlled access of
= date and rapid transaction pracessing,

Path to exacutable
FCAPragram Files\Micios oft SOL ServerMSS 0L 1\MSSOL\Binmselsenr exe” -5+

Starlup type Autarnatic v

Senvice status Started

You can specify the start parameters that apply when you start the service from
here.

3. Under the General tab, verify that the Startup type is “Automatic” and
that the Service status is “Started”.
SQL Server (VERITRAX) Properties (Local Computer) 21X

General | Log On | Recovery | D

Logon as

(@ Local Sysiem sccount
[[]Allow servies to interact with desktap

You can enable or disable this senvice for the hardware profiles listed below:

Hardware Profile Senvice
Profile 1 Enabled

4. Inthe Log On tab, verify that the Local System Account radio button is
selected. If not, select Local System Account and restart the computer
for the changes to take effect.
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C. Network Configuration

The AxTraxNG Server connects to access control units by a serial connection, a
TCP/IP connection, or a Modem-to-Modem connection.

TCP/IP and Modem-to-Modem connections must be configured for use, and
require expert knowledge of the local network.

C.1 TCP/IP Connection

To connect access control panels to AxTraxNG over a TCP/IP LAN (Local Area
Network) or WAN (Wide Area Network), the use of a TCP/IP to Serial converter
is required, unless the panel has an onboard TCP-IP connection (AC-225IP or
AC-525).

Each TCP/IP connection can support up to 32 access control panels that are
connected to each other using RS-485.

The hardware used to connect to the TCP/IP network may be the MD-N32,
which is a Serial to Ethernet converter, or using the onboard converter of AC-
225IP or AC-525.

To configure a TCP/IP Connection for AxTraxNG:
1. In the Tree View, click AC Networks.

2. On the toolbar, click the ¥l icon.
The Networks window opens.
3. Set the Network type as TCP/IP.

If you want to work with Remote, select Remote (WAN) in the TCP/IP Network
e window, and add the WAN IP Address of the PC.

Note

4. Click Configuration.
The TCPAP Configuration window opens.

MAC Address Status Configuration Version Configusiion

Gateway Type Setial Speed
0050C2789074 | Avaiable Configured 43 MD4P320nBosrd v | |9600 v
00:50.C2.78:93F1 Network 1 - video | Configuied 43

Local IP Local Port

192.1668. 20 . 16 6666

Subnet
285.295.2%. 0

Gatewsy
182 168. 20 . 250

Search Oplions

@ AIMD-N32
© Direct MAC address 00: 00 00 00: 00 :00
O Direct IP Address .
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The upper left window lists all TCP/IP converters attached on the local
network, identified by their MAC address, and indicates if they are
available to be assigned to a new panel network or are already assigned.

5.  From the MD-N32 list (the MD-N32's MAC address should be labeled on
the TCP/IP converter), select the appropriate MAC address.

6. In Gateway Type, select the type of TCP/IP converter, MD-N32, MD-IP32
On board, or any other valid option. Skip this selection if it is already valid.

7. Type the Local IP address and Subnet for the computer's network.

Enter the Local Port number and select the Speed of your connection. It
is recommended to select a higher value port number (4001 or higher).
Note that the selected should not end with zeros (prefer setting Port value
of 4243 rather than 4200). This avoids colliding with port addresses
reserved for various equipment installed on the same network.

9. C(lick OK to start the verification process.

10. Turn off the MD-N32 power (or panel power if using the onboard
module, such as MD-IP32), and then turn the power on again. This step is
necessary when using certain versions of MD-N32 or MD-IP32 models.
Skip this step if not applicable.

11. If configuration applies to a WAN network, disconnect the configured unit
from the local network, and reconnect to the WAN network and access
control panels network working over the WAN.

C.2 Modem Connection

You can also use Rosslare’s MD-N33 modem for a Modem-to-Modem
connection. Refer to the hardware installation manuals of the desired panel for
more details.

To configure MD-N33 in AxTraxNG:
1. In the AxTraxNG software, add a new network.
2. Under network type, select Modem.

Network
General | Options

Desciiption
Network 3
e #1111
Network type ligdl et
v
Modem Network
Com Pott
1 v
Speed
9600 ~
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>

Communication speed is limited to 9600, 19200, 57600, or 115200 bits per
second.

Note

To initialize and configure the computer modem:

1.

10.
11.

144

In the Network window, click Configuration.
The Modem Configuration window opens.

Modem configuration

| PCmodem || Remote modem

Dialing
Remote modem phone number

Number of dial attempts
1 B3

Additional dialing string options
Use default

Dialing schedule
Time Zone (® Disconnect by schedule end
Never M O Disconnect on upload complete

Setlings
Initialization string

In the Dialing area, under Remote modem phone number, type the
destination telephone number to call.

Click to change the Number of dial attempts (if required).

For most applications, the default dialing string is sufficient.

The dialing string is displayed in the window.

Clear the Use default checkbox. This allows adding or editing of the
dialing string. Then, type the AT command in the Dialing string window.

From the Dialing schedule dropdown list, select the time zone.

Choose the disconnecting condition: Disconnect by schedule end or
Disconnect on upload complete.

This option is enabled when the selected time zone is different from the
default time zone (Always and Never).

In the Settings area, the initialization string is displayed in the window.
For most applications, the default initialization string is sufficient.

Clear the Use default checkbox to allow adding or editing of the dialing
string. Then, type the AT command in the Dialing string window.

Connect the computer's modem to the PC via the selected COM port, and
click Apply to initialize the PC modem.

Click OK to complete the initialization.

If the computer displays a failure message, check the modem connections
and repeat the last steps.
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Remote modem initialization is at the PC side. When modem initialization fails
S through telephone line, a message appears.

Note

7o initialize and configure the remote modem:

1.

Settings
Initialization stiing

Use default

Number of dial attempts

1 s Apply

In the Settings area, the initialization string is displayed in the window.
For most applications, the default initialization string of is sufficient.

Clear the Use default checkbox to allow adding or editing of the dialing
string. Then type the AT command in the Dialing string window.

In Number of rings to answer, set the number of rings before the
computer modem answers.

Connect the remote modem to the computer via the selected com port,
and click Apply to initialize the computer modem.

Click OK to initialize.

If a failure message appears, check the modem connections and repeat
the last steps.

You must perform the action twice at the PC side, to Initialize two MD-N33s.
Note

The MD-N33 and AxTraxNG software are now configured and ready.

You can now continue working using the AxTraxNG Adding New Panel
procedure.

To check the remote modem status:

1.

When a panel is setting in a modem network, you can see the status of
the modem by clicking the phone icon in the toolbar.
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2. There is a manual option to dial or disconnect the modem.

Network Phone number Status Duration
Metwork 4 544656931 Disconnected
Network § 245678546 Disconnected

3. To prevent access to AxTraxNG data from non-authorized users, the AC-
215, AC-225, AC-425 or AC-525 access control panels contain a
password that can be changed only when the modem is connected and
there is a link with the panel. You may be asked to enter the password
during first data configuration, such as adding a new panel or
downloading a new firmware.

Confirm modem password

Change password
Current password New password

|

Confirm password

l oK I [ Lancel ]
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D. Restoring Factory Default Settings

If the modem configuration password is lost or forgotten, reset the access
control panel to the factory default settings, and use the default “VeriTrax"
password.

Restoring factory default settings resets all doors and reader configurations to
" their factory defaults and clears all user properties.

Caution

7o restore the factory default settings:
1. Turn off the supply power.
2. Disconnect all doors and readers wiring.

3. Connect Data 0, Data 1, and Tamper inputs to GND (-) in both reader 1
and 2 (total of six wires)

4.  Power up the supply power for a few seconds. Wait for the "LED3" and
"LED4" LEDs to flash alternately.

5. Turn off the supply power.
Connect the doors and readers wiring again.

7. In AxTraxNG, delete the panel by clearing the Enable panel checkbox in
the panel screen. Click OK.

8. Select the Enable panel checkbox in the panel screen and click OK. This
action causes a full reset of the access control panel with the factory
settings.

9. Dial to the appropriate access control panel and click password in the
modem status screen. Use AxTraxNG as the current password, and
change the password to a new one.
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E. Configuring User Counters

You can use the User Counter options to limit the number of entrances of a
particular user. This is done using the Counter option that appears on the User
Properties window (Figure 2 in Section 5.13.2).

To configure user counters:

1.  Go the Generaltab of the User Properties window either as part of the
procedure of adding a new user as described in Section 5.13.2, or select
an existing user in the Departments/Users element.

On the toolbar, click the - icon.

3. In the Counter section of the User Properties window, select the Enable
checkbox.

4. Select the Set new counter checkbox and specify the number of allowed
entrances for the user using the Counter value spin box.

Counter
Enable Counter value
Set new counter o % | te1000)

5. Click OK.
Go the Generaltab of the Reader Properties (Section 5.6).
7. In the Details section, select the Deduct User counter checkbox.

Deduct User counter
8. Click OK.

E.1 Resetting Counter on Panel Re-enable

There is an additional counter option that allows you to reset the user counter
to its starting value in the event that a panel is disconnected and then
reconnected again.

If this option is not used, then upon panel re-enable, the user counter continues
S with its previous value prior to having that panel disabled.

To reset the user counter on panel re-enable.
1. In the Tree View, expand the AC Networks element.
2. Select a network.

3. On the toolbar, click the 1 icon.
The Panel Properties window opens.
4. Click the Options tab.
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5. Select the Set new counter checkbox.
|Jzer Counter on re-enable the panel
Set new counter

6. Click OK.
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F.  Cross Platform Camera Setup

This section describes the complete process of adding cameras to the AC-525
panels as defined both in AxTraxNG and ViTrax applications, as well as
emphasizes some of the important steps to help ensure proper camera
operation.

This process is essentially a two-step procedure that needs to be defined in
both applications.

First, you need to add the installed camera in the ViTrax software, only then is
it possible to assign the camera to the relevant AC-525 panel defined in the
AxTraxNG application.

7o add a camera to the system.

1. Install the AC-525 panel and connect the cameras (see AC-525 installation
manual)

2. Add the camera in the ViTrax application by either:

a. Performing a camera search using the Automatically discover
network devices option.

b. Manually add a camera using the Camera setup wizard > Add
new device — AC-525.

3. [Optional] Configure Motion Detection in the ViTrax application if motion
detection is used.

If Motion Detection is required, first define Motion analysis via the ViTrax

application:
a. Select the Use Motion Detector for the Stream Being Used
checkbox.

b. Click Properties to adjust motion detection properties.

The Motion Detection feature consumes a large amount of CPU power,

S resulting in a high overall CPU power usage by the application. This may reduce
the overall number of cameras that can be managed by the ViTrax Server
application.

4. Add the camera in the AxTraxNG application:

a. In AxTraxNG, ensure that the ViTrax Server is configured and is
"Connected" with AxTraxNG.

b. Inthe AxTraxNG Tree menu, select the relevant AC-525 Network
item.

c.  On the toolbar, click the E. icon.

On the left, you see the names of the cameras connected with this
network as previously defined in ViTrax.
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Cameras

Location Description Attached to AxTraxNG
AC525\002 _:_
Camera B ALC-525\003
[ 0K ] [ LCancel l

d. Select the Attached to AxTraxNG checkbox next to the camera you
wish to add to the system

e. Click OK.

5. Set the camera properties in the AxTraxNG application:
a. Inthe Tree View, click AC Networks.
b. Expand a network and select a panel to configure.

c.  On the toolbar, click the panel’s %= icon.
The available cameras are listed in the display area.
d. Select a camera row.

e.  On the toolbar, click the [ icon.
The Camera Properties window appears.

6. Set the camera’s time zone and daylight savings behavior from the
Camera screen in the AxTraxNG application (Step 1):

a. Inthe Camera Properties screen, click the 7ime tab.
b. Select the local Time Zone from the dropdown list.

c.  If Daylight Saving Time is now active, select the Enable Daylight
Saving Time checkbox.

This advances the local time selected by 1 hour.
d. Click Apply or OK.

y Daylight savings is currently not updated automatically by Windows. It is
IS therefore the user’s responsibility to enable or disable the daylight saving time
Nete  checkbox as necessary.

7. Set the camera’s time zone and daylight savings behavior from the
Camera screen in the AxTraxNG application (Step 2):

a. Inthe Tree menu double click a Panel item and Select the Options
tab.

b. Inthe Time Zone section, define the time zone and Daylight Saving
Time to match that of the Camera properties from Step 6).
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8.

152

Test time synchronization in both application:

a.
b.

In the Tree menu, select your network.

On the toolbar, click the & icon and verify that the time matches the
AxTraxNG's Server PC time.

Select the panel and click Apply (1 or 2 seconds difference is
acceptable).

In the tree menu, double-click the B icon and click Properties.

Click the 7imetab and verify that it matches the AxTraxNG Server PC
time.

If the ViTrax Server application and the AxTraxNG Server application
are running on different PCs, ensure that both of the PCs are
synchronized. It is advised that both PCs are assigned with the same
time server.
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G. Enrolling Cards using MD-08
Desktop Reader

This option is available for users with the MD-08 unit on-board.
To define the MD-08:

1. In the Tree View, expand the Users element and select the Cards
element.

2. Click the Insert card by MD-08 icon on the toolbar or click Add from
MD-08 in the Codes tab in the Users Properties window
(Section 5.13.2.2).

The Add Cards from MD-08 window opens.

add cards from MD-08

Card type
[Wiegand 26 Bits v
CO port
[ond]
Select 4l
[ Ok ] ’ LCancel ]

3. Select the Card type and Com Port from the respective dropdown lists.
4. Enroll cards using the reader.
5. Click OK.
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H. SQL Server Installation
Troubleshoot

When installing the MS SQL Server 2005 Express component in a Windows
Server (2003 or 2008) environment, you might get the following error
message: " The sa password must meet SQL Server password policy
requirements."

This is because either:

= The domain-enforced policy is preventing the installer from setting the SA
user's password, or

= The local security policy is preventing the installer from setting the
password

You can temporarily disable this policy while the installation is running and
click Retry to let the installation complete successfully. After installation is
finished, you can restore the policy to the desired setting.

If you are on a Domain Controller, check the Domain Controller security
settings first:

5 [= ]
Eile Action View Help
«=» A@E XFBR|2m

@ Security Settings Policy _/ | Policy Setting |
B @ Account Policies —EEnfarce password history Not Defined
B g Password Policy [BMaximum password age Not Defined
- 24 Account Lockaut Policy [B¥]Minimum password age Not Defined
- &) Kerberos Policy [E)Minimum password length Not Defined

® g Local Policies ssword must meet complexity requirements  Disabled
- z¢j Event Log

)-8 Restricted Groups

@ (18 System Services

®= :@ Reqgistry

& (8 File System

@Y wireless Metwork (IEEE 802.11) F
(- (] Public Key Policies

@) Software Restriction Policies
@8, IP Security Policies on Active Dire

passwords using reversible encryption Not Defined

d | |
[ \ [

’y If the setting is set on a domain controller, you may need to run GPU date
S to force the changes to propagate.
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If the server is not part of a domain, check the local security policy.
7o check the local security policy

1. Open the MMC console: Start -> Run -> mmc.exe

2. Click File -> Add/Remove Snap-in:

= Console1 - [Console Root] _|ol x|
@i Fle Acton View Favorites Window Help 18] x]
G New Ctrl+N
— Open. cul+o
—  Save Cctrl+s Name Actions
Save As... There are no items JRELEREEL a
to show in this X
view. More Actions »
il (@

[Enables you to add snap-ins to or remove them from the snap-in console. |

3. Add the Group policy object for the Local Computer:

Ve - [@crvocumens KL st error sayng Thesap ¥ (49 X | | P
Bl Edt Vew Favortes Tooks Hep

U2 4| @ Voumight get ermor saying "The sa password must me... B-80 ®-[ewe-Gus-@-[F8 3
] a

T omuter sna s, For

wrtenchie crapans you can confgirs which sxlencians are anablec
Selccted anas s
ConeslaRoct ot Sxngons

PW seex.t Gruup Pulicy Object =l

Welcome to the Group Policy Wizard

Local Growp 2ckcy Otiects are stored on thelozal
ot

Usethe Jrunse bution to seloct cne of tre Croug Moley
Otgecs

T Siow thefozus fthe Group Poicy Snapintc be.
changed when Bunching from the comman Ine.
any agpiest yau save the cansole

Ths

2bech Csnce.

& Internet  100%
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4. Disable (temporarily) the security policy:

® gl Pobcy-based Qos

@ (2] Administrative Templates

= ¥l User Configuration \
@ ] software Setongs
@ ] windows Settngs
@ (] Administrative Templa tes

Password must mect complenty requrements
Store passwords using reversible encryplion

[ secuity Setts [ Actions
Enforce password history Ll P o cword Policy
Masimum password age 42dsys
Miimum password age 0davs e
Minirum passuord length LRt p s sword must meet complexity r
equ e

More Actions.
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|, AxTrax.NET Watchdog

The AxTrax.NET Watchdog is a program that monitors the AxTrax server.

Double-click the [ icon in the Window system tray to open the program.
El=lE

[ e
= o Server mun as consale application

DE Connection Server is running withaut erars
Restart Server Downloads: 0

Metwarks:

0K 4

Panels:
Connected 12

The main window contains the following four topics:

Parameter Description
Common Info Shows general system information
Error Log Sending Sends error log to Rosslare Customer Support
DB Connection Changes DB connection string

Note: Administrator password is required
Restart Server Restarts the AxTraxNG server

Note: Administrator password is required

Once the main window opens, you can click on any of the three main topics to
open that topic’s screen.
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1.1 Common Info

This screen shows general system information: server status, downloads
counter, number of networks, number of panels, and networks and panels

status.

In addition, if you import an earlier database from VeriTrax AS-225/AxTrax AS-
525, the progress of the import is displayed in Common Info.

R ~loix

Cammon Info
Errar Log Sending

DB Connectian Import earlier database versions from Veritrax A5-225/AxTrax AS-525

e |

Impart access events (0/20)

Server run as console application

1.2 Error Log Sending

If you are experiencing problems with the server, you can use this function to
send a report to Rosslare Customer Support for help.

The Error Log Sending screen contains following fields:
Table 29: Watchdog > Error Log Sending Screen

Parameter
Hardware Configuration

Operating System
List of Users
List of Installed Programs

List of SQL Servers

Event Log Messages

Ping Networks

Get connection string from server

Description

Select this checkbox if you want to sends
Hardware configuration with Error log

Sends OS version with Error log
Sends Users list with Error log

Sends List of installed programs with Error
log

Sends List of SQL Servers with Error log
Sends Windows Event Log with Error log
Sends network ping result with Error log
|Sends. connection string of DB with error
09

This option is enabled when Ping Network
checkbox is selected.
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Parameter

SQL Server*
Database*
Username*
Password*
AxTraxNG/Old AxTrax radio buttons*
Sender section
Email

Company

Name

Problem
Buttons

Save Button

Send Button

SECURITY PRODUCTS

Description

PC address with SQL server installed
DB name

Username of DB

Password of DB

DB of AxTraxNG of Old AxTrax

Sender Email

Sender Company

Sender Name

Short description of problem

Saves log to local machine

Sends the log to Rosslare Customer
Support

*These options are enabled when the Get connection string from server

checkbox is cleared.
7o send an Error Log report:
1. Click the Error Log Sending topic.

The Error Log Sending screen is displayed.

I axTraxNG Watchdog -10O] x|
Common | ¥ Hardware Canfiguration ™ Bing Networks
DE Connection - F Dperating System V¥ Get connestion shiing from server
Restart Server F List of Users
¥ List of Installed Programs
¥ List of SOL Servers
F Ewent Log Messages
Sender
Email I Company I
Marne | Problem |
Motes
Save. Send

2. Select the relevant checkboxes.
3. Inthe Sender section, fill out the necessary fields.
4. Click Send.
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1.3

DB Connection

This feature allows you to change the database connection string.

The DB connection window contains following fields:
Table 30: Watchdog > DB Connection Screen

Parameter Description
Database Database name
Server DB Server path

Integrated security checkbox

of database

Username Database username
Password Database Password

To change the DB connection settings:

1.
2.

160

Click the DB Connection topic.

Enter the administrator password and click OK.

The DB Connection screen is displayed.

Common Info D atabase
Eror Log 5

i IAleax'I
N

Server

I[Iuca\]\Venllax

v |ntegrated Security
Usermamne

Isa

Pazzword

Select this option to sends username and password

Save |

Change the field parameters as desired.
Click Save.
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1.4 Restart Server
If you try to open the AxTraxNG Client but you get an error that the server is
not connected, you may need to restart the server.
To restart the server:
1. Click the Restart Server topic.
The Restart server button appears.
—lolx|

Cammaon Infa
Error Log Sending

Restart server

2. Click Restart server.
3. Enter the administrator password and click OK.
The server restarts within a few seconds.
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J.  Adding Custom Wiegand Formats

The Wiegand protocol it the most common protocol between readers and
controllers. This protocol is actually a collection of bits that represents the
number of the user card ID.

There are many types of Wiegand protocols. Protocols differ from one another
depending on the following three factors:

= The number of bits sent per card
The most common format is 26-bit, but there are many more types such
as 30-, 32-, 35-, and 36-bit.

= The representation of the user number
In each card, there is a number that defines the user, but the
representation of this number inside the Wiegand protocol can be
changed. In addition, there is a Facility code in most protocols, which is
not part of the number but is common to all users in this particular area.
There are cards with additional codes such as Site code, but AxTraxNG
recognizes them as a Facility code only. This means that if a card has both

a Site code and a Facility code, AxTraxNG recognizes the first Facility code
and the second Facility code is ignored.

=  The authentication mechanism and its type inside the bit stream

In most protocols, there is a certain type of authentication of the data
transferred from the reader to the controller.

Once the user knows the format of the card, meaning how many bits there are
per card, the user can use the other two factors to create new rules, which can
then be enrolled into the software to teach the controller to understand the
new format.

J.A1 Representation
The following options are available when discussing the number
representation:
= Card number is represented in a binary or hexadecimal code
All the bits in the protocol are represented with ‘D’, which stands for data.

= Card number is represented in the protocol as a “reverse bytes”. For
example, if the number (hexadecimal) is 34 65 89 32, then it is
represented as: 32 89 65 34.

All the bits in the protocol are represented with ‘R’.
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= Card number is represented in the protocol as a “reverse bits”. For
example, if the number (hexadecimal) is 34 65 89 32, which is
represented in binary code as:

00110100 01100101 10001001 00110010

then in reversed bits format, it is 4C 91 A6 2C, which is represented as:
01001100 10010001 10100110 00101100 in binary.

All the bits in the protocol are represented with Z".

= Card number is represented in the protocol as a BCD code (each nibble
represents one decimal character). For example, if the number (decimal) is
658723, then it is represented in binary as: 01100101 10000111
00100011.

All the bits in the protocol are represented with ‘B’.
J.2 Facility Code
If supported in the card, the software must know where it is placed inside the
bit array and how many bits it takes.

Of the 5 representation options presented in J.1, only the data format can be
used with the Facility code; however, all the bits in the protocol are
represented with ‘F’ to differentiate it from regular data.

J.3 Authentication

Usually the array of bits that represents the card number also contains an
authentication mechanism that checks that the data was transferred correctly.
AxTraxNG supports several types of authentication mechanisms as follows:

= Even Parity — One bit provides authentication to either several bits
proceeding or following it (according to the defined protocol). This bit
makes the total number of related bits an even number.

The Even Parity bits in the protocol are represented with ‘E" and all the bits
that they verify are represented with ‘1"

= Odd Parity — One bit provides authentication to either several bits
proceeding or following it (according to the defined protocol). This bit
makes the total number of related bits an odd number.
The Even Parity bits in the protocol are represented with ‘O’ and all the
bits that they verify are represented with ‘1.

= CheckSum — The number of bits (usually 8) provides the sum of the
previous bytes.
Checksum bits in the protocol are represented with 'S” and all the bits that
they verify are represented with “1'.

= CheckXor — The number of bits (usually 8) provides a logical XOR value of
the sum of the previous bytes.

CheckXor bits in the protocol are represented with X" and all the bits that
they verify are represented with “1'.
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J.4 Creating New Rules

Using the above principles, we can create new rules for AxTraxNG.
7o create a new rule:
1. In the Tree View, click AC Networks.
2. Click @ icon.
The Reader Type window opens.

Reader Type 5]
+ =
Description "~
Clock and Data

“Wiegand 35 Bits

“Wiegand 37 Bits

“Wiegand 32 Bits

“Wiegand 32 Bits Reversed
“Wiegand 34 Bits

“Wiegand 40 Bits

‘“Wiegand 40 PCSC Bits

“Wiegand B4 Bits

“wiegand 37 Bits [10bit FCA1Ehit D)
Clock and Data B digits

‘Wiegand 37 long 10 [16bit FCA19bit D]
Wiegand 37 [Rosslare]

Wiegand 37 (S0

3. Click the 3* icon.
The Custom Reader Settings window opens.
Custom Reader Settings =

Description
| Fustom Format 2 |

Mumber of bits
[] Set as Defaul

Rules

Enter a description of the new rule.
Choose the number of bits the new rule will use.
[Optional] Select the Set as Default checkbox.

In the Rules section, enter the protocol rules according to the guidelines
described in Sections J.1 through J.3 and as shown in the example below.

N o v oA
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4 The protocol definition is for the entire system and not per controller.

(S
Note

Example

Enter a new Wiegand 29-bit protocol with the following rules:

= Rule 1: Bit 1 — Odd parity on the bits 3-15

= Rule 2: Bit 2 — Even parity on the bits 16-28

= Rule 3: Bit 29 — Odd parity on the bits 1-28

= Rule 4: Bits 11-28 — ID data

= Rule 5: Bit 3-10 — Facility code

The new protocol appears in the Custom Reader Settings window.

Custom Reader Settings

Description

|W'iegand 29 far example |

Mumber of bits

ElE [ set as Defaul Bit 1 — Odd Parity on Bits 3 to 15

Aules (the other bits are 0)
a0111111111111100000000000000 A

OE000000000000011171111111110 €————— Bit 2=Even Parity on Bits 16 to 28
RRRRRRRRRRRRRRRRRRRRRRARRRRRRL!

(the other bits are 0)
EIEIEIUEIEIEIEIEIEIDDDDDDDDDDDDDDDD}]\

0OFFFFFFFFO000000000000000000 Bit 29 — Odd Parity on Bits 1 to 28
\ (the other bits are 0)

I

Facility - Bits 3to 10 D~ Bits 1110 28 (the
(the other bits are 0) other bits are 0) [

ok ] [ Cancel ]

Please note that the first character in the first row and the last character in the
third row, which represents the odd parity, is a capital “O" and not a zero (0).

>
Note

The new protocol now appears in the list of available protocols.

Reader @
General | Options | Access event
Details
Description Operation mode
|1\Panel1\HEadEl1 | |Card Only V‘
Direction: & In Secured [Card+PIN) time zone
O Out ‘ Mever w |
Aictivation: Open 1\Panel 14Door [ Dedust LUser counter
Type
Reader type Keypad bype
wiegand 26 bits v | [inactive v
“wiegand 40 PCSC Eits ~
"wiegand B4 Bits
‘wiegand 37 Bits [10bit FC/16kit 1D)
Clock and Data & digits
—{"iegand 37 long |0 [16bit FC/A13bit 1D
a2 ok
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The representation of each existing protocol can be viewed.
7o view the format of existing protocols.
1. In the Tree View, click AC Networks.
2. Click the @ icon.
The Reader Type window opens.

Reader Type 5]
+ 7
Description o]
Clock and Data

‘Wiegand 30 Bits

‘Wiegand 37 Bits

wiegand 32 Bits

‘wiegand 32 Bits Reversed
‘Wiegand 34 Bits

wiegand 40 Bits

‘wiegand 40 PC5C Bits

Wiegand 64 Bits

‘wiggand 37 Bits [10bit FCA kit 1D)
Clock and Data B digits

‘wiggand 37 long | [16hit FC/A19bit 1D)
‘wiegand 37 [Rosslare)

wizgand 37 (AwID]

v

Clase

3. Double click protocol you wish you view (in this case, Wiegand 26-Bit).
Alternatively, you can choose the protocol you wish to view and click the

[#= jcon.

The Custom Reader Settings window opens.

Custom Reader Settings ®

l:l Set as Default

E111111111111000 100
00000000000001111111111110
000000000000o0D000DDDDDDD0
OFFFFFFFFO0000000000000000

[ Ok ] [ Caniel

’y The protocol representation is for viewing only and cannot be edited.

>
Note

For help in creating a new protocol, please refer to Customer Support.
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