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1 REQUIREMENTS

The Peridect+ configuration program is an application written in Java and requires the respective
runtime environment support software to function correctly. The current version can always be
downloaded at www.java.com.

The application was tested and its correct functionality verified within following OS versions: Win7,
Win8.1, Win10.

It may work with Windows XP, but its correct function is not always guaranteed.

2 PROGRAM INSTALLATION

The installation is performed by running the installer, which is an executable file called

»sieza-peridect-gui-installer-2.x.y.z.exe* — where the number in the file name is the version of the
file.

The current version of this program is always located on the SD card that comes with the CUP unit (for
more information, see the Web Interface chapter).

The installation is conducted in several steps. After running the installation file, the following procedure
follows:

"

@ Sieza Peridect GUI Setup =R S

Welcome to the Sieza Pendect GUI
Setup Wizard

This wizard will guide you through the installation of Sieza
Peridect GLI.

Itis recommended that vou dose all other applications
before starting Setup. This will make it possible to update
relevant system files without having to reboot your
computer,

Click Mext to continue.

Mext = | | Cancel



http://www.java.com/

(© Sieza Peridect GUI Setup [ @ |-

Choose Install Location
Choose the folder in which to install Sieza Peridect GUL. @

Setup will install Sieza Peridect GUI in the followinsg folder. To install in a different folder, dick
Browse and select another folder. Chick Install to start the installation.

Destination Folder

Space required; 5.0MB
Space available: 107,868

T e

The target directory is the standard user directory of the currently logged user.
'@ Sieza Peridect GUI Setup =] = |

Completing the Sieza Pendect GUI
Setup Wizard

Instalation complete

| Finsh

After a successful installation, a shortcut is created on the desktop that can be used to launch the

configuration program.
’I)
1
(o

Peridect+ 2.0.4.0
After the program has been installed, two directories are created:
c:\Users\“name‘“\AppData\Local\Sieza\peridect\2.x.y.z\ containing application system files and
c:\Users\“name“\SiezaPeridect\ for configuration data files, logs, exports etc.



3 LAUNCHING THE CONFIGURATION PROGRAM

The program is launched via the desktop shortcut or the program's system directory.

After launching the program, the following window is displayed

. :IF‘ﬂldr:'.d N . .
y
A’E’?E  PERIDECT, .. SIEZA@
j Loge Orline: poaviiguraton Device Panapement
Connect t °
B
=
e o aten
e (ST L

Search for CUP units available within the network can be started by clicking connect button.

Note:

The CUP units respond at port 30303 as soon as a datagram is received with just one byte of value 'D'
in the message body, the unit responds back at the same port of the device that sent the information. It
is therefore necessary that the network element setup allows submitting this query in order to
successfully locate the CUP. As long as you know the IP address of the CUP, it is possible to input it
into the "address” field and connect to the unit without searching.

A window opens, displaying names and addresses of the available CUP units, as well as a history of
previously connected units (light grey items).

D Device selection X

Device list @

PERIDECT SLAVE (192,168, 1,52, 00-1E-C0-C1-30-38)
PERIDECT MASTER. (192.168. 181, 00-1E-C0-C1-30-3F)
CUP C4 MASTER {192,168, 1.60, D8-80-39-2D-EA-AD)
CUP C4 SLAVE {192.168.1.61, D8-80-39-8D-94-F5)

Address |192.168.1.81




After selecting a CUP, RTU Key for each unit is needed. You can find this key next to GUI installer on
SD Card or by writing to SIEZA support. We recommend deleting this key file after copying to your
computer. This key should not be given to end user. After inserting the key, connection is established
and the current CUP configuration is loaded into the configuration program. The access to the unit can
be password-protected. If the unit is set up in such way, it is necessary to log in prior to downloading

the configuration.

) RTU Key

MAC address 00-1E-C0-C1-30-3F
RTU key

Save key |

0K

Cancel

Login

Username |

y
Password

(58

After this step, it is possible to start adjusting the CUP configuration.

D Pemdecte

o

ﬂ ‘Wiara by

— 192 368, .81

' PERIDECT, 2.0

Grlne cordiguraton

Dsoonmect
[ Load from OF ¥ Seve 0 O
Offire configuraton
tase £ Load
| save %) Ewport
Coniiouraton dhed
Sev... I Desripiton

Actroe - Hadted

CLP T DR 37, 2036 11=28:27 &M

(]
Configuration update

- o x
SIEZA®@ |
|

Device management |
(3 Set tme |

£l Restrt P
T Confgure sithentficatan

(@ Condigure network

= Upload lcerse

Status line — placed in the bottom part of the main window. The running cardiograph indicates proper
communication with CUP at the listed IP address. The actual unit mode and its internal time are also

displayed.

A" 192.168.1.81

Active - Combined Master

CUP Time: Oct 27, 2016 2:23:50 PM

A

Because of the integrated ONVIF-S protocol it is necessary to synchronize all devices (CUP, IP Camera, Server,
Visualisation, etc.) to correct time. Time difference between all those units should not be more than 5 seconds.




4  EQUIPMENT MANAGEMENT

Basic CUP configuration functions

Device management

IE;.I Set time

F=] Restart CUP
@ Configure authentification
(& Configure network
5D card

@ Upload license

Set time — click this button to open an editing window that allows you to manually set the CUP time or
use the time of the configuration PC. The time setting is performed immediately after closing this
window by clicking OK.

D Device date and time >

Device time

=

Date |pct 27, 2016 =

.

Time | 145 :| 245 | 203
Load time from PC

(04 Cancel

Restart CUP — a command to restart the CUP.
Configure authentification — the CUP can be accessed using a login password, which can be set

using this window.

D Authentification >

Authentification
Lsername |
Password

Fassword again

Ok Cancel




Configure network — this window is used to edit the CUP network configuration.
“Name” is an optional item. If skipped, the unit is displayed within the network under the same name
as its IP address.

E} Metwork configuration et
Metwark configuration
Name Peridect master|
Method of address selection: | Manual ~
IP address 192.1568.1.81
Metwork mask 255.0.0.0
Default gateway 192,188, 1.1
DS server 1 192,168.1.1
DMS server 2 0.0.0.0
MNTP server 192.168.1.118
oK Cancel

SD card — SD card is used to save the CUP configuration and save all events. CUP does not record
history as long as the SD card is not put in. If you need to remove the SD card during operation (e.g. to
list the history), it is necessary to either shut the unit down or unmount the card.

D S0 Card status x
Present: true

Status: DK

Capacity: 3.6 GiB

Free space: 3.6 GB

¢ UnmountSDcard | oK

Unmount SD card — after unmounting you can disconnect SD card from CUP and put it to your PC
(for example to back-up GUI or RTU key). After connecting the SD card back, it is necessary to
restart the CUP.

- CUP cannot operate without SD card
/'\ - You can set NTP server even on the web page of the CUP (it is recommended to set NTP through web)




5

MAIN APPLICATION WINDOW

5.1 Basic Subdiv

The application is visually divided into 4 parts.

Right — Configu

ision

Left — Main menu of the application

ration panel area

Top right — Name of the current configuration page

Down — Status panel for displaying operation-related information

The application menu is separated by a scroll bar that can be hidden if required.

Scroll bar — opfion
Hide the main menu

Mai  ation menm - Unit mand
QRerfation menu
|. ) Pendect- f - o % |
wericact £ -
%. PEHIDECT) V20,40 SIEZA®
gLl
g L Orling configuraton Dervice marugerent
— Canvect Disconnect (3 Set tive
-E} Configuration & Load from CB (] Save o CLP 2 Restart C0P
i Interfaces (i conifigur aton ¥= Configure autheniificalion
Hew 5 Load (A Configure network
@ — 5 st koeie
— Configuration chedc
i TP Sevi. W Descripbon
B Driputs
([lﬂ D bection Sensors
- s
A Siatus
E Evslustion
L -
192 168.1.81 Master CLF Time: Oct 27, 2016 2:35:43 PM
\ Gonfiguration menu \ List of current.
configuration SIrors.




5.2 Title Panel
The title panel contains following parts:

Unit control — allows you to connect or disconnect the unit, load a configuration, set time for the unit,
work offline with the configuration, force unit restart and configure the access to the unit and its network
configuration.

e Configuration file management — allows you to load and save the configuration in XML format
and export it into the SIPB binary format used by the unit. These files can be loaded without the
configuration file — see below.

¢ Information table containing the errors of the currently loaded configuration displayed in several
levels. This table works in dynamic fashion; when settings are changed, it is automatically
verified if the set parameters are functionally correct and support the HW configuration.

- Critical — Either the configuration error is so significant that it is impossible to load the
configuration into the unit as it would compromise the unit behaviour or the settings are
meaningless.

- Warning — Can result in skipping many important parts of the configuration that the system
will work without, but may not work as expected.

- Informative — These do not influence the functionality, but it is still good to keep track of
them.

6 VISUALIZATION

6.1 Selecting a Visualization Mode
The visualization is subdivided into two functional parts.

e Online mode — process data from the connected unit
e Offline mode — view loaded data from a file

6.2 Visualization Panel

The visualization panel consists of several panes. These can be moved and resized.
The basic displayed panels include progressions of inputs, outputs and sensors.

D) Peridect- — m] g
/‘v Peridect+ [ernmts 3 Outputs o (@ ) Detectors = |5
2L [ x 1
1. o} 1 -
H Visualization [ Sound 5. vi 0
16 °
Offine mode: 2] RS
Logs Load from fie ER Tioow
. e i 80
Load from CUP - :
= Configuration - 0. .
5.
Anchor time: 6 D 120,
- e
% Interfaces Oct27, 2016 7. ' 140
14:45:02.9 ER a 160
88
. Mo - .
200
104
@ Cursor position: e .
- Cameras as. -
14:45:02.9 o o,
I >l 120 250
- ﬂ Inputs 27.10.2016 14:43;57 27.10.2016 14:44:30
Time zoom: 20
D UPinputs = [3
B Qutputs = 2 .
1, 320
Outputs 0
((o)) Detecti
32 380
{)— Agregati " 400
48 420,
a
3 Inputs o |=
T Evalation a0 1.
e
% 8.
Lee 104 .
112,
e .
2016 13.44:30 27.10.2016 10143156 27102016 L4z
— | |192.168.181 Active - Master CUP Time: Oct 27, 2016 2:45:02 PM
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The visualization control panel is used for cursor movement and setup of the displayed part during
offline viewing. For cursor movement within the record, it is possible to directly set the desired time in
“Anchor time”, move the cursor with your mouse or using the "Cursor position” buttons.

In certain modes, it is also possible to enable the output and camera setup testing panels (combined
mode and slave mode), as well as the input and sensor simulation mode (logical ling testing mode).
There are two views available in the Detectors panel. The “Overview” tab is used to display all module
addresses within the bus. On the "Detail” tab, you can specify addresses of detectors to display in
detailed view. The field size adjusts to the number of detectors. It is also possible to adjust the display
with the scrolling tool at the bottom of the window.

The offline display data can be loaded directly from the CUP or using a previously downloaded and
saved log.

Online mode — this mode is enabled by clicking the "Play” button, after which all windows display
current values of detectors, inputs and outputs. Further control is available in form of the "pause" and
"stop" buttons. Using the “sound” feature, it is possible to enable an auxiliary indication — beeping
sound — that reacts to a detector experiencing the alarm status. For displaying in the detector window,
same principles apply as in the offline mode.

7  RECORDS

Event window

]
N’ Peridect+ Haneon boe it
Load rom fie e :W
Er Vizaten el ) = Rerrave
Sare 85
‘=1 = Zave fitered a5 ¥ Remave o
ﬁ- Cordigurabion
LI Alam LIP Sabotage LIP Missing Cuipurs Detectors Siade Text
1 3,4, 5.6 L A9, .. T 13 LMD ptabg: (hefF -
E Interfns 23,455 7,85, [ 1z LMZ status: DnFF
o Hoduier _:.s Medule M2 IO error
1,4 I M1 szatus: 0w, Ma...
B Camerss ;
) Add filter ® M'-“G
-EI e | Filter selection T M|
:—b Cutpets
Gn‘)) Detechion sermars
{)— Agregafion
A Status
B3 et
DT&I L
beac
JP- 192.158. .81 Acsrve - bagter I, H16 T 1T AM
Event detail window selected Available event filters
in the upper window
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This item is used to view the CUP unit log. The log can be loaded online from a unit or by opening a
previously downloaded file. To locate the desired event more easily, filters can be used to only display
the events of selected types. Click "Add a filter” to open a menu of filters that can be used. The filters

can be combined with each other.

The log can be saved in full, unfiltered form or filtered to save only certain events.

This is how the filter windows look like after being selected from the menu.

D Status filter ['3’1 Sensor filter H
Use Id Description Range 1|
L] W 1{LCP 1Errar State e -
L] W 2|LCP 2 Error
] W 3[I0P/485 Error Treshold w 12505
[] W 4[IOPLAM Error
] W 5|Ethernet Error Cancel oK
] W 6|Onwif Error
[] W/ 7|Real Time Clock not set
[] W 8[Temperature over Treshold )
] W 9|Temperature under Treshold @' Input filter x
[] W 10|DSP on LCP 1 Error
[] W 11|D5P on LCP 2 Errar Range 1|
W 12ILCP 1 Active Alarm state Alarm v
Cancel Ok Sabotage state | Don't mind v
: - Cancel OK
L@m Output filter () Time filter
| From
Range 1 :
Date [Nov 2, 2016 = W LIP filter pe
Output state | Active ~
Time opH:| o] o s 1
e 2E To Alarm state Alarm v
Date |Nov 2, 2016 = Cabotage state | Don't mind -
1} Status text filter a]l. - s
D) Time | 23[+:| S8[+):| 59+ Missing state | Don't mind -
Cancel aK 0K Cancel oK

You can also search the list of internal status changes recorded in the event log using the text filter.

Id

Description

W 1|LCP 1 Error

W 2|ILCP 2 Error

W 3(IOP /485 Error

W 4|IOP fLAM Error

W 5|Ethernet Error

W &|Orwif Errar

W 7|Real Time Clock not set

W 8|Temperature over Treshold

W 9Temperature under Treshold

W 10|DSP on LCP 1 Error

W 11|DSP on LCP 2 Error

W 12|LCP 1 Active

W 13|LCP 2 Active

W 14{LCP 1 Designated Slave

W 15[LCP 2 Designated Slave

12



8 CONFIGURATION

“Configuration” tab, you can set configuration parameters of connected devices and their
interconnection via logical links. All changes made in this section will take effect only after uploading
the configuration into the unit and restarting it.

8.1 Basic Concept of Interconnection
The configuration is divided into several parts.

Communication interface settings (speed, addresses)
Settings of individual modules connected to the unit
Settings of logical perimeter components

Settings of input events

Settings of logical links

Settings of output events

DS||Ds||Ds]** * [DS||DS| [IN|=**|IN| [oaT
y v v Yy v

Sensor evaluation

y Vv v y v

Sensor correlation

y v v y v

Aggregation sensor groups

Y v
back coupling

Camera preposition settings
Y Y ¥ Yy v I

Evaluation logical functions (AND, NAND, OR, NOR)
y v v Y v vV Vv ¥

Timing of outputs

y v vy y v v v Yy

OUT] JOUT] JOUT| & » o JOUT] JOUT] JOUT] JOUT] JOUT

The following picture shows a block view of internal structure of CUP unit evaluation.
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8.2 Unit Mode Selection

The unit can be set into one of four operation modes or in several other special testing modes. The
testing service modes cannot be used for real operation.

Function description window for the selected operation mode

AN
D) Peridect+ - O *
4
"" Peridect+ '
Configuration
----- E Visualization
_____ Logs Operation mode
() Active - Master N\
= 8% ®i Active - Combined/Master
Y :
O Actve - Combinedss Unit works like master. but external application
ctive - Combined,/Slave -
E Interfaces can set output to specific value.
() Active - Slave
m Modules
() Service configuration
@ Cameras () Service - Inputs and RAW values of detectors are logged
| ﬂ Inputs () Service - Test logical links
| B Outputs Data logging Detectors behaviour
Log state changes Disconnected detector is not allarm
((O)) Detection sensors
@— Agregation
A Status
—
:;_:.: Evaluation
""" [I_El_d'l te
""" I]Tﬁ psP
.&. 192.168.1.81 / Active - Master CUP Time: Mov 2, 2016 8:43:46 AM

L

List of available operation modes

The individual modes differ in terms of output control options. They are equal in terms of input signals.

Master — the CUP unit performs evaluation according to the settings, controls the programmed outputs
and these outputs cannot be controlled using external commands.

Slave — the CUP unit performs evaluation according to the settings but does not control the outputs.
These can only be controlled externally.

Combined — the CUP unit performs evaluation according to the settings, controls the programmed
outputs and these outputs can also be controlled using external commands. The outputs then respond
by considering the last command a final status.

Slave/combined — the CUP unit performs evaluation according to the settings. If queried by the
superstructure, it behaves like in the "slave™ mode. When the CUP stops being queried, it waits for a set
time period and then assumes the "master" mode. After the querying has resumed, the unit reverts to
the "slave" mode. This way, it is possible to back-up the graphic output of the superstructure SW using
the outputs, retaining the signalization in case of an outage.

All those operation modes are used only for CUP to visualisation purposes. They acctualy do not represent setting
of master/slave (redudant or backup) mode.

14



8.3 Interface Settings
The unit features one ethernet port, two RS-232 serial lines and one RS485 line. The communication
speed and other required time parameters can be set for all these lines.

/‘ Peridect+
Interfaces configuration
----- E Visualization
. Timeout Communication speeds
..... E Logs
LCP1 600 5 ms LCP1 57600 -
=1 @ Configuration LCP2 6005 ms LCP2 57600«
IOP/485 50015 ms 10P/485 9500
E nterfaces
IOP/LAN 500 5| ms Pelco D 9600
m Modules Pelco P 9600
Polling intervals
- OSRD 9600
@ Cameras 10P/485 5005 ms
IOP/LAN 500 ms Service port | 115200
ﬂ Inputs Evaluation 500 -5 ms
B Quiputs
((.)) Detection sensors
{)— Agregation
A Status
=
:;_:.: Evaluation
""" [I_El_r!'l L
""" [I_El_ﬁ bsF
4, 192.168.1.81 Active - Master CUP Time: Nov 2, 2016 8:55:26 AM

The two serial RS232 lines are used to connect the LCP line modules. The RS-485 is used to
communicate via the MODBUS protocol, as well as usage of PELCO and OSRD protocols.

The parameters in the "timeout™ window determine the time period the CUP unit waits for the module
to respond before it declares a timeout. The "polling intervals™" parameters determine the frequency of
operation — the specific interface or process.

8.4  Module configuration

Each module connected to the CUP has to be configured within the CUP. The basic parameters include
used protocol and module address. Protocol designation is the same as the module designation. The
address type is determined according to the used protocol. For ethernet modules, it is the IP address; for
serial interface modules, it is a decimal value. In case of ModbusTCP IP, the module address is the IP
address, including the port number —,,192.168.1.20:502*. The default port of ModbusTCP is 502. When
using the default port, the port number does not have to be specified. The address is not specified for
the CUP unit. For LIP modules, it is necessary to specify and address in range of 1-1000, according to
which LCP is the LIP module connected to.

15



The module ID module is the module's identification number within the CUP, used as a reference
number for other functions. It is advisable to create description for individual items in the "popis”
(Description) column in order to be able to navigate around the configuration more easily and eliminate
configuration errors.

D Peridect+ - O >
4
,", Peridect+ "
Modules configuration
----- E Visualization
----- Logs Id Protocol Address Description Test
M 1jCUP 01
) M Z|I0PLAN 192.168.1.83 o2
= m Configuration TR e
S
E Interfaces M5
M alcuP
M 7|LIP
il MB1oP 485
: M 2 [1oPLAN
Cameras M 10Uni/485
M 11|unijuopP
M 12)urifTce
- g Inputs M 13
M 14
M 15
’ B Outputs M 16
M 17|
((.)) Detection sensors M 18
M 19
M 20
{)— Agregation M 21
M 22]
M 23
Statu
A : M24
M 25
T2 Evaluation M 26
= =
—_ M 27
M 23
""" o« Mas
M 30
""" (e o iE
M 32]
- [192.168.1.81 Active - Master CUP Time: Mow 2, 2016 9:04:53 AM

Protocol types:

CUP — has to be used upon input or output usage request within the CUP

LIP — has to be specified an case input modules of the LCP module are to be used

IOP/LAN - settings for communication with ethernet 1/0 modules, uses the TCP ModBus protocol
IOP/485 — settings for communication with 1/0 modules of the RS485 interface, uses the ModBus
protocol

8.5 Camera Setup

The camera setup is similar to module setup The PELCO and OSRD modules behave in similar fashion
as the MODBUS protocols and their address are whole decimal numbers.

The Onvif protocol utilizes ethernet connection and web service within the camera. For this camera, it
is also required to specify the login information and camera profile.

16



For all cameras, it is also possible to specify a home preposition and time it will take it to return to this
position.

D) Peridect+ - [m| ped

"" Peridect+ i
1 E Visualization
Protocol Address

Logs 1d
C 10nvif 192.168.1.1

. C 2Pelco D 1
= '@' Configuration C 3pelco P 2
C 4/05RD

e C s I

C 7[onvif

! ! Modules C8[Pelwo D

C9Pelco P

C 10[0sRD
Inputs

Cameras configuration

Username Password Profile Home position  Timeout tom,..  Description Test

root root bandwidth_jpeg 2| 12 -

€ 11|uni48s
€ 12|UnijuDP
¢ 13|unifTce

Qutputs

Detection sensors

Agregation

Status

Evaluation

192.168.1.81 Active - Master CUP Time: Mow 2, 2016 9:15:22 AM

It is possible to test the proposition setting using the test button for analog cameras. For Onvif-based
cameras, there is a wizard that can be used to view and test the required information regarding the
correct function and settings of the camera.

The auxiliary wizard requires to input the camera's IP address and login information applicable for the
Onvif protocol. For correct function of an IP camera and its wizard, it is necessary that its internal time
does not differ from the time of the CUP and the configuration PC by more than 5 seconds.

Verify connection

Available prepositions

Media profile | bandwidth_jpeq]|

Available prepositions

Media profile |bandwidth_jpeg

D Onvif camera cenfiguration * ) Onvif camera cenfiguration *
Connection Connection

Address Port Address Port

198,168, 1.1, 801 198,168, 1.1, 8015
Authentification Authentification

Username Password Username Password

root root root root

Preposition MName

Direct Test

Test using CUP

Preposition MName

Direct Test

Testusing CUP

oK Cancel

Time difference too big

OK

Cancel

17




In case of a difference greater than 5 seconds, a warning is displayed regarding the difference and it is
no longer possible to receive the required data from the camera.

Tip: The CUP unit is equipped with internal NTP server, meaning it is possible to set the time
synchronization in relation to CUP, ensuring unified time within the whole installation.

As long as the time is synchronized, information regarding the used profile and preposition numbers is
received from te camera. The preposition numbering may differ from the numbering visible via the
camera's web interface.

For further settings that refer to the camera prepositions, it is therefore necessary to use preposition
numbers as retrieved using this tool.

Camera IP Address

D Onvif carmera configuration *

Connection
Address Port

172,20.10.79 80 =

Authentification

Username Password

root root

Verify connection Media profile |badwidth_jpeg e

Available prepositions

Preposition  MName
SIPE
2 Home
1p1
4 P4

Dwrect Test Test using CLP

Camera internal settings retrieval button

Preposition numbers for further usage

8] 4
QK Cancel

It is possible to immediately test the command to turn the camera into the selected preposition using the
,.Direct test” and ,,CUP test* buttons. ,,Direct test” sends a command from GUI to the camera; ,,CUP
test* sends a command via CUP. This also verifies that the CUP — camera connection is correct.
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8.6 Input Setup

A pre-set module is selected for each input, as well as a module the input is located at and its input
number within the module. Optional description of the input can be added. The selected row can be
copied into a selected number of rows below with the "Clone selected row" button. This can speed up
the process of defining a higher number of inputs for one module.
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8.7 Output Setup

A module is selected for each output, as well as a module the output is located at and its output number
within the module. Optional text description of the output can be added. The selected row can be copied
into a selected number of rows below with the "Clone selected row" button. This can speed up the
process of creating a higher number of outputs for one module.
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There are more possible and mandatory options for the outputs. In the “Type” item, output setup can be
selected that defines its behaviour towards an event that triggers or influences it.

¢ Follow — the output status copies the event attribute that has caused the output activation.

e Pulse — the output activates upon the entering edge of the event attribute and generates pulse.
The output cannot be controlled until the pulse expires.

e Time —a time period starts at the running edge of the event attribute during which the output is
set. Each entering edge of the event attribute resets this time to the starting value. If the time
expires, the output is set as inactive, regardless of whether the event attribute is still active.

e Delay — delay of the exiting edge of the event attribute. If the event attribute is active, the output
Is also set. In case the entering edge of the attribute event takes place, the output stays active for
the set time.

For pulse, timed and delayed-type outputs, time is a required parameter.

8.8  Sensor Setup
The detection sensor configuration allows you to create logical segments as logical parts of the
perimeter.
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Each used detector has to be located in some logical segment. Logical segments are intended especially
for comparing the events to each other among individual segments. See further chapters. If the
comparison is not utilized, all detectors can be put into one segment.
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The detector table is used to set an alarm condition individually for each detector. The CUP unit receives
processed data from LCP modules in form of alarm statuses for each detector. The alarm condition then
defines how many of these alarm statuses (how many times has the alarm been triggered) have to be
loaded and in what time frame since the first one (the pre-alarm time window). If the set condition is
satisfied, the event is forwarded in order to be processed. The "Alarm time window” has to be set to a
non-zero value. In comparison mode, this parameter determines the waiting time for alarm confirmation
from the comparison segment.

Time window expired

— = =
E = 1] 1]
s 3 o M
2 el S~ =3
- = o o om
o = Lo [ =
= = & O S o
o o S 3 "
5 =l 3 =+ e
=g = 1] “m
< L 1]

m =t + o
o b 240 m e
— u m - -
[=] =. = —
= 1.":' s T

a - 3

Exceeded the number of activations

This picture shows the logic of event evaluation (the status automat) and the relation between the
segment comparison mode can also be recognized.

9 SEGMENT COMPARISON SETUP

9.1 Zone Setup

Prior sensor segment definition is required for this. The segments can also by cyclical. There has to be
at least one set up.
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9.2 Comparison Setup

For each sensor, a range of sensors can be assigned within the referential segment that this sensor is to
be compared with.

If the segment has the "Compare™ attribute, comparison with the referential segment will be performed.
The same segment can also be set as a referential segment (the S1 segment can have S1 as a relative
segment).

9.3 Linear Segment
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The picture shows an example of detector configuration. Segment S1 consists of detectors 10-15,
segment S2 consists of detectors 20-25. Let's say we need to set that the alarm information in S1 is also
compared with detectors in S2, but not the other way around. Detectors in S1 can therefore also assume
the status of "Alarm to compare — Alarm 2" while detectors in S2 can only assume the standard
"Alarm 1" status.

We set the segments according to the table:

Id From index To index Cyclical Compare |Reference segment
S1 |10 15 NO YES S2
S2 |20 25 NO NO

and the individual detectors according to the following table:

Id Compare start | Compare stop
address address

D10 |20 21

D13 |22 24

The ,,Compare start address* and ,,Compare stop address* values cannot be set beyond the range of the
S2 segment. The "Compare start address" value always has to be lower or equal to the "Compare stop

address” value or else the setup is invalid.

During every testing, a status automat activates above each configured detector.
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9.4 Cyclical Segment

50

S4

57@Q

@ @ o
56 55 54

In this case, the S3 segment consists of detectors 40-47 and the S4 segment consists of detectors 50—
57. Once again, we can presume that we need to compare the S4 segment to the S3 segment, not the
other way around.

The segment setup is done according to the following table:

Id From index To index Cyclical Compare |Reference segment
S3 |40 47 YES NO
S4 |50 57 YES YES S3

and the individual detectors according to the following table:

Id Compare start | Compare stop
address address

D50 |47 41

D53 42 44

The "Compare stop address" value does not have to always be lower or equal to the "Compare start
address”. In this case, the cyclical segment is utilized and the beginning and the end of the segment is
being compared. In case of D 50, comparison is made to detectors 47, 40 and 41. If the range was
switched, the comparison would be made to all detectors except for 40.
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9.5 Two-Way Comparison

Just like the S1 segment is compared to S2, S2 can also be set for comparison to S1 or a completely
different segment.

9.6 Combination of Linear and Cyclical

90 91 92 93 94 95

., -

67 S5 63

It is possible to combine linear and cyclical segments. It is always important to set the “Cyclic”
parameter for the segment that is being compared to (in this case it is S5).

The segment setup is done according to the following table:

Id From index To index Cyclical Compare |Reference segment
S5 |60 67 YES NO
S6 |90 95 NO YES S5

and the individual detectors according to the following table:

Id Compare start address | Compare stop address
D 90 67 61
D95 61 63

9.7 Summary
e The subject of comparison (in this case it is S2, S3, S5) has to have the "Cyclic" attribute set
correctly.

e The compared segment (in this case it is S1, S4, S6), has to have the "Compare" and "Reference
segment” attributes set. In segment set in such way, the detector can assume the "Compared
alarm — Alarm 2" status.
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10 AGREGATION SETUP

For further evaluation of the sensors, there are too many sensors, which is why they are aggregated into
logical aggregates. It is beneficial for situations such as in relation to a camera system, where it is
possible to create a detector group related to camera view. A range of sensor is selected for aggregation;
it may also be one sensor. A rotary camera can also be assigned to each range, along with the preposition
related to this sector. It is possible to control the camera using an independent command for a set event
— pre-alarm, alarm or alarm 2. The specific cameras can be set up and reverted to the parking position
in the "Cameras" item.
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The pictures show an example of aggregation configuration for two statuses with four groups created,
each consisting of one detector in this case. For pre-alarm, only groups are defined and the procession
is to be used in further setup. For alarm, a camera control function is used where rotary camera
commands are defined for two parts.

The "Copy from...” buttons make the logical part editing easier by copying the already defined data
among individual tables.

11 STATUSSETUP

The status attributes are internal statuses of variables created by the CUP unit based on the status of the
connected devices that adjust their value according to these devices — active-inactive. For attributes W8
and W9, temperature values required for attribute activation can be set. The statuses of these attributes
change — they are activated upon passing the set temperature values, i.e. dropping below W9 and
exceeding W8. The temperature is measured at the CUP unit circuit, meaning it is a point of reference.
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The attributes can be used to link a specific system event to the action at the output — see next chapter.
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LCPx Error — this attribute monitors internal LCP errors and communication outages.

IOP/485 Error — this attribute monitors module outages and errors within the RS485 bus.

IOP/LAN Error — this attribute monitors outages and errors of modules communicating via ethernet.
Ethernet Error — this attribute monitors ethernet outages at the CUP unit.

Onvif Error — this attribute monitors connection losses to Onvif protocol-based cameras.

RTCNS - this attribute monitors losses of system time.

TOT - this attribute monitors the instances of temperature rising beyond the set limit.

TUT — this attribute monitors the instances of temperature dropping below the set limit.

DSP on LCPx Error — this attribute monitors detector or module malfunctions within the LCP module
bus.

LCPx Active — this attribute monitors the status of the LCP module sensor line.

LCPx Designated Slave — this attribute monitors the LCP module configuration status when configured
as slave.
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12 EVALUATION CONFIGURATION

Evaluation is a process where input and internal attributes can be logically linked to each other in order
to create specific output. Each output information is actually an output that has previously been defined
in output configuration. It is apparent from the description of every output function that it assumes the
description of a specific output.
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/ Logical output table, click to expand for editing

List of output functions and used function selected from OR, NOR, AND, NAND

Output numbers and names from the output configuration window

After clicking the logical input table, a list opens, displaying all available logical inputs that can be
directed to the selected input by checking the checkbox of the required input. Hover over a checkbox
with your mouse cursor to display its tool-tip. For a well-arranged configuration, it is therefore
recommended to name all the items from the start of configuration.

It is possible to use multiple logical outputs for one output and use one of the functions from the
"function™ item menu (Function — OR, NOR, AND or NAND) for their evaluation.
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Field with attributes monitoring input statuses

Field with attributes monitoring detector statuses
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Field with attributes monitoring logical functions and internal statuses

Logical functions may be used in case a more complex logical link needs to be created. The input
functions can be "pre-processed” within these logical functions and then use this result as an input for
an output function. The logical function configuration is of the same form and properties as an output
function. These are basically feedback logical functions that are linked back to the evaluated input
attributes of the output function instead of an output function.
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Auxiliary configuration of an auxiliary logical function that

becomes an input for an output function
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13 LCPSET UP

The LCP setup is subdivided into two parts — global setup and detector setup.

13.1 Global Set Up
LCP Address — possible input 1-16, common input 1.

Number of DSP units — possible options 250 or 500. Use the option according to the actual number of
detectors connected to the LCP. Use 250 for numbers up to 250 and 500 for higher numbers. The number
of connected detectors influences the speed of information evaluation. It is 4 samples per second for up
to 250 and 2 samples per second for 500.

Bus voltage — possible options are 12, 24, 36. The commonly used value is 24. Defines the power supply
voltage for detectors within the bus.

Number of samples — possible options of 3 or 5. Defines the number of comparison samples within the
evaluation algorithm. The difference is in time lapse of the alarm indication and influence on evaluation
in terms of reducing false alarms caused by weather conditions. The value of 5 provides better resilience
while the value of 3 provides better response time.

Auxiliary mode — possible options 0 and 1. The value of 0 indicates that the LCP is in Master mode.
The value of 1 indicates that the LCP is in Slave mode.
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Load from LCPx —a command to load the configuration from the LCP module into the configuration
tables. The data is read for both tables of the LCP module.

Save to LCPx — a command to save the configuration into the LCP module from the configuration
tables. Both tables of the LCP are saved.

Restart — sends a command into the LCP that triggers its restart. This process does not result in loss of
setup or configuration.
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13.2 Detector Setup

The main configuration table used to set the sensitivity of individual detectors and their dependence in
relation to the "differential logic™.

Used parameters

Type — defines the type of a message from a specific address (ID) of a detector or LIP module. When
using a detector within a specific address, the value of type is 2. If the address is occupied by an LIP
module, the value has to be set to 1.

Dmin, Dmax — differential relative values used to compare the signal to the referential DSP CP1, CP2,
CP3 a CP4 and in relation to the magnitude of the detected signal within the current DSP. Sensitivity
relation is set for each DSP based on these two values from low signal values up to the maximum values,
with the exception of the "MAX" value.

The significance of Dmin, for the alarm state calculation increases with lower deviation of the evaluated
detector. The significance of Dmax for the alarm state calculation increases for higher deviations. The
significance distribution of Dmin @ Dmax for alarm state calculations is shown on the following graph.

Vibration amplitude

% significance
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MAX — this value of the DSP signal immediately satisfies the alarm conditions (and e.g. activating the
output). You can input the value of 251 to turn this function off.

CP1, CP2, CP3, CP4 — DSP addresses used to compare the values of the signal of the evaluated PDS
to the current values of CP1, CP2, CP3 a CP4 within the detection algorithm. If CP1, CP2, CP3 a CP4
are set to 0 then the alarm level for DSP is defined by the value of Dmin.

Special attention needs to be paid to specific parts of the fence such as corner turns, wicket doors, gates,
strut poles etc. The vibration transfer among the individual fields is reduced at these spots. It is
recommended to perform meticulous setup tests. The typical setup solution on such places is to adjust
the configuration so that the last detectors are compared to adjacent detectors (CP1=CP2 and CP3=CP4)
or other detectors on the same level, i.e. to avoid comparing to detectors "around the corner". When
setting the CPx referential detectors, it is necessary to consider the influence of global wind conditions
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on the fence so that the configured detector is influence by the same amount as the referential detectors,
typically at the turns of the fence.

LCP module configuration buttons

LCP management

LCP1 Global sething  LCP1 Dwtectors setting  LOPZ Giobal sefting  LOPZ Debechors setiing

Mass editing tool

Sarve toLCP Restart LCP
Dscription 3 Peridect- ] X
llCPlﬂﬂ't-ss ‘f
Fiumber of 5P A Peridact+
Bus voltage
Pamber of sl 1 LCP management
Slave mode E Wisuakizaton
j Lgs LOP 1 Global setting  LCF1 Debectors seting  LOPZ Global setting  LCPZ Detectars setting
Save to fle Value for selected cels + afs
Do Denae M o1 o2 3 =2
F 80 120 251 21 28 21 21 A
: 3 80| 120 3| 2 21| )| F)
I | 80| 120 251 2 zi| 2 21
o5 | = 12 251 Rl 21| 21| 21
i 2 -1 120 251 21 20 2 21
: | El 120 251 2 21| | 21
o5 | 8| 120 251 Fil FT| 7| 21
: F 80 120 251 21 24 21 21
D5 | 80| 120 E)| 7 | H| 1|
oS il 80| 120 251 21 zi| 2 21
D0l 2 a0 12 251 7l a1 2l a
IQEALCP mOdule [-:" Cutpuss E012 3 el 120 251 21 21 21 21
tting is not a part of = i = = = i 2 2 7
sSe : 1 1 1 1
SIS LS i P . (o)) Dewctonsensors || psmuois | 8l 120 751 7l 2| | FE)
CUP unit D5P101e 1 £l 130 T 15 14 17 1B
) ﬂ‘ pse:017 | El 120 251 15 15) | 19
regeto D018 1 a0 12 251 17 15 19 o
configuration fm"jn'r!:?n" o018 1 el 120 251 15 5| 20 21
meaning it is possible a o1 I — —— — —
to save the ER evasen == T N
. DSP:024 1 80 120 251 n 2 2 f5
Cﬂﬂﬂggrﬁtlﬂﬂ asa [l H D025 | 20| 1 51 b b | 26| 7
D026 1 E] 12 251 s 4 7 E
separate m\@h D507 1 Ell 120 251 % 2 28| =)
[I?b ose CSPi0z8 | 80/ 12 251 27 26 = 30
] 1 80 12 51 = 7 Y 31 v
‘y. 192.159.1.81 Active - Master CLP Time: Nov 2, 2016 11:39:46 AM
Load from file, Save to file — commands used to manage the configuration file for the LCP.
A standard windows form is used to save and open a configuration file.
D Ope * 1) Save X
Look in: Peridect+ ~ ? ® - Save in: Peridect+ ~ T s -
backup backup
log log
MNaposledy ot... tmp MNaposledy ot... tmp
m L
Plocha Plocha
Dokumenty Dokumenty
Tento .;.(.:EEE Tento .;:-i;:é“iai
@ File name: Open @ File name: |
T Files of type: - Cancel = Files of type: = gy o Cancel

Each LCP module is saved as a separate file. Since the LCP module configuration is not saved within
the CUP configuration, it is recommended to safe these configurations separately as a backup for your
settings.
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Mass editing tool — used for easier editing of the detector configuration table, the editing tool is located
above the table.

How to edit multiple items: Select the items to edit by dragging the mouse over them and enter the value
into the left field of ,,Value for selected cells”. This value is then filled into all selected fields. In case
it is necessary to create a numeric interval between the fields, it is possible to enter a step value into the
right field of the ,, Value for selected cells . This is illustrated on the picture below.

Same value for all items First item has a specified value and every further
is increased by one.
Value for selected cells | P1E| + ‘ 1E|
Value for selected cells | 125| + | 0 E| o - - "
cpP2 cP3 cra 2 2 2 4
2] 3| . 2| 4 4 =
3| ] = 3 5 ] ]
: e : i z ;
5 [ 6 8 3 E]
E 7 : o 5 i
7| 8 E] 11 11 12]
3 ] 21 12 12| 13
g 10 : = = -
10 11 15 15 16
11 12 16 16 17|
L 1 = 13 ©
13 14 16 19 20
14 15 17 20 21|
15 15 = = =
15 17 0 23 24
17| 18 21 24 25
22 25 26
The first item has a specified value, every The first item has a specified value, other is
increased by five every other is decreased by two.
Value for selected cells | 15' + | EE|
g2 2 & 1 == 3l Value for selected cells | BGE| + | —ZE|
3 [ 4E|
4] 11 5 CP2 CP3 CP4
5 16 ] 2 3|
3 21 7 3 Fl
7 2% 3
g 31 9 4 3
9 35 10 3 8
10 i 11 6 7
11] 45 12| 7 8
12| 51 13| 8 9
13| 56 14, 9 10
14 61 15 10 11
15 (11 16 11 12
16 71 17|
17| 75 15 12 13
15 81 18 13 14
16 a5 n 14 15
17| LBl 21 15 16
18 22 16 17|
15 3 17 18
20 24 15 19
21 25 1% 0
22| 26
23] 27
24 28
25 29
26 30| -
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14 DSP SETTING

DSP setting is divided in two parts with separate configuration tab for each LCP.

The configuration tool serves for changing the detectors address and for setting their parameters. In the
case of DSP the input signal gain can be adjusted. This option allows you to adjust detector sensitivity
and compensate for variations in the quality of fencing or to adapt the detector sensitivity to various
types of fencing.

DSP management

D5P on LCP1 settings  DSP on LCP2 settings

 LoadfromLCP |  Save tolLCP Load from file Save to file
Number of DSP: 16 value for selected cells 0 + (i ==
SN Address Option

Adjustment procedure. Firstly you need to retrieve data from the connected DSP by selecting "Load
from LCP" (Retrieve from LCP). Once finished these data will be displayed in a configuration table.

SN is a unique serial number for each DSP. This number will help to identify detectors for programming,
changing the bus address and changing their adjustment/gain.

In the field address you can enter the required new detector address and in "adjustment” you can insert
the given detector gain value.

The inserted address values are checked for duplicity. Duplicate values entered and relevant lines will
be highlighted in red.

DSP management

DSP on LCP1settings  DSP on LCP2 settings

Load from LCP Save to LCP Load from file Save to file
Mumber of DSP: 16 Value for selected cells 0 + 0
SN Address Option

329 15
2000004 16

olooloololoololoojlololaolo

Such configuration cannot be entered into LCP. If the inserted values are correct, using Save to LCP
you can enter this configuration into LCP.
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The process of entering data consists of several steps — recording data, LCP restart, loading data and
checking — comparison of the recorded data and the result.

D .

“r Peridect+

E Visualization

=R ﬁ Configuration

-+ E Interfaces
m Modules

@ Cameras

d i Inputs

d B Qutputs

d ((O)) Detection sensors
@— Agregation

Status

i, Evaluation

.| 192.168.1.81

— O *
D5P on LCP1 settings  DSP on LCP2 settings
Load from LCP Save to LCP Load from file Save to file
Number of DSP: 16 Value for selected cells 0FH + 045
~
SN Address Option

633 1 a
547 2| a
558 3 a
639 4 a
606 5 a

: 0
483 7| 0
3564 g a
528
517 ) Cenfiguration update *
578 Il -
s/ |Configuration update
587
437 Reading DSP configuration
329

soooo0s| | | I
Active - Master CUP Time: Mov 2, 2015 12:14:25PM

In case some of the required values adjustment fails in some of the detectors, this value will be
highlighted in colour.

If some of the detectors then appears or disappears during programming, the relevant line will be again
highlighted in colour. In such case we recommend reloading the data and comparing the new results.

Using the load and save buttons the configuration table can be also processed by external software or
you can archive the loaded data.

Load from file, Save to file — commands used to manage the LCP configuration file.

Look in:

o

Naposledy ot...

Plocha

Dokumenty

-2

Tento poditad

@

sit

Peridect+

o 2 em-

backup

log
tmp

File name:

Files of type:

*.csv

Cancel

D Save X
Savein: Peridect+ o ? -3 -
— backup
= El log
Maposledy ot... tmp
Plocha
Dokumenty
Tento poéitaé
=i Files of type: |+ oy - Cancel
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Bulk editing tool— used for easier editing of the detector configuration table, the editing tool is located

above the table.

Value for selected cells | lli” + |

1“%" Value for selected cells |

W15+ | =

How to edit multiple items: Select the items to edit by dragging the mouse over them and enter the value
into the left field value of selected cells. This value is then filled into all selected fields. In case it is
necessary to create a numeric interval between the fields, it is possible to enter a step value into the right
field of field value of selected cells This is illustrated by the picture below.

Setting options:

SM | Address

|| &M

Address

This parameter sets the gain of signal from detector sensor. The parameter can have a value of 0 to 127.
0 corresponds to the maximum gain, the minimal gain being 127. The value of this parameter does not
indicate the gain value and dependence between this value and the gain is not linear. The following

table can give you better idea:

parameter value sensitivity | Peridect version ID
127-087 low ca. NO/2-3
088-043 standard NO

014-011 higher SE

003 high ca. 2xSE

000 maximum | ca. 4xSE
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